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11.6 Omunmm BOcCcTaHOBIEHNS 0A3BLI JAHHBIX
Copnepxkanue mozayJieit Python

AndaBuTHblii yKazaTejab
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FindFace Security — 3r0 cumcrema OHMOMETPHYECKON BHJICOMAEHTU(DUKAIIMH, B OCHOBE KOTOPOI JIEXKHUT
FindFace Enterprise Server, mepegoBasi TEXHOJIOIUsI PACIIO3HABAHUS JIUI] HA 6a3e MCKYCCTBEHHOIO WHTEJLJIEK-
ta. FindFace Security mpejcrasisier coboii TOTOBBII K HCIIOJIB30BAHUIO MPOILYKT, KOTOPBIA MOXKET HCIIOJIb-
30BATHCA B TAKUX O0JIACTSX, KAK TPAHCIOPT, PO3HUYHAS TOPIOBJIs, ODAHKOBCKOE OOC/IyKUBAHUE, WHTYCTPHUS
pPAa3BJIEYEHHUI, CIIOPTUBHBIE MEPOIIPUSITHSI, OPTAHI3AIMsT MEPOIIPUSITHI, CEPBUCHI 3HAKOMCTB, BUICOHADIIIO E-
Hre, OOIEeCTBEHHAS U KOPIIOPATUBHAs 0€30IIaCHOCTD U .

FindFace Security obnapyxkuBaer u ujieHTU(MUIIPYET YeJI0BEIECKUE JIUIA U YBEJIOMJISIET OTBETCTBEHHBIX JIUIT
00 nx nmosisneruu. FindFace Security Takxke pacro3naer Takue aTpuOyThI JUIA, KAaK II0JI, BO3PACT, IMOIUH,
OYKH, HAJMYNE MEIUIIMHCKON MacKd, 00poma u Ap., W OTOOpakaeT JAHHYI0 WH(MOPMAIUIO [JIsi KaXKIO0TrO
0OHAPY?KEHHOTO HA BUICOM300PAXKEHUH JIUIIA.

WNurerpuposannas B FindFace Security anruciydunroBast cucrema rapaHTUpyeT, 9TO Hepe] KAMEPOW HaXo0-
JIATCSI YKUBOH YEJIOBEK, U UCKJIIOYAeT BO3MOYKHOCTb MOIIEHHIYECTBA C UCIOJb30BaHUEM (HOTOrpaduu Juna
Ha Gymare miam dKpane MOOUIBLHOIO YCTPOUCTBA.

FindFace Security moiep:kuBaer nHTErpaIuio cToponaux periennit ueped HTTP API, sebxyku u naazumol,
TaK 9TO BBI C JIETKOCTHIO CMOYKETe yCOBEPIIEHCTBOBATH CBOIO TEKYIIYIO CHCTEMY WJIM IPUJIOXKEHNe, J00aBUB
B HUX (DYHKIIMOHAJI PACIIO3HABAHUS JIKII.

MonHbIA CNNCOK BO3MOXXHOCTEIA:

e ApxurekTypa Ha ocHoBe Al
e BricTpas u Hajie:kHast GuoMeTpuyieckas naeHTH(UKAINS B PEAJLHOM BPEMEHH 110 6a3aM JJAHHBIX JTOCHE.

e lloBbimennas IIPOU3BOIUTE/IbHOCTD U OTKa3OYCTOI71‘IHBOCTb B BBICOKOHAI'DY2K€HHBIX CHCTEMaX C 00JIL-
IIM KOJIMYIEeCTBOM IIOAKJ/JIIOYCHHBIX KaMep U KJIMCHTOB.

o Ilommepkka Kak BHIEOIOTOKOB C KaMepP, TaK M aPXUBHBIX (DAMIIOB.
e BricTpoe cozanue 6a3bl JaHHBIX JTOCHE.

e Pacmpesiesienne 6a3bl JaHHBIX JIOChE MEXKJy HECKOJIBKHMU CEPBEpaMU C CHHXPOHUBAIMENH M PerinKa-
nue.

e Hacrpoiika coep:kumMoro Jocne.
o IlomiepKKa JieIyIJINKAIIAA COOBITHI U JIOCHE.
e Bepuduxrarus Juir.

e Al-pacmnosnaBanue 1oJjia, BO3pacrTa, IMOIMIA, OYKOB, OOPOJIbI, MEIUITUHCKON MACKU U JIPYTUX aTPUOYTOB
JIATA.

e Al-nerekrop »xkusbix Jui (Liveness).

e Al-pacrnosnaBanue MepcoH.

e Anajmruka “3Hait cBoero Kiamenrta’.

e B03MOXXHOCTB IOJCYETa JIUI U CHJIYITOB HA IOJIKJIIOYEHHBIX KaMepax.
e Buneonabiionenue.

e Ilouck o 6a3aM JaHHBIX.

e Pacmmpenusrit HaOOp MONCKOBBIX (PUIHTPOB.

e PacimmpeHHOe yIIpaBjieHUE T0JIb30BATEISIMH.

e AyrenTudukaiys Mo mapoJio Wik cepTuduKary.

e CPU- u GPU-yckopenue una Bar BbIOOD.

CopepxxaHue 1


https://docs.findface.pro/projects/ffserver/ru/4.0.3/
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V100HbIIT KOHCOMBHBINT MHCTAJISITOP U JAPYKECTBEHHBIN mHTEepdeiic.
e PasBeprhiBaHre HA OJHOM WJIUM HECKOJIBKUX CEPBEPAX.

e BosmoxHocTn JINIIEH3UPOBAaHUA B OTKPBITHIX U 3aKPBITBIX CHCTEMaX.

WNuarerpanust vepe3 HTTP API, Bebxyku u miarussl Ha python.

(] HapTHepCKI/Ie UHTEerpamuun C MHOIIyJspHBIMUA CUCTEMaMH.

MobuibHOE TpUIIOXKEHHE.

2 CopepxxaHue



[naBa ]_

ApxuTekTypa

Xora s3ammogeiictsue ¢ FindFace Security mpomcxomut B ocHOBHOM depe3 Beb-muTepdeiic, He 3a0yiapTe
YJIEJTUTH HEMHOTO BPEMEHU H3YYEHUIO apXUTEKTYPbI IPOTPAMMHOIO KOMILIEKCA. DTH 3HAHUS HEOOXOMMBI
JIJIsS pa3BepThIBAHNS, UHTErPAIii, OOCIyKUBAHUA U yCcTpaHeHus pobsem npu pabore FindFace Security.

B atoii rnase:

o AprumermypHuie aaemenmol

— Crema aprumexmypol

— 4dpo FindFace

— Ilpurnradnoti modyars FindFace Security
o Asmonommoie cepeucol

[ P(L{?GC]’)TTL?)I,G(],HU,G Ha 00UHOUHOM CEPBEPE UAU 6 KAaCMEPE

o Annapammnoe ycxopernue na CPU uw GPU

1.1 ApXxuTeKkTypHble 3/IEMEHTbI

FindFace Security cocrouT u3 ciie/1yfolmx OCHOBHBIX apXUTEKTYPHBIX 3JIEMEHTOB:

e dnpo FindFace, mepemoBasi TeXHOJIOrUsI pacliO3HABAHUsSI JIUIl HAa 0a3€ MCKYCCTBEHHOIO WHTEJIJIEKTA,
KOTOpasi MOXKET UCIOJIb30BaTbCsI B KA4eCTBe OTAeIbHOrO mpoaykra FindFace Enterprise Server.

e FindFace Security, roroBsrit mpukiiammoit Mmojyss K FindFace Enterprise Server.



https://docs.findface.pro/projects/ffserver/en/4.0.3/
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1.1.1 Cxema apxuTekTypbl

moBansHbIA
cepeep NpoBepKu
nuueH3uA Ntech
Lab

Anpo FindFace
., e e
| V v V USB-xnios annapaTHoi 3aluTbl
findfa
aplservice ntls.service
CO-API — [ veneene s OMUHOHAMNB HO ==,
Bupeogerexuma nuy (findface-
video-manager.service)
nuya Bromerpuyeckuin obpasey API-O)
| I—
ETCD
—
Z
findface-
findface-sf-api.service facerouterservice
C-API < Jjob-3adanus/cmamucmuxka
i innammﬂ
memeached | | {(python)
3,
BupeoneTekuMa Ny
6UOMETpUIeCKMiA 0Bpasely ﬂ::’::::;ﬁ::‘
MeTanaHHbie nuua (jpg/png) kadps! (jpg/png) & )
findface-tarantool- Bugeonotok
server findface-upload
O-API &
Earanmoi DB Nginx

findface-liveness-api

z ]

APl

MpuknanHoi ynb FindFace Security

findface-security.service

fisecurity-ui

T

CO—API P

findface-counter

PostgreSQL

1.1.2 Appo FindFace

fAnpo FindFace Braodaer B cedst ceayronine KOMIOHEHTHI:

4 Fnasa 1. Apxutektypa
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Kom- | Onucanue Mo-
no- cTas-
HeHT LMK

findfageCepBuc, ucnoJb3yomuiics J1jisi OOHAPYKEHUS JIUI Ha, CTATUIECKUX U300parkeHusax u u3- | CobcrBgHHAs
extragtiomevyennst u3 Jiun GHOMETPUIECKUX 00pasioB (BeKTOpoB npusHakoB). CepBuC TakKe Bbl- | paspa-
api [OJTHSIET PACIIO3HABAHUE TAKMX aTPUOYTOB JIIA, KAK II0JI, BO3PACT, IMoIuu, Oopoma, | OOTKa
OYKH, MEJIUINHCKAs MacKa U JP., 4 TAK¥Ke PACIO3HABAHUE dejioBedecKux cuiry’ToB (ecau | NtechLdab
ObUIN 3aJIaHbl COOTBETCTBYIONIME HACTpOiiKu). PaGora na 6aze ueiipounnix cereil. [loi-
nepxxuBaercst CPU- uwin GPU-yckopeHnue.

findfageCepruc, peasmsyromuit HT'TP API obHapy:keHust 1 paciio3HaHUSI JIUII,

st-
api
findfageCepBuc, obecrieunBaromuii B3anmoieiicTBue Mex ity ceppucom findface-sf-api u 6uo-
taranfoserpuueckoii 6a30il ganubIx (62300, B KOTOPOIi XpaHsTCs GnoMeTpudecKue o0pasipl) Ha
server] ocHoe Tarantool.

findfareBeb-cepBep Ha 6aze NginX, HCIOJB3yeMbIil KaK XPAHUJIAIIE UCXOIHBIX M300pParKEeHUM,
upload MUHHATIOD JIUI] 1 HOPMAJIU30BAHHBIX U300PAKEHU JINII,

findfageCepBuc, KOTOpBIT WCIONMB3YeTCS I 3aJaHdsi [MPABUI 00PabOTKH OOHADYKEHHBIX
facerouter Bumeo sum. B FindFace Security dyukmum findface-facerouter BBIIOIHAIOTCS
findface-security (cm. ITpukaadnoi modyav FindFace Security). OmHako B 1esasx
HHTErpaluy Bbl MOYKETE YCTAHOBUTH U HACTPOUTH JAHHBIH KOMIOHEHT (cM. [oav306a-
MEABCKUE NAGLUHDL).

findfareCepBuc, saBistonuiics 9acTbI0 MOMYJIA BUIEOIETEKITUN JIUII, YePe3 KOTOPBIN OCYIIECTB-
video{ JisieTcst yrpaBjieHue JIeTeKIel NI Ha BUEO, & UMEHHO 33JIaf0TCsl HACTPONUKHU U CITUCOK
manageBuIe0II0TOKOB 1T 0OpabOTKH.

findfageCepBuc, 4acTh MOJyJIsi BHJIEOJETEKIME JIMI[, KOTODPBI pPaCIO3HAET JIUIA Ha BUIEO
videoq m oTHpaBjseT WX HOPMAaJIM30BaHHBbIE WM300pPaXKEHUs, COOTBETCTBYIOIINE BUICOKAPHI
worker u merajgannbie (rakue kKak 1D Kamepbl U BpeMsi OOHAPYKEHUs JIMIA) B CEPBUC
findface-facerouter mjs gaabHeinmeii 0OpabOTKH B COOTBETCTBHUE C 3aJaHHBIMU TIPa-
Butamu. OBECIEINBACT PACNO3HAGAHUE HCUBHLT AU, TTPA COOTBETCTBYIONUX HACTPOMKAX.
[Momnep:xxuBaercs CPU- u GPU-yckopenue.

findfagetHlokabHBIN cepBep JIUIEH3MIT, KOTOPbI MMPOBEPsieT HOIJIUHHOCTE autensuy FindFace
ntls | Security, B3aumoneiicTBys ¢ robababiM cepepoM Jnnien3uii NtechLab. [list 3akpeireix
cUCTeM TOJJIEPKUBAETC paboTa ¢ allapaTHBIMU JIMIEH3NOHHBIMEU Kiodamu. [logiep-
JKUBaeTCs JINIIEH3NPOBAHUE Yepe3 MPOKCH-CEPBEp.

Tarantddroponnee mporpammHuoe obecriedeHre, Ha OCHOBE KOTOPOro peajm3oBaHa Omomerpude- | Tarantopl
ckag 6a3a JAHHDBIX, XPAHANIAsd U3BJEUEHHbIe OHOMeTprYecKre 06pas3ibl (BEKTOPhI IIPH-
3HAKOB) U cOObITHA oOHapyzKeHus Jjiull. CUCTeMHbIE JaHHBIE, JOCHE, [OJb30BATEIbCKUE
AKKayHThl U HACTPOWKHM Kamep xpauarcs B PostgreSQL (dacTb mpukIagHOro MOIYIIst
FindFace Security).

etcd | CroponHee nmporpaMMHOe ObecIedeHre, PeaJn3yolnee PACIIPEIeIEHHOE XPAHMIUIIE Kifo- | eted
4eit 1y1s1 KommonenTa findface-video-manager. Vcnosb3yercs B Ka4ecTBE KOOPIMHAIIN-
OHHO# CJIy2KOBI B paCIIPe/Ie/IEHHON cUcTeMe, 00eCIevnBasi OTKa30yCTOMIMBOCTD BUIEO0 e~
TEKTOpa, JINII.

NginX Croponnee mporpaMMHoe obecriedeHre, KOTopoe peajmn3yer Beb-uHTepdeiichbl CHCTEMBI. nginx
memcadéliedporHee mporpaMMHOe o0ecliedeHne, peau3yollee CEPBUC KIMMPOBaHUS JaHHBIX B | memcached
OIePaTUBHON TAMATH Ha OCHOBe Xer-Tab uibl. Vcnoib3yercs 1jis BpeMeHHOrO XpaHeHUs
W3BJIEYEHHBIX OMOMETPUYECKNX 00PA3IOB IIepPeJ] NX 3aIlNChi0 B 6a3y manubix Tarantool.

1.1.3 MpuknagHon moayns FindFace Security

IIpukianuoit momyas FindFace Security Brirogaer B cebsi ciemyronime KOMIIOHEHTHI:

1.1. ApxuTekTypHble 3/1EMEHTbI 5


https://tarantool.io/en/
https://github.com/etcd-io/etcd
https://www.nginx.com
https://memcached.org
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Kom{ OnucaHue Mo-
no- cTaB-
HeHT LMK

findfadfomiionenT, obecreYnBarOMii JOCTYIl KOHEYHOI'O II0Jib30Barest K yHkiusm sppa | CobcrBeHHast
securitfindFace. ObGecnieunBaer B3ammojeiicreue Mexiy syipoM FindFace u Beb-umTepdeiicom, | pas-
dyuknuonuposanue cucrembl B 1egom, HTTP u Beb6-coker, 0O0HOBJIEHNE OHOMETPUYECKON | pa-
0a3bl TAHHBIX, OTIIPABKY YBEIOMJIEHUI O COOBITHAX, 00beInHEeHNEe COOBITHII B SMU30/bI, pa- | 6OT-
00Ty BeOXYKOB, CUETUMKH, IOCTAHOBKY B OdYepedb BuIeodailyioB Ha 00paboTky. Briiovaer | ka
B cebsl CJIeIyIoNine BHYTPEHHUE CEPBUCHI: IMPOBEPKA JIUIEH3UN, MeHeKep cueTankoB, Me- | NtechlLab
HeJ[?Kep BeOXYKOB, I'DYIIIIMPOBIIUK IEPCOH, MEHEZKED SIIU30/I0B, MEHEZKEP OYepe i Ha 00-
paborky Bumeodaiiios. [locienane geTbipe cepBruca MOXKHO BKJIIOUATH W BBIKJIIOYATH Y€Pe3
daitn koudurypanun findface-security.

findfad@croBHOt BeO-unTEpdeiic, ncnoaplyonmiics mis B3anmojeiicreus ¢ FindFace Security.
secutitiflozBosigeT paboTaTh ¢ COOBITHSMU UACHTU(MUKAIINU JIAI, UCKATH JINIA B 0a3ax JTAHHBIX,
ui VIPaBJISTh KaMEpPaMHU, IMOJIb30BATE/ISIME, JOChe U CIUCKAMU HAOJIIOeHNsI, COOUpPaTh CTaTHU-
CTUKY B pPeajlbHOM BPEMEHU U MHOTOE JIpYToe.

findfad€epsuc, ncmoab3yeMblit [Ijist 1€y ITUKAIIAN JIHII,

counger

PostgreS@pbonnee nporpamMuoe obecriedeHne, peaju3yollee OCHOBHYIO 6a3y HaHHBIX cucreMbl. | PostgreSQL
B nanmnOoil 6a3e XpaHsITCS JE€TAJIM3NPOBAHHBIE JIOCHE IEPCOH C Pa3bWEHMEM 110 KaTeropu-
am (crmckaM HabJIOJEHNUs ), & TAKXKE JaHHbIe BHYTPEHHErO XapaKTepa, TakKue Kak Ipodusm
nosib3oBaresieii FindFace Security, Hacrpoiiku Bugeokamep u mp. Bruomerpudeckue JanHbie
Jr u coObITust naenTHdUKanmu Jur xparsrcs B Tarantool (wacts siapa FindFace).
Pgbou@laeponnee mporpammuoe obecrieuenne, obecreunBaroriee 00JIeraeH bl My coequaennii 1yist | PgBojincer
PostgreSQL. Heobsi3aTebHBII KOMIIOHEHT, UCIOIb3YETCs I YBEINIEHUS TPON3BOINTE b
HOCTH 6a3blI JIAHHBIX IIPU BBICOKOW HATPY3Ke.

Redis Croponnee mporpammHOe obecriedeHne, KOTOpOe peajm3yeT Opokep coobmienuit BHyTpu | Redis
findface-security.
Djanig&roponnee mporpamMmHuoe obecriedernne, peajmsyroliee Beb-ppeiiMBopK iist BeO-uHTepeiica | Djang
FindFace Security.

o

CMm.Tak>xke:

Ilodpobro o Komnonenmaz

1.2 ABTOHOMHbIE CEpPBUCHI

TTomumo BeTpoernoro gpyHKIMoOHATA, mpegocTapasgemoro findface-video-worker, pacro3HaBaHne YKUBBIX
sar;, (liveness) Tak»ke IIpeOCTABIISIETCST ABTOHOMHBIM cepBucoM findface-liveness-api. Cepsuc Geper
OIIPEJIeJIEHHOE KOJIMYECTBO Ka/IPOB U3 BUAeodparMeHTa U BO3BpaIaeT H300parkeHne JIUIa HAUJIYYIIero Kade-
CTBa U JECSITUYHBIA PE3YJIbTAT liveness, yCpeIHEHHBIH 110 B3STHIM KajpaM. e 3a/1aHbl COOTBETCTBYOIINE
HACTPOWKH, CEPBUC TAKYKE MOXKET BO3BPAINATH ITOJTHOKAIPOBBIE W HOPMAJU30BaHHBIE M300DAXKEHUS JINI, U
COXPaHATH Pe3yJbTar jerekiuu B Kame findface-sf-api, Bosspamas detection_id. Cm. Liveness xax
a8MOHOMHBLT CEPBUC.

1.3 PasBepTbiBaHUEe Ha OQWHOYHOM CepBepe Wan B Knacrtepe

Boi moxkere paseepayrh FindFace Security kak Ha oamHOYHOM cepBepe, Tak W B KjacrepHoil cpeje. [lpu
BBIOOpE TIOCIEHETO BAPUAHTA JOCTYITHBI CJIELYIONINE CXEMBI PA3BEPTHIBAHUS:

6 Fnasa 1. Apxutektypa
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e Ilenrpasnbhubiii cepeep FindFace Security, B3aumoeiicTByf01IMii ¢ HECKOJIBKUMHE JIOTIOJHUTEIBHBIMUI CEP-
BepaMu JJIsd 00pabOTKU BHUIEO (c OJIHAM YCTaHOBJICHHBIM KOMIIOHEHTOM f indface—video-worker).

e [lomHOCTRIO pacnpenenernasi apxurekrypa FindFace Security. Moxker monamobuthest OalaHCHPOBKA
Harpy3Ku.

l_[0)1p06Hee CM. pa3Jiesa Tunuwras ycmaroska 6 KAacCmepe.

1.4 AnnapaTtHoe yckopenue Ha CPU n GPU

Cepsucnl findface-extraction-api u findface-video-worker moryr wucnosib3oBath Kak CPU-; Tak u
GPU-yckopenue. Hy>KHBIil TUII yCKOPEHUST BBIOMPAETCSI BO BPEMSsI yCTAHOBKH U3 KOHCOJILHOI'O UHCILAAAATOPG.

Ecmm ycranoska FindFace Security Beimosasiercss u3 apt-penosumopus, sa CPU-cepBepe HyKHO pasBep-
HyTh nakersl findface-extraction-api u/uium findface-video-worker-cpu, a na GPU-cepBepe makernst
findface-extraction-api-gpu u/uiu findface-video-worker-gpu.

Baxkno: /[ljs BeiOOpa koudurypamuu obopypoBanust cM. Cucmemmvie mpebosaHus .

Baxkno: Ecin paspenrenne ncrosnb3yemoit kamepsl npesbimaer 1280x720 nukcesieil, HACTOATEILHO PEKO-
MEHJIyeTCsl CI0JIb30BaTh makeT ¢ yckopennem Ha GPU findface-video-worker-gpu.

ITpumeuanue: Liveness-demexmop ua CPU pabortaer ropasmo memyiennee, vem na GPU.

1.4. AnnapartHoe yckopevue Ha CPU n GPU 7
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[naBa 2

CnctemMHble TpeboBaHUs

g pacaera xapakrepuctuk cepsepos FindFace Security mcmosp3yiiTe mpuBeieHHbIE HUXKE CHCTEMHbBIE TPe-
6oBaHUs.

Coser: Caauaja 00si3aTeIbHO O3HAKOMbTECH ¢ aprumexmypot, FindFace Security.

B 3toin rnase:

e Basosas xonpuypayus,

e Heobxodumvie HaBvIKU GOMUHUCTPATILODG,

2.1 bas3oBasi KOHUrypayms

Ilpenynpexxaeumne: FindFace Security 4.3 sBasiercs mociemneit Bepcueit, nomamepxusatoreit Ubuntu
16.04. FindFace Security 4.4 6yzmer nomzgepkuBars TosbK0 Ubuntu 18.04.

Baxxno: Eciu pasperienue ucrnosib3yeMmoit Kamepsbl npeBbimiaer 1280x720 nukcesieit, HACTOATETHHO PEKO-
MEH/IYeTCsI UCIIOJIb30BaTh maker ¢ yckopenneM Ha GPU findface-video-worker-gpu.

ITpumeuanue: B ciydae BBICOKOHATDYKEHHON CHCTEMBI PEKOMEHLyeTCsl UCIO0JIb30BaTh SSD.
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MunnmanbHas Pekomenpyemasi

CPU Intel Core 15 CPU ¢ 4+ dusuveckumu su- | Intel Xeon Silver/Gold ¢ 6+ dbusugecku-
pavu 3+ I'T'i. Tlommepxkka AVX2 MU SpaMu
Ha cobcreennnie myx/p1 FindFace Security tpebyerca 2 smpa HT > 2.5 I'Tn. Xa-
PaKTEPUCTUKHN TaK»Ke 3aBUCHUT OT KoJimdecTBa Kamep. [ly1s ogHOl Kameps! 720pQ@25FPS
rpebyercs 2 siapa >2.5 I'T'i. Tlogmepxka AVX2

GPU (ommmo- Nvidia Geforce® GTX 1060 6 I'6 Nvidia Geforce® GTX 1080Ti+ ¢ 11+

HAJIBHO) I'c RAM
MonuepxuBaembie cepun: GeForce (Maxwell, Pascal, Turing u sbime), Tesla (Maxwell,
Pascal, Volta v100, Turing u BbIme)

RAM 10T6 | 16+ I6

Ha cobcrBennnie Hy:kb1 FindFace Security tpebyercs 8 I'6. Ilorpebiienne namstu
TaKKe 3aBUCUAT OT KoJmdecTBa Kamep. st ogHoit kKamepsr 720p@25FPS Tpebyercs 2
I'b RAM

HDD (SSD s

JIyduieil 1mpous-

16 I'6 16+ I'c

BoguresbHocTH) | Ha cobcrBenmble HyzKpl onepanuonnoii cucrembl u FindFace Security TpeGyercs 15
I'B. CymmapHbIit 06beM OIpeIesIeTcsl B 3aBUCUMOCTH OT TpebyeMoil TiryOuHbI apXuBa
cobbITHil B 6a3e JaHHBIX U B jore u3 pacdera 1.5 M6 na 1 cobbrrue

OmneparmonHast Ubuntu 16.04, 18.04, Tosbko x64

cucrema

ITpumeuanme: Bbr Takxke MoXKeTe UCIOJb30BATH BUPTYAJbHYIO MalimHy Ha 0ase mporeccopa Intel, ec-

Jm nojiepykuBatoTes nHerpyknmn AVX2, a 8 dusmdeckux sep BBILIEIEHBI UCKIIOYATEIBHO BUPTYATbHON

MalInHe.

Coset: [lja Gosiee TOIHOTO OAOOPA KOH(MUTYPAIUHA CBSXKATECH C HAIUMU TEXHUYECKUMU IKCIIEPTAMU 10
aapecy support@ntechlab.com.

2.2 Heobxoammble HaBbIKM agMUHUCTPaTOpa

Avuauctparop FindFace Security jgoszken obiayars Habikamu paborsl ¢ OC Ubuntu Ha ypoBHE IpojiBH-
HYTOI'O IIOJIb30BATEJIS.

10
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[naBa 3

TpeboBaHusa kK kamepaM BugeoHabatogeHns

K ycramoBke m xapakTepucTHKaM KaMmep BHI€OHAOJIIONEHUsS B CHCTEME DACIO3HABAHUS JINIl HA OCHOBE
FindFace Security npeabsiBIsiioTcst Cjie Iy Iomne OCHOBHbIE TPEOOBAHMSI:

1. JIj1st KOpPEKTHOII IeTEKIINY B BUIEOIIOTOKE YCTAHOBUTE KaMeEPY TaKIM 00pa30M, YTOOBI B €€ I10JIe 3PEHUs
00513aTEJIHO TOSIBJISIIIOCH JIUIO KarK/I0T0 Y€JI0BEKA, BXO/ISINEIO B 30HY HAOJIIO/ICHUSI.

2. Yron BepTUKAJBHOTO HAKJIOHA BHUJIEOKAMepBHI He JIOJZKEH NpeBhImaTh 15°. BepTuKaabHBIN HAKJIOH —
9TO OTKJIOHEHUE ONTHYECKOW OCH BUIEOKAMEDPHI OT FOPU30OHTAJBHON IJIOCKOCTH, PACIOJIOXKEHHON Ha
YPOBHE CepeIMHBI JIUla YeJIoBeKa cpelHero pocra (160 cm).

11
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3. YroJi rOpU30HTAJIBHOIO OTKJIOHEHWS He JI0JKeH npeBbimaTh 30°. [opu3onTasbHOe OTKIIOHEHHE — 3TO
OTKJIOHEHWE ONTUYIECKON OCH BHJIEOKAMEPHI OT BEKTOPA JBUKEHUS OCHOBHOT'O ITOTOKA OOBEKTOB PACIIO-

3HaBaHUA.

-
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4. MuHAIMaJIBHASI IUIOTHOCTE nuKcestedt s naenTudukanun — 500 nukceseii/ M (IPUMEPHO COOTBETCTBYET

mupuae jauna 80 muKcesei).

31.25 nikc/m = 5 px 42.5 nuke/m =10 px

125 nukc/m = 20 px

200 nuke/m = 32 px

500 nikedm = 80 px 1000 niake/m =160 px

5. DokycHoe paccTosiHue O0OBEKTHUBA JOJKHO BBIOMPATHCS TAKAM 00pPa30M, YTOOBI IPH 33 aHHOM Pac-
CTOSTHUH JI0 OOBEKTOB CbeMKHU ObecriedanBajach HeOOXOMMMasl IJIOTHOCTD THKcesteil. Ha pucyHke Huzke
IIPUBEJICH IIPUMED pacdeTa POKYCHOTO PACCTOSTHIS OObEKTHBA OT PACCTOSHUS MEXKIY KaMepoil 1 00bek-
Tamu cbeMku. JLjis pacyera HpOKYCHOTO PACCTOsIHUS JJIsi KOHKPETHOM KaMephbl TpeOyeTcst UCII0/Ib30BaTh
KAJIBKYJISITOPBI WX METOIOJIOTUIO, TIPEIOCTABIISEMbIE TPOU3BOIUTEIEM KaMEPHI.

PHEPE WweHWe BUOAEONOTOKA

4.3
29m
2“ Y
2.8 MM & MM 6 MM

Y

12 Mm

23.3 M

32 MM

6. DKcro3uImsl 1O/KHA ObITH HACTPOEHA TAKMM 00pasoM, 4robbl Jjuia 6w peskumu (“B dokyce”), He
CMa3aHHBIMH U PDABHOMEDHO OCBEIEHHBIMU (He 3aCBEYEHHBIMU ¥ HE CJIUIITKOM TEMHBIMH).

13
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7. B 3aBuCHMOCTH OT yCIOBUI OCBeleHns (SIpKast 3aCBETKA, CJIUIIKOM SIPKOe UJIU CIIUIIKOM TYCKJIOE OCBe-
IIeHNEe) PEKOMEH LyeTCsl UCI0NIb30BaTh KaMepsl ¢ annaparabiv WDR (Wide Dynamic Range) nim npy-
HMU TEXHOJIOTUSIMU, 00ECIIeINBAIOIIUME KOMIEHCAIIUIO BCTPEYHON 3acBeTKU u/ujm cjaaboil ocBeneH-
nwocru (BLC, HLC, DNR, Bbicokas cBerodyBcTBUTE bHOCTD, Smart TK-noncserka, AGC u ap.).

A0

8. Cxarme Bujeo: H.264, MJPEG.
9. IIporokossr epegadn Bujeonoroka: RTSP, HTTP.
10. MakcumaJsibHbIE paspelienne u dactora Kajapos: 1080@25 FPS.

11. Burpeiit giua H.264 noroka 1920x1080 npu 25 FPS: ne menee 4 Mour/c.

Coset: s pacdera TOYHON KOHDUrYpanun 060pyI0BaHUSA B COOTBETCTBUN C BAIIUMHU IEJSIMU OOPATUTECH
K HAIIUM CIeIUaJIucTaM 1o ajpecy support@ntechlab.com.
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[naBa 4

JlnuensunposaHue

B 3Ttoin rnase:

o [Ipunuun Auuen3uposaHUA

[ Hpacmomp U 0bHoBAEHUE AUUEH3UU

4.1 MpuHuMN NuueH3npoBaHus

FindFace Security JiniieH3upyercst 0 CJIeIYIONIUM KPUTEPUSIM:

1. KosmuecTBO m3BjIeKaeMbIX OHOMETpUUIECKUX 00pas3noB. Bruomerpuueckue 00pasibl M3BJIEKAIOTCS U3
Jiatt, OOHAPY?KEHHBIX Ha BUIEO, n3 (oTorpaduii, 3arpyKaeMblX B JOChE, a8 TaKXKe IPHU IOCTPOCHUHN
T. H. IEHTPOUJIOB B IIPOIIECCE KAACTNEPUIAUUL NEPCOH.

CxeMa JIMIIEH3NPOBAHHUS BBIIVIAIUT CJIELYIONIM 00Pa30M:

o CobblITusA: 1 cOOBITHE PACIO3HABAHUS JIMIA HA BAJAEO = 1 JIUIO B JIMIEH3UU.

e Jlocwe: 1 dororpadust B 1ocke = 1 JIAIO B JINIEH3UN.

e Ilepcomnbr: 1 mepcorna = 1 JUIO B JUIEH3UM.
2. KosmmgecTBo kamep B cucreme.
3. KommuecTBo sKx3eMIIsapoB Mofesreit, ncnosab3dyembrx findface-extraction-api.
4. PacnosnaBaHue aTpubyToB JILIA: [OJI/BO3PACT /9MONINH /0OUKH /GOPO/IA,/ MEIUIIHCKAs MacKa.
5. Pacnosnasanue kuBbIx jiul B peasjibHoM Bpemenn (Liveness).
6. urerpanuu ¢ naprHepamu.

Bror mozxere BbI6paTb MeKJIy OH.HafIH—JIHL[eH?;HpOBaHHeBi " JIMIIEH3UPOBaHUEM B 3&KprTOI71 CeTHu:

15
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o OmnJiaifH-/IMIIEH3UPOBaHUE BbINOJIHAETCs Yepe3 [J1o0asibhblil MeHekep jmnen3uii NtechLab license.
ntechlab.com u Tpebyer Hajmuus cTabUILHOrO nHTEpHET-coeauuenust 1 DNS. Tlocie oTkitouenust o
WHTEpPHeTa CHCTEeMa IPOJOJIKAT paboTarh B aBTOHOMHOM pEXKHMe B TedeHue 4-X 9acoB. YBeIOMUTE
CBOEro MEeHeJZKepa, eciu TpebyeTcs IPOJJINTD JAHHBIH 1epuos (10 2-X jiHeil).

o Jlng nuneH3MpoBaHus B 3aKPBITON ceTn Heobxoaumo nasmdane USB-mopra Ha dbusnaeckoMm cepsepe ¢
koMroHeHTOM findface-ntls (cepBep JmmeH3MpoOBaHUs B coctase adpa FindFace) nisi MOAKIOUIeHAs
npegocrasiasgemoro USB-kiioua anmapaTHO 3aIuThbI.

s obecniedennst pyHKITMOHUPOBAHUS CUCTEMBI JIOCTATOYHO OJHOTO dK3eMiuisgpa findface-ntls. Ecin Ba-
14 CUCTEMA HYKIA€TCS B OOJIBITEM KOJMYIECTBE CEPBEPOB JUIECH3NPOBAHNS, 320 Iar0BPEMEHHO coodIuTe 00
aToM cBoemy MenemKepy NtechLab, 4To6br mpeoTBpaTuTh OJIOKHPOBKY CHCTEMBI.

4.2 lNpocmoTp n obHoBAEHNE NNLEH3NN

TTocne ycranoBku FindFace Security 3arpysure B cucreMmy mojiy9eHHbIH OT MeHeKepa daiti gurensuu. s
aroro nepeiiure B Hacmpotixu -> JIuuyensus.

NuueHana

paHu4eHns UnTepeans

Tun nuueHanm online

Id nuueH3umn

NoAEHUA tech/ /imp d3c0020372b abb6cff66325225¢876f.lic

3arpysuTb HOBBIA Qain nuUeHsun

KynuTs Uni OGHOBHTS NIMLIEHSMI0

eHTauma AP|

Ananutuka

HacTpoiiku

WcnonwayiiTe Ty 2Ke BKIAJIKY [JIsl IPOCMOTPA TEKyIeil nH(MOPMAIMY 110 JINIEH3UU U OOHOBJIEHUS JINIIEH3UN.
CmMm.Tak>xke:

Vemparnenue Henoaador ¢ auvensuposaruem u findface-ntls
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[naBa 5

PasgepTbiBarue FindFace Security

g Bamero ymo6cTBa MBI IIpejjiaraeM HeCKOJIBKO BapuaHTOB pa3BeprhiBanus FindFace Security:
e Pa3zBepThiBaHNE U3 KOHCOJIBLHOTO WHCTAJUIATOPA

e [Jomarosoe pa3BepThIBaHUE U3 apt-PEHO3UTOPUS

Baxno: [lepBeiit mocie pa3BepThbiBaHWs 3amMyckK cepBucoB findface-extract-api-gpu u
findface-video-worker-gpu MOXKeT 3aHATHb MPOJOKUTEJIbHOE BpeMs, a0 45 MUHYT, U3-3a IIpoIecca
K3IIMPOBAHUS.

5.1 PasBepTbiBaHuEe U3 KOHCOJILHOIO MHCTANNATOPA

g paszseproiBanus FindFace Security mcmosb3yercst KOHCOBbHBIN HHCTAJLISATOD.

Cosert: Ilepen TeMm Kak NPUCTYIHUTh K Pa3BEPTHIBAHUIO, 00A3aTEILHO O3HAKOMBTECH C CUCITILEMHVLMU TDE-
bosaHUAMU.

Baxxno: lia ycuernmHoro ¢pyHKIITHOHIPOBAHMS CHCTEMBI ITOCIE YCTAHOBKH U3 WHCTaJLIgTopa IP-anpec cep-
Bepa J0JKeH ObITh crtaTudeckuM. [jst Toro 4arobsl cuesarh [P-amapec crarnmdyeckum, oTkpoiite daitn etc/
network/interfaces u u3MeHHUTE TEKYIIYIO 3AIKCH JIjIs OCHOBHOI'O CETEBOI'O MHTEpdeiica Tak, KaK ITOKa3aHO
B nnpumepe Huke. He 3abympre 3aMeHUTD ajpeca B IpUMepe Ha aKTYaJbHBIE C YI€TOM HACTPOEK CETH.

sudo vi /etc/network/interfaces

iface ethO inet static
address 192.168.112.144
netmask 255.255.255.0

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

gateway 192.168.112.254
dns-nameservers 192.168.112.254

Ilepeszamycrure cereBble mHTEPQEHCHI.

sudo service networking restart

C 0CTOpOXKHOCTBIO peakTupyiiTe aiisi etc/network/interfaces. Ilepes Tem Kak IpUCTyIuTh K pPEIAKTU-
POBaHMIO, O3HAKOMBTECH C MHCTPYyKIei 1o nacrpoiike cereit Ubuntu.

s passeprbiBanus FindFace Security u3 mHCTa/LIATOPA BBIIOJIHUTE CJIELYIONIUE €ACTBUS:

1. Barpysure daitr nncrauiaropa findface-security-and-server-4.3.run.

2. Tlomecture daiin .run B 060 KaTaaor Ha cepBepe ycraHoBKE (Haipumep, /home/username).

3. U3 mannoro xaraJsora caenaiite paifa . run UCIOTHSIEMbIM.

chmod +x findface-security-and-server-4.3.run ‘

4. Bamycrure daiir . run.

sudo ./findface-security-and-server-4.3.run ‘

WHcramiaTop 3aacT BaM HECKOJIBKO BOIIPOCOB, IIOCJIE UErO IIPOBEPUT, COOTBETCTBYET JI CepBep CHU-
cTeMHBIM TpeboBaHusAM. Bompocs! cieyroriue:

1. YcranapauBaewmsrit npoaykT: FindFace Security.
2. Tun ycranosku:
e 1: ycranoButh FindFace Security ma onmunounoM dusmdaeckoMm cepsepe.

e 2: ycranoButh FindFace Security B kKadecTBe NEHTPaJbHOTO cepBepa M HACTPOUTH €ro Ha
B3aUMOJENCTBHE C JOIOJHUATEIbHBIMA YyaJeHHbIMU cepBepaMu findface-video-worker.

Coget: /[Insg ornensroit yeranoku findface-video-worker cm. /[onoanumenvhoe
pazsepmaoisanue findface-video-worker na ydarennoix cepsepar.

: YCTAHOBUTD TOJILK -PELIO3UTOPUN IS NOULL206020 PA3GEPTLLEANUA B M.
e 3: yCTaHo 0JIKO apt-perno3uro [§) e

Baxkno: [Ipu ganHom TuIe yCTAHOBKHU MO/ HEHPOHHBIX ceTell, HeoOxoaumble Jis hyHK-
nuonnposanus findface-extraction-api, He ycranaBiauBaiorcs. O0s3aTeIbHO YCTAHOBUTE
ux epywnyro Ha cepBepax ¢ findface-extraction-api.

® 4: [I0JIHOCTBIO HACTPAaMBaeMasl YCTAHOBKA (YCTAHOBKA HYKHBIX [AKETOB).

Baxkno: Obs13aTesIbHO — ycmanosume MOJENIA HEHPOHHBIX CceTeil Ha cepBepax ¢
findface-extraction-api.

3. Tun nakera findface-video-worker: CPU uwmm GPU.

4. Tun nakera findface-extraction-api: CPU wm GPU.

18
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OrBeTnl HA BOIPOCHI OyayT coxpaHeHbl B daitr /tmp/<findface-installer-*>.json. Ber Moxkere
OTPEJAKTHPOBAaTh €ro W HUCIO0JIb30BaTh st ycraHoBku FindFace Security ma apyrux cepsepax, He
OTBeYas MMOBTOPHO HA BOIPOCHI MHCTAJIISTOPA.

IIpu BeIOOpE ycTramoBku omunounoro cepBepa FindFace Security, ero kommonenTsr OyyT aBTomMaTmie-
CKU yCTAHOBJICHBI, HACTPOEHBI U 3AITyIINEHbI B COOTBETCTBUHU CO CJIEIYIONIEH KOHMUTYpaIueit:

Baxkno: B caygae  dymcToif  yCTAHOBKM ~— MHCTAJUIATOD  ABTOMATHUYECKH  HACTPOHT
findface-extraction-api Ha mcmonab3oBaHmWe HelpoHHOU cetm ifruit_320. B mpormsBHOM ciaydae
BaM OyJIET IIPEJIOKEHO CIIEeIATh BHIOOD Mexk Ty ifruit_320 u mpenpiayieit moaenboo. Kareropuaecku
He PEKOMEHIYETCs UCIIOJIb30BATH MHCTAJISTOP JIsi OOHOBIEHHA cucTeMbl. CM. HHCTPYKIIUU B pas3zeiie
Obnosaerue FindFace Security do 4.5.

5.1. Pa3BepTbiBaHMEe U3 KOHCOJ/ILHOrO MHCTANAATOpPa 19
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Cepsuc

KoHdurypauus

postgresql-
9.5

(Ubuntu
16.04) wm
postgresql-
10 (Ubuntu
18.04)

VcranaBiausaercs u 3allyCKaeTCHd.

redis-server

YcranaBiauBaercs u 3allyCKaeTCs.

eted

VcranaBiauBaeTcs u 3allyCKaeTCH.

pgbouncer YcTaHaBIMBAETCS U 3aIlyCKAETCH.

memcached | YcranasinBaeTcs U 3aIlyCKaeTCs.

nginx YcraHaBIIBaETCS U 3AILyCKACTCH.

django VcranaBauBaeTcs U 3alycKaeTcs Kak Beb-dpeiiMBopk st BeO-untepdeiica FindFace
Security.

findface- VeTaHABIMBAETCS U 3AILYCKACTCH.

ntls

findface- YcranaBIMBaeTCs U 3allyCKaeTcsd. KOJUYeCTBO 3K3EeMILISAPOB (IIap0B) PacCUUThI-

tarantool- Baercs mo ¢opmyste: N = min(max(min(mem_mb // 2000, cpu_cores), 1), 16 *

server cpu_cores). T. e. Komu4yecTBO paBHO pa3Mepy OmepaTHBHON nmamsaTu B MO, pasme-
aennomy Ha 2000, win KosmdecTBy (BU3MUYECKHUX sijiep Iporieccopa (HO He MeHee 1
Mmap/a), Wik *Ke KOJIMIeCTBY (DU3MIECKUX siJiep MPOIeccopa, yMHOXKeHHOMY Ha 16,
€CJIN TIepBOe IOJIyYeHHOE 3HaUeHHe DOJIbIIE.

findface- VcTraHaABIMBAETCS U 3AILYCKAETCH.

extraction-

api

findface-sf- | YcramaBiuBaercs u 3aIyCKaeTcs.

api

findface- YcraHABIMBAETCS.

upload

findface- YeranasiuBaercs u 3anyckaercs (CPU/GPU-yckoperue).

video-

manager

findface- VeraHaBIMBAETCST U 3AILYCKAETCH.

video-

worker-*

findface- Mojiesin HefipOHHBIX CceTell JJIs pAcIO3HABAHUS JIUIL 1 UX arpuOyToB (I10JI, BO3PACT,

data-* 9MOIMHU, OYKH, OOPOIA, MEJUIIMHCKAS MACKa U Jp.). YCTaHABINBAIOTCS.

findface- Hannsre gpu-gerekropa NTechLab. Ycranasiusaercs.

gpudetector-

data/

python3- Bubaunoreka kimenta Python, ncnonssyemast 8 API FindFace Security. Ycranasiu-

ntech.fIsecuri
client

LyBaeTcsd.

findface- YcranaBImBaeTCA U 3AILyCKACTCH.

security

findface- YcTaHABIMBACTCS U 3aIlyCKACTCS.

counter

ja YceranapiuBaercs. Ucnonssyercs mys crpykrypuposanust API-orseros ot FindFace

Security B ¢popmare JSON.

Ilo 3aBepitiennn ycTaHOBKH B KOHCOJIb Oy/IeT BbIBEICHA NHMOPMAIIHS, HEOOXOIUMAsT I NCTIOTH30BAHIST
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FindFace Security:

CoBer: O0si3aTeIbHO COXPAHUTE STU JAHHBIE: OHU BAM ITOHATOOSTCH.

HERBRBRRARBRRRRARRRRARRRE R B BB BRRRRIRBRRARRRRARRRBRBRRRABRRRARRRRA R BB RS
# Installation is complete #
RERBRBRRARBRRRRARRRRARBRRRRRRRARRRRABRRRRARBRRARBRBRRRRRARRRRARRBRARRBRA RS
- upload your licemse to http://172.20.77.17/#/license/
- user interface: http://172.20.77.17/

superuser: admin

password: admin

documentation: http://172.20.77.17/doc/

5. 3arpysure aili1 JIuIeH3nn Yepe3 OCHOBHOI BeG-nnTepdeiic http://<IP_anpec_cepsepa>/#/license.
st joctyna B BeO-uHTEPdEIIC NCIo/Ib3yiiTe JIOTUH U MapoJib aIMAHIUCTPATOPA, BBIBE/IEHHBIE B KOHCO-
JIF.

IIpumeuanme: IP-agpec cepsepa B ccbiikax na BeO-unTepdeiics FindFace mmeer Bum 127.0.0.1
nin <IP _anpec_ B ceTm>>, B 3aBHCUMOCTH OT TOTO, IPUHAJJICXKUT JIU CEPBEP K CETH.

Baxkno: He unepenasaiite nannsie superuser (Cyuep Ajamunucrparopa) rperbuM JjunaM. s aavu-
HUCTPUPOBAHUSI CUCTEMBI CO3/iaiiTe Ha3HAaYaeMoro ajmuaucrparopa. OTindne Ha3HATAEMOTO aJIMAHU-
crparopa or Cynep AJMUHHCTPATOPA B TOM, UTO IOCJIETHUI HE MOXKET JIUIIUTHCS [IPaB aJIMIHUCTPA-
TOpa JaxKe IIPU CMeHe POJIN.

6. st Toro urobbl aBToMaTndecku ycranosuth FindFace Security na npyrux cepsepax, He oTBedast Ha BO-
MIPOCHI MHCTAJISITOPA, UCHOIB3YiTe daitn /tmp/<findface-installer-*>.json. 3amycTure WHCTAI-
JISITOP CJIEJTyTOIeil KOMaHIO:

sudo ./findface-security-and-server-4.3.run -f /tmp/<findface-installer-*>.json

Coser: llpumep manHoro haiiyia MOXKHO IIOCMOTPETH B pasjesie Datin ¢ napamempam YemaHo8K.

5.2 lNowaroBoe pa3BepTbiBaHMEe N3 apt-penos3utopua

JlaHHBII pa3/ies comepKUT MoAPOoOHYI0 NH(MOPMAIIMIO O MOIArOBOM pa3BepThiBaHuN KoMnonenToB FindFace
Security. BreimnosiHuTe NIpuBeIeHHBIE HUZKE MHCTPYKIMK, IPUIEPKUBASCH 33/IAHHOTO [TOPSIJIKA.

B atom paspgene:

o Vemanosra apt-peno3umopus

e Vemanoska neobxodumozo cmoponnezo 110

o (Obecneverue AUUEH3UPOBAHUA

5.2. MowaroBoe pa3sepTbiBaHne N3 apt-penosntopus 21
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e Paszsepmuisarue ocho6Hol 6a3v, GHHHLT

e Pazsepmusarue adpa FindFace

e Passepmuisarue npursadnozo modyss FindFace Security u duomempuueckot 6a3v, danmoir

5.2.1 YcTaHoBKa apt-peno3utopus

IIpex e Bcero ycranosute apt-penosuropuit FindFace ciesmyronum obpazom:
1. 3arpysure daitn nncrannaropa findface-security-and-server-4.3.run.
2. Tlomecture daiin .run B 060l KaTajaor Ha cepBepe ycraHOBKH (HaipuMmep, /home/username).

3. W3 mannoro xaraJora cjienaiite paifa . run UCHOTHIEMBIM.

’chmod +x findface-security-and-server-4.3.run ‘

4. Bamycrure daiiy .run.

sudo ./findface-security-and-server-4.3.run ‘

MNucrannarop 3amacT BaM HECKOJIBKO BOIIPOCOB, IIOCJIE YEro IIPOBEPUT, COOTBETCTBYET JI CEPBEP CU-
CTeMHBIM TpeboBaHUsIM. Bompochl ciieyrorue:

1. ¥YcranaBnuBaembrilt mpoaykT: FindFace Security.
2. Twun ycramoBku: repo: Don't install anything, just set up the APT repository.

3. YcraHaBIMBaeMBbIe MOJIEN HEHPOHHBIX cereii (mpu HeobxoaumocTh ). Jliist Toro 9To6sl BEIGpATh MO-
JleJiu, cCHadaJsa CHUMUTE BbIJICJICHUE, BBE/S B KOMAHHOM CTPOKE -*, 3aTe€M BBEJIUTE depe3 Ipobes
[IOPSIJIKOBBIE HOMEpa HYXKHBIX Mojieseii, narnpumep: 1 3. Benure done st coxpaHeHusi BbIoopa
7 mepexofia K CJIeAyloeMy Imary.

Baxkno: ﬂOJ’I}KHa OBITH YCTaHOBJIEHa KaK MUHUMYM OJ/IHa MOJEJIb JIJIsd 6I/IOMeTpI/II/I JINII Q.

ITocne sroro apt-penosuropnit FindFace Oymer aBromMarndeckn yCTaHOBJIEH.

5.2.2 VYcTaHoBka Heobxogumoro ctopoHHero 10O

s paborer FindFace Security HeobxoauMo cTopoHHee iporpaMmMHoe obecrieuenune PostgreSQL, Pgbouncer,
Redis, etcd m memcached. BoimostauTe cieyionue aeicTBUA:

1. YcranoBure nakeTsl ¢ yKazaHHbIM cTopoHHUM 110 ciemyromum obpazom:

Ha Ubuntu 16.04:

sudo apt update
sudo apt install -y postgresql-9.5 redis-server etcd memcached pgbouncer
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Ha Ubuntu 18.04:

sudo apt update
sudo apt install -y postgresql-10 redis-server etcd memcached pgbouncer

Orkpotite daitsr kouduryparun memcached. YCTaHOBATE MAKCUMAJBHBI pa3Mep MaMsaTH B Meradaii-
Tax, UCIIOJIb3yEeMbIil IJIsI XPAHEHHUs JIEMEHTOB: -m 512. YcTraHoBUTE MAKCHMAJIBHBIN pa3Mep dJIeMeHTa:
-I 16m. Ecau oaun nam o6a 3TUX apaMeTpa OTCYTCTBYIOT, 1006aBbTe UX B (ails.

sudo vi /etc/memcached.conf

-m 512
-1 16m

ITpemocTaBbTe Ha/IEXKHBIH TTAPOJIB TOJB30BaTeNo ntech (9T3g1nXy9yx3y8MIGmOfbef3dia8UTc3 B mpu-
Mepe HuKe). BHecuTe yderHbie JaHHbIE B CIIUCOK MOJIb30BaTe el pgbouncer.

echo '"ntech" "9T3glnXy9yx3y8MIGmIfbef3dia8UTc3"' | sudo tee -a /etc/pgbouncer/userlist.txt

Hactpoiite pgbouncer. Otkpotite daitn /etc/pgbouncer/pgbouncer.ini u go6aBbTe 6a3y JAHHBIX
ffsecurity B pa3nen databases. HacTpoiiTe yka3aHHBIE TapaMeTPHl, KaK IIOKa3aHO B IPIMepe HUKeE.
OcrajpHble TAPAMETPHI TO2KHBI OBITH 3aKOMMEHTHPOBAHBI.

sudo vi /etc/pgbouncer/pgbouncer.ini

[databases]

ffsecurity = dbname=ffsecurity host=localhost port=5432 user=ntech
[pgbouncer]

logfile = /var/log/postgresql/pgbouncer.log
pidfile = /var/run/postgresql/pgbouncer.pid
listen_addr = 127.0.0.1

listen_port = 5439

unix_socket_dir = /var/run/postgresql
auth_type = plain

auth_file = /etc/pgbouncer/userlist.txt
pool_mode = transaction

server_reset_query = DISCARD ALL
max_client_conn = 16384

default_pool_size = 20

syslog = 1

Iobasbre ceppuchkl croporHero 110 B aBrosarpysky Ubuntu u 3amycrure ux:

Ha Ubuntu 16.04:

sudo systemctl enable postgresql@9.5-main.service redis-server etcd.service memcached.servicej
—pgbouncer.service
sudo systemctl start postgresql@9.5-main.service redis-server etcd.service memcached.service
—pgbouncer.service

Ha Ubuntu 18.04:

5.2.
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sudo systemctl enable postgresql@l0-main.service redis-server etcd.service memcached.service
—pgbouncer.service
sudo systemctl start postgresql@l0-main.service redis-server etcd.service memcached.service,
—pgbouncer.service

5.2.3 ObGecneyeHne nuLEH3NPOBaHUS

CmMm.Tak>xke:
Jluuensuposanue

Bui nonygaere aiisn innensuu BMecTe ¢ ycranopounbiMu naketamu FindFace Security. s inniensupoBatust
B 3aKPBITON CETU BaM TakKKe OyJIeT IPeI0CTaBJIeH KJIF0Y alllapaTHON 3aIUThI.

Jlutensuposanne FindFace Security obecnieunBaercst ciiemyrommm obpa3om:

1. Passepuute findface-ntls, cepsep Jsmren3uii B cocrase simpa FindFace.

Baxkno: Cucrema na 6a3e FindFace Security moxker BkIOYaTbh B cebsl TOJTBKO OJIMH SK3EMILISIP
findface-ntls.

Coser: B caiiie koudurypanun findface-ntls Bbl MOXKETE M3MEHHUTH IAIIKY I XpaHeHUsT (aiiia
JINTIEH3UU W HACTPOUTH YIAJEHHBIH JocTyn K Beb-uHTepdeiicy findface-ntls, UCIOJB3yEMOMY st
yupasjenus Jjutensueit. [logpobuee cm. findface-nils.

sudo apt update
sudo apt install -y findface-ntls
sudo systemctl enable findface-ntls.service && sudo systemctl start findface-ntls.service

2. Barpysure daiin sunensun yepes BeO-unTepdeiic findface-ntls OgHUM U3 CJIEAYIOMIUX CIIOCODOB:

e Ortkpoiite BeO-unTepdeiic findface-ntls: http://<NTLS_IP_address>:3185/#/. 3arpysure
daitn TuIeH3un.

Cosert: Brocencrsuu ucroib3yiite ocHoBHO# BeG-uaTepdeiic FindFace Security, uro6br mocMoT-
perb nuadOpPMAIHIO 0 JIUIEH3UsIX, 0OHOBUTD WU IPOIUTh jmnensuio (Hacmpotixu - > Jluyensus).

e Henocpezncreenno mosioxkure Gaill JIULNEH3UM B [PeIHASHAYEHHYIO I 9TOr0 HAanky (1o
yMo4anuio, /opt/ntech/license, MoxkeT OBITH uU3MeHeHa B dailne KoHdurypamun /etc/
findface-ntls.cfg).

3. Ilpwm smunen3upoBannu B 3aKpbITOH cucreme BeraBbre USB-kuttou anmaparuaoit 3amursl B USB-mopt.

4. Ecnu jimnieH3npyeMble KOMIIOHEHTHI YCTAHOBJIEHBI HA YIAJIEHHBIX CepBepax, BIOCIEICTBUN yKaxuTe [P-
aapec cepepa findface-ntls B ux daitnax korduryparuu. Ilogpobree cm. findface-extraction-api,
findface-tarantool-server, Budeodemexuyus auvy: findface-video-manager u findface-video-worker.

CmMm.Tak>xke:

Jluyensuposarue
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5.2.4 Pa3BepTbiBaHWe OCHOBHOI Da3bl AaHHbIX

Ocuosnas 6a3a ganubix FindFace Security moctpoena ma PostgreSQL. st Toro 9Tobbl pa3BepHYTh OCHOB-
HyI0 0a3y JAHHDBIX, BBIIOJHUTE CJIEIYIONNE NeACTBUS:

1.

OrkpoiiTe cUCOK MoJIb30BaTeseil pgbouncer /etc/pgbouncer/userlist.txt. Ckonupyiite mapoJib
nosib3oBatesst ntech (9T3g1nXy9yx3y8MIGmIfbef3dia8UTc3 B mpuMepe HUXKE).

sudo cat /etc/pgbouncer/userlist.txt

"ntech" "9T3glnXy9yx3y8MIGmOfbef3dia8UTc3"

B komcosin PostgreSQL co3zaiiTe mosbp30BaTess ntech 1o/ CKONUPOBAHHBIM IAPOJIEM, & TaKKe 0a3bl
nanablx ffsecurity u ffcounter PostgreSQL.

sudo -u postgres psql
postgres=# CREATE ROLE ntech WITH LOGIN PASSWORD '9T3ginXy9yxz3y8MIGmIfbef3dia8UTc3’;

postgres=# CREATE DATABASE ffsecurity WITH OWNER ntech ENCODING 'UTF-8' LC_COLLATE='en_US.UTF-
—~8' LC_CTYPE="en_US.UTF-8' TEMPLATE templateO;

postgres=# CREATE DATABASE ffcounter WITH OWNER ntech ENCODING 'UTF-8' LC_COLLATE='C.UTF-8',
—LC_CTYPE="'C.UTF-8' TEMPLATE template0;

Coset: /lns Beixoma u3 koucomu PostgreSQL BBenure \q n Haxkmute Enter.

Paszpemure aBropmsamuio B PostgreSQL mo UID kauenta cokera. Ilepesamycture PostgreSQL.

Ha Ubuntu 16.04:

echo 'local all ntech peer' | sudo tee -a /etc/postgresql/9.5/main/pg_hba.conf

sudo systemctl restart postgresql@9.5-main.service

Ha Ubuntu 18.04:

echo 'local all ntech peer' | sudo tee -a /etc/postgresql/10/main/pg_hba.conf

sudo systemctl restart postgresql@l0-main.service

5.2.5 PaseepTbiBaHue sigpa FindFace

s paszseproiBanus sjapa FindFace BeimosHuTe ciiemyroniue neiicTBus:

CoBet: Bpr moxkere HaliTn omnmcanme KoMmmoHeHTOB sjpa FindFace m mx mapamerpoB kKoHdurypamum B
paznenax Apzrumexmypa u ITodpobro o Komnonenmax.

1.

Ycranosure kommnoneHnTs! gapa FindFace:

5.2.
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sudo apt update
sudo apt install -y findface-tarantool-server findface-extraction-api findface-sf-apiy
—findface-upload findface-video-manager findface-video-worker-cpu

ITpumeuanme: nsg Toro 4tobbl ycTaHoBUTH KoMmioHeHT findface-extraction-api ¢ GPU-
yckopenuneM, BMecTo findface-extraction-api B komanae BeeguTe findface-extraction-api-gpu.

Ilpumeuanune: [ljga Toro urobbl ycraHoBUTH KoMIOHeHT findface-video-worker ¢ GPU-
yckopenneM, BMecTo findface-video-worker-cpu B komane BeeguTe findface-video-worker-gpu.
Eciu va dusmyueckoMm cepBepe yCTaHOBJIEHO HECKOJIBKO BUJIEOKAPT, CM. M Cnoab3068aHue HECKONDKUL
sudeoxapm.

Baxkno: Obs3arenbHO  ycmanosume — MOJeJN — HEWDOHHBIX — ceTefl Ha  cepBepax ¢
findface-extraction-api.

. B daiine xouduryparnun findface-sf-api Bkiounte napamerp allow-return-facen.

sudo vi /etc/findface-sf-api.ini

limits:

allow-return-facen: true

. B daiine xouduryparun findface-extraction-api BKJIIOYHTE MOJEJIN PACIO3HABAHUS aTPUOYTOB

JINIIA, TAKUX KaK I10JI, BO3PACT, SMOIUHU, OUYKH, OOPOJIa U MEUIMHCKAs MAaCKa, B 3aBUCUMOCTH OT BAIIIUX
HYKJ[. YJIOCTOBEPBTECH, U4TO JJIsi KaXKJI0i MOJIEJN Bl yKa3aJu NpaBuibHbll Tuil yckopernust CPU wiun
GPU: on pomken coBnamaThb ¢ TUIOM yckopenusi findface-extraction-api. O6paTure BHUMAaHUE,
uro findface-extraction-api na CPU moxer paborars Toibko ¢ CPU-MomensmMu, B TO BpeMsi Kak
findface-extraction-api na GPU momiep:xkuBaer kak CPU-, rak u GPU-mozesnu. IlogpoGuee cwm.
Pacnosnasarue ampubymos auua.

sudo vi /etc/findface-extraction-api.ini

models:
age: faceattr/age.vl.cpu.fnk
emotions: faceattr/emotions.vl.cpu.fnk
face: face/ifruit_320.cpu.fnk
gender: faceattr/gender.v2.cpu.fnk
beard: faceattr/beard.vO.cpu.fnk
glasses3: faceattr/glasses3.v0.cpu.fnk
medmask3: faceattr/medmask3.v2.cpu.fnk

JloCTyHBI CJIeyIONTNe MOJIEIIH:

26
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ATpunbyT nuua VYckope- MapameTp B chaiine koHdurypauun
Hne
OHOMeTpHSI JIUIla CPU face: face/ifruit_320.cpu.fnk face: face/ifruit_160.
cpu.fnk
GPU face: face/ifruit_320.gpu.fnk face: face/ifruit_160.
gpu.fnk
BO3PacCT CPU age: faceattr/age.vl.cpu.fnk
GPU age: faceattr/age.vl.gpu.fnk
071 CPU gender: faceattr/gender.v2.cpu.fnk
GPU gender: faceattr/gender.v2.gpu.fnk
3MOIUU CPU emotions: faceattr/emotions.vl.cpu.fnk
GPU emotions: faceattr/emotions.vl.gpu.fnk
OYKH CPU glasses3: faceattr/glasses3.v0.cpu.fnk
GPU glasses3: faceattr/glasses3.v0.gpu.fnk
6opota CPU beard: faceattr/beard.v0.cpu.fnk
GPU beard: faceattr/beard.v0.gpu.fnk
Mmesumackast Mac- | CPU medmask3: faceattr/medmask3.v2.cpu.fnk
Ka GPU medmask3: faceattr/medmask3.v2.gpu.fnk

Coger: /[ly1s1 TOro 94To0bI OTK/IIOYUTD MOIE/Ih PACIIO3HABAHNSA, [T€PeJaliTe B COOTBETCTBYIOMINIA 1apa-
MeTp mycroe 3nadenue. He yrnansiiTe cam mapameTp, IHOCKOJbKY B 9TOM ciiy4dae Oy/IeT BBITOTHATHCS
IIOUCK MOJEJIHU 110 yMOJIYaHHIO.

models:
gender: ""
age: nn
emotions: ""

4. Otkpoiite dait KOH(UT'Y AT /etc/findface-video-worker-cpu.ini (/etc/
findface-video-worker-gpu.ini). B mnapamerpe mgr-static ykaxkure IP-ampec cepsepa
findface-video-manager, koTopbiii Oymer obecrmeunBarh findface-video-worker HacTpOiika-
MH ¥ CIHCKOM BHJIEOIIOTOKOB yisi 00paborkum. B mapamerpe capacity ykaKhTe MaKCHMAaJbHOE
KOJTUIECTBO BUJIEOMTOTOKOB, KOTOpOe MOXKeT ObITh obpaboranHo findface-video-worker. B pasmere
streamer ykaxkute [P-ajipec u mopr jyist jjoctyna K sudeocmene. 3HadeHne port J0/KHO ObITh 18999.
sudo vi /etc/findface-video-worker-cpu.ini
sudo vi /etc/findface-video-worker-gpu.ini
mgr-static=127.0.0.1:18811
capacity=10
[streamer]

o oo

## streamer/shots webserver port, O=disabled

## type:number env:CFG_STREAMER_PORT longopt:--streamer-port
port = 18999

## streamer url - how to access this worker on streamer_port
## type:string env:CFG_STREAMER_URL longopt:--streamer-url
url = 127.0.0.1:18999

5. Jlobasbre ceppuchl aapa FindFace B aBrozarpysky Ubuntu u 3amycture ux.
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sudo systemctl enable findface-extraction-api findface-sf-api findface-video-manager findface-
—video-worker-cpu
sudo systemctl start findface-extraction-api findface-sf-api findface-video-manager findface-
—video-worker-cpu

5.2.6 PasBepTbiBaHue npuknagHoro moayns FindFace Security n buomeTtpuyeckoii
6a3bl JaHHbIX

st pazBepThiBaHus nmpukiagHoro Momayist FindFace Security, BeimosiHuTe Clieayomme qeiicTBUsL:

1. VYcranosure Kommonents! findface-security, findface-security-ui m findface-counter. Jlo-
6asbre ceppuc findface-counter B aBrozarpy3ky Ubuntu u 3amycrure ero.

sudo apt update
sudo apt install -y findface-security findface-security-ui findface-counter
sudo systemctl enable findface-counter && sudo systemctl start findface-counter

2. ITlepenecure cxemy 6a3pl jannbix u3 FindFace Security B PostgreSQL, co3zaiiTe rpyIIIbl I0JIb30BaTe el
¢ NPedycmanoBACHIbIMU IPABAME U IIEPBOIO OJIb30BaTeIIsl ¢ HpaBamMu ajMuaucrparopa (. H. Cyuep
A pvunECTPaTOpA).

Baxkmno: Cynep A,HMI/IHI/ICTpaTOp HE MOXKET JIMIMUTHCA IIpaB a/IMUHUCTPATOPa JazKe IIpU CMeHe PDOJIA.

sudo findface-security migrate
sudo findface-security create_groups
sudo findface-security create_default_user

3. Cozpmaiite cTpyKTYpy OMoMeTpruvecKoil 6a3bl JaHHBIX Ha OcHOBe Tarantool.

sudo findface-security make_tnt_schema | sudo tee /etc/findface-security/tnt_schema.lua

4. Otrkpoiite daityi korduryparuu /etc/tarantool/instances.enabled/FindFace.lua. [Iposepsbre,
comepkuT Jin aitsi komauy dofile, a Takke onpejeeHns meta_indexes u meta_scheme, Kak I0-
Ka3aHO B IIpUMepe HUZKeE.

sudo vi /etc/tarantool/instances.enabled/FindFace.lua

dofile("/etc/findface-security/tnt_schema.lua")
-- host:port to bind, HTTP API
FindFace = require("FindFace")
FindFace.start("127.0.0.1", 8001, {
license_ntls_server="127.0.0.1:3133",
meta_indexes=meta_indexes,
meta_scheme = meta_scheme

b

5. Hobasbre cepsuc findface-tarantool-server B aBro3arpy3ky Ubuntu u 3amycrure ero.

sudo systemctl enable tarantool@FindFace.service && sudo systemctl start tarantool@FindFace.
—service

6. Orkpoiite daitn Kouduryparun /etc/findface-security/config.py. 3ajaiite ciemyiomnye mnapa-
METDBI:
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e SERVICE_EXTERNAL_ADDRESS: IP-axpec wium URL FindFace Security, siBistrormumcsi mpuopurer-
vbiM st Genetec m BeOxykoB. Ecsim mapamerp He 3ajaH, CHCTeMa WCIOJb3yeT s pabo-
ThI ¢ JaHHbIM yHKImonajgom EXTERNAL_ADDRESS. [Ins ucnoss3oBanusi Genetec um BeOXYKOB
00s13aTeIbHO yKaXKuTe 10 Kpaiineii mepe ogun u3 napamerpos SERVICE_EXTERNAL_ADDRESS/
EXTERNAL_ADDRESS.

e EXTERNAL_ADDRESS: (Omnmmonansro) IP-agpec nnmun URL, KOTODBIH HCIOIB3yeTcst [T OCTYTIA K
BeO-uaTepdeiicy FindFace Security. Eciu mapamerp He 3a7iaH, cucreMa aBTOMATHIECKU OIIPeJIe-
asier ero Kak Buemnuii [P-agpec. Insg gocryna B FindFace Security Bl MoxeTe ncrosb3oBaThb
oba [P-anpeca: kak aBTOOIpeIeIeHHBIN, TaK 1 yKa3aHHbI1 B EXTERNAL_ADDRESS.

e VIDEO_DETECTOR_TOKEN: mpuayMaiiTe TOKEH W yKayKUT€ €ro B JAHHOM HapaMeTpe, 9TOObI aBTO-
pHU30BaTh MOIYJIb BUAEOAETEKIINN JINIL.

e VIDEO_MANAGER_ADDRESS: IP-anpec cepBepa findface-video-manager.
e NTLS_HTTP_URL: IP-azpec cepBepa findface-ntls.

e ROUTER_URL: IP-anpec cepsepa findface-security, Koropslil Oyjier mosydarh OOHADYKEHHBIE
Ha BUJEO JIMIA OT 9K3eMIuisipoB findface-video-worker. Ajpec yKa3blBaeTCsi BHYTDPEHHMUI
WX BHEIIHUN, B 3aBUCUMOCTH OT ceTd, B Koropoil findface-video-worker BzauMoueicTByer C
findface-security. lI3menuTe mopT o yMOJ9aHUIO C yaeToM nacmpoek nepeadpecayuu ¢ HT'TP
wa HTTPS wunn Boobmie He ykaswiBaiite ero, ocraBus ToabKo [P-anpec.

e SF_API_ADDRESS: IP-anpec cepsepa findface-sf-api.

e DATABASES (pas/len): 3alOJIHUTE €ro cjemayionmuM obpaszom: 'PORT': 5439, 'USER': 'ntech',
'"PASSWORD': ‘<mapoms u3 /etc/pgbouncer/userlist.txt>’ (cm. Vemanoska neobxodumozo
cmoponnezo I10).

Coser: Eciu Heo6x0oiauMo obecrieduTh 6E30I1aCHOCTD JAaHHBIX, BKJ4UnTe SSL-wugdposarue.

Coger: Ilpu neodxomumoctu ycranoBure > IGNORE_UNMATCHED’ : True, YTOOBI OTKJIIOUUTH 3AIMCH CO-
ObiTHs B 6a3y JAHHBIX, €CJId OOHAPYKEHHOE JIMI0 OTCYTCTBYET B CIMCKax HabJogeHus (Bepudukaus
JlaJia OTPUIATENbHBIN pe3ysbrar). JIaHHYI0 HACTPONKY PEKOMEHJIYeTCsl MCIOJIb30BATH IMPU GOJIBIIOM
KoJImIecTBe moceruresieil. [loporosasi crernenb CXOXKeCTH IPU BepUMUKAIMH JIUI OIPEIEJISIeTCs Mapa-
meTpoM CONFIDENCE_THRESHOLD.

CoBer: He pekomenyercst peJakTupoBaTh 3HaveHue napamerpa MINIMUM_DOSSIER_QUALITY. /lan-
HBIIl TTapaMeTp OIIpejie/isieT MUHMMAJbHOE KadecTBO Jinia Ha ¢ororpadun B jocke. Ecin KadyecTBo
JINTIA XYK€ MUHUMAJBHOTO, [TOJIh30BATE/b HE CMOXKET 3arpy3uTh Takyo dororpaduio B mgocke. [Ips-
Mble m300parkenus I aH(aC CINTAIOTCA HANDOJIee KAIeCTBEHHBIMU.

BaxkHo: Ecim BBl BRIOUWIM ~ MOJEJNU — paclo3HaBaHusi B daiije  KoHUrypaun
findface-extraction-api, nobaBbTe CJIEAYIOLIY IO CTPOKY B CEKIINIO FFSECURITY:
’EVENTS_FEATURES’: [‘gender’, ‘age’, ‘emotions’, ‘beard’, ‘glasses’, ‘medmask’], B

3aBUCHMOCTH OT TOIO, KaKHe MOJIeJN ObLIN BKJIOYEHBI. JlamHas cTpOKa JOJKHA OBITH PACIIOJIOXKe-
Ha Mexkny crpokamu SF_API_ADDRESS um LIVENESS_THRESHOLD, KaK HOKa3aHO B IpUMepe HUIKe.
ITomgpobree cm. Pacnosnasanue ampubymos Auta.

5.2.
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sudo vi /etc/findface-security/config.py

FindFace Security configuration file

This config file is written in Python's syntax and interpreted at FindFace Security
service startup. You have to restart the service in order to apply changes.

If you have any questions or suggestions, please contact us at support@ntechlab.com

GENERAL SETTINGS

H O H H H OH H H K OH H

# enables additional logs
DEBUG = False

# media files directory
MEDIA_ROOT = "/var/lib/findface-security/uploads"

# static files directory
STATIC_ROOT = "/var/lib/findface-security/static"

# language code
LANGUAGE_CODE = 'en-us'

# time zone
TIME_ZONE = 'UTC'

# Database is used by FindFace Security to store cameras,
# camera groups, watchlists and so on. Only PostgreSQL is supported.
DATABASES = {
'default': {
'ENGINE': 'django.db.backends.postgresql',
'DISABLE_SERVER_SIDE_CURSORS': True,
'NAME': 'ffsecurity',
'PORT': 5439, 'USER': 'mtech', 'PASSWORD': 'EEgXlepjmz05YwJr2jcJFq38iJRAIRdS'

# Signature key for session encryption
# Use pwgen -sncy 50 1|tr "'" "." to generate your own unique key
SECRET_KEY = '85d3d81db97cc7b71a80276662463b06"

#

+*

FINDFACE SECURITY SETTINGS

#

SERVICE_EXTERNAL_ADDRESS is prioritized for FFSecurity webhooks and Genetec plugin.
EXTERNAL_ADDRESS is used instead if SERVICE_EXTERNAL_ADDRESS is not provided.

You must provide either SERVICE_EXTERNAL_ADDRESS or EXTERNAL_ADDRESS in order

to be able to work with FFSecurity webhooks and Genetec plugin.
SERVICE_EXTERNAL_ADDRESS = 'http://172.17.46.149'

#
#
#
#

# EXTERNAL_ADDRESS is used to access objects created inside FFSecurity via external links.
EXTERNAL_ADDRESS = ''

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

# - Base FFSecurity settings -

FFSECURITY = {
# findface-video-worker authorization token
'VIDEO_DETECTOR_TOKEN': '82107bd615991854996937d9b6698966" ,

# base face matching confidence threshold
'CONFIDENCE_THRESHOLD': 0.739,

# episodes specific matching threshold that is used to join faces in an episode
'EPISODES_THRESHOLD': 0.689,

# minimum face quality sufficient to add it to a dossier
'MINIMUM_DOSSIER_QUALITY': 0.45,

# skip all unmatched faces
'IGNORE_UNMATCHED': False,

# matched events older than EVENTS_MAX_MATCHED_AGE will be automatically
# deleted (every night at 1:17 am by default)
'EVENTS_MAX_MATCHED_AGE': O,

# same as above but for unmatched events
'EVENTS_MAX_UNMATCHED_AGE': 30,

# same as EVENTS_MAX_MATCHED_AGE but for matched full frame images only (thumbnails won't,
—be deleted)

'EVENTS_MAX_FULLFRAME_UNMATCHED_AGE': 30,

# same as above but for unmatched full frame images only (thumbnails won't be deleted)
'EVENTS_MAX_FULLFRAME_MATCHED_AGE': 30,

# same as above but for counter records
'COUNTER_RECORDS_MAX_AGE': 30,

# same as above but for person events (if no person events left in person, it is deleted,,
—too)

'PERSON_EVENTS_MAX_AGE': 90,

# when closing episode, delete all events except the best episode event
'EPISODE_KEEP_ONLY_BEST_EVENT': False,

# NTLS licence server url
'NTLS_HTTP_URL': 'http://127.0.0.1:3185"',

# findface-video-worker face posting address,
# it must be set to either FFSecurity EXTERNAL_ADDRESS (by default)
# or findface-facerouter url (in some specific cases)

'ROUTER_URL': 'http://127.0.0.1',

# send serialized dossiers, dossier-lists, camera and camera groups in webhooks
'VERBOSE_WEBHOOKS': False,

'THUMBNAIL_JPEG_QUALITY': 75,

# FFServer services urls

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

'VIDEO_MANAGER_ADDRESS': 'http://127.0.0.1:18810',
'SF_API_ADDRESS': 'http://127.0.0.1:18411"',
'FFCOUNTER_ADDRESS': 'http://127.0.0.1:17300',

additional events features.

make sure that corresponding extractors

are licensed and enabled at findface-extraction-api config file.
available features are: gender, age, emotions, beard, glasses, medmask.
EVENTS_FEATURES': [],

- #H H H H

# feature specific confidence thresholds
'LIVENESS_THRESHOLD': 0.75,
'EMOTIONS_THRESHOLD': 0.25,
'BEARD_THRESHOLD': 0.7,

# counters full frame saving options:

# “always® - save always
# “detect™ - save only if faces or silhouettes have been detected
# “never” - never save full frames

'COUNTERS_SAVE_FULLFRAME': 'always',
' COUNTERS_FULLFRAME_JPEG_QUALITY': 75,
' COUNTERS_THUMBNAIL_JPEG_QUALITY': 75,

# max camera frames_dropped percent
'MAX_CAMERA_DROPPED_FRAMES': {'yellow': 0.1, 'red': 0.3},
# max camera faces_failed percent
'"MAX_CAMERA_FAILED_FACES': {'yellow': 0.1, 'red': 0.3},

# -- Persons configuration --

# rrule (recurrence rule) for scheduling persons clusterization

# WARNING: all scheduling works with UTC time and NOT aware of any timezone

'PERSONS_CLUSTERIZATION_SCHEDULE': 'RRULE:FREQ=DAILY;INTERVAL=1;WKST=M0;BYHOUR=0;
—BYMINUTE=0"',

# face to person matching confidence threshold
'PERSONS_CONFIDENCE_THRESHOLD': 0.739,

# minimum required face quality for person creation
'PERSON_EVENT_MIN_QUALITY': 0.45,
# minimum required number events in episode for person creation

'PERSON_EVENT_MIN_EPISODE_EVENTS': 1,

# maximum concurrent video manager jobs for video archives processing
'MAX_VIDEO_ARCHIVE_JOBS': 3,

# -- Optional parameters --

# Edit CUSTOM_FIELDS section to customize dossier content.

# Below is an example for integration FindFace Security with Sigur.
# 'CUSTOM_FIELDS': {

# 'dossier_meta': {

# 'items': [

# {

# 'name': 'personid',

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

HOH H O H H O HF HHHHHHHHHHHHHHHHHEHHHHHHH B HH R

H =

'default': '',
'label': 'PersonID',
'display': ['list', 'form'],

'description': 'Sigur person ID'
1,
{
'name': 'firstname',
'default': '',
'label': 'First Name',
'display': ['list', 'form'],
'description': 'Sigur first name'
1,
{
'name': 'lastname',
'default': '',
'label': 'Last Name',
'display': ['list', 'form'],
'description': 'Sigur last name'
1,
{
'name': 'version',
'default': '',
'label': 'Version',
'display': ['list', 'form'],
'description': 'Sigur photo version'
}
1,
'filters': [
{
'name': 'personid',
'label': 'Sigur person ID filter',
'field': 'personid'
}
]

}’
maximum event age in seconds than could be added to an episode.
'EPISODE_SEARCH_INTERVAL': 60,

If none of these events matched, new episode is created.

maximum episode duration (episode is closed after)
'EPISODE_MAX_DURATION': 300,

if no new event added to an episode during this timeout, episode will be closed.
'EPISODE_EVENT_TIMEOUT': 30,

maximum created thumbnail width
'THUMBNAIL_MAX_WIDTH': 320,

social backend url. Contact support for additional information.
'SOCIAL_BACKEND': None,

'SOCIAL_HEADERS': {%,

unacknowledged events notification interval

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

# 'UNACKNOWLEDGED_NOTIFY_INTERVAL': 1,

# - FindFace Security user interface configuration dictionary -

FFSECURITY_UI_CONFIG = {
"features": {"temperature": True}l},

"event": {
"features": {
"f_gender_class": ["male", "female"],
"age": {
"f_age_gte": "",
"f_age_lte": ""
},
"f_emotions_class": ["angry", "disgust", "fear", "happy", "sad", "surprise",
< "neutral"],
"f_glasses_class": ["none", "eye", "sun"],
"f_beard_class": ["none", "beard"],
"f liveness_class": ["real", "fake"],
"f_medmask_class": ["none", "correct"],
}
¥
}
# -- ASGI-server configuration --

# consult support before changing these settings.

# per worker thread pool size.
ASGI_THREADS = 32

UVICORN_SETTINGS = {
# worker processes count, 'auto' sets it to logical cpu count

'workers': 'auto',
'host': 'localhost',
'port': 8002,

# websocket worker processes count,

# 'auto' sets it to logical cpu count, but not more than 8.
'ws-workers': 'auto',

'ws-host': 'localhost',

'ws-port': 8003,

# disable unused services to increase
# overall system performance in some cases.
SERVICES = {
"ffsecurity": {
"episodes": True,
"webhooks": True,
# use queue manager to prevent drops of video archive events
"video_archive_events_manager": True,
"persons": False,

#
# FINDFACE SECURITY PLUGINS

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

# Uncomment lines below to enable plugins. Please consult documentation for
# a plugin specific settings.

# =============== Axxon
# INSTALLED_APPS.append('ffsecurity_axxon')

# FFSECURITY['AXXON'] = [

# {

# 'name': 'server_name',

# 'api': 'http://example.com/',
# 'rtsp': 'rtsp://example.com:554/',
# 'user': 'user',

# 'password': 'password',

# }

# ]

# FFSECURITY_UI_CONFIG['dossier'] = {
# 'video': True,

# }

# =============== Genetec

# INSTALLED_APPS.append('ffsecurity_genetec')

# Sova
INSTALLED_APPS.append('ffsecurity_sova')

**

# Sigur

# keep in mind, that SIGUR plugin also uses CUSTOM_FIELDS and THUMBNAIL_MAX_WIDTH settings
# INSTALLED_APPS.append('ffsecurity_sigur')

# SIGUR = {

# 'LOGIN': 'admin',

# 'PASSWORD': 'admin',

# 'MF_SELECTOR': 'biggest', # what to do with several faces in sigur person photo;
—allowed ['biggest', 'reject']

# 'ONLY_RT_EVENTS': True # only events with bs_type == realtime

# }

# ======= CryptoPRO authentication =======

# INSTALLED_APPS.append('ffsecurity_cproauth')

# REST_FRAMEWORK['DEFAULT_AUTHENTICATION_CLASSES'] = [

# 'ffsecurity.auth.TokenAuthentication',

# 'ffsecurity_cproauth.auth.CryptoProOrTokenAuthentication'
#

# ========== DossierLists sync ===========
# INSTALLED_APPS.append('ffsecurity_sync')

H*

token must be identical on master and slave
use pwgen -s 64 1
# SYNC_TOKEN = 'change_me'

**

(continues on next page)
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# SYNC_TIME = {

# # 24 hour format
# 'hour': 3,

# 'minute': O,

#

# ============== Puppeteer ===============
# INSTALLED_APPS.append('ffsecurity_puppeteer')

# PUPPETEER_CONFIG = {

# 'UNSAVED_RESULTS_DELETION_TIMEQOUT': 3600, # maximum lifetime of search results,
—not saved involuntarily

# 'puppets': [

# {

# 'id': 'first_puppet', # puppet ID

# 'url': 'http://1.1.1.1:8010/', # puppet URL

# 'token': 'first_puppet_token', # use pwgen -s 64 1 (should match the
<»token in puppet)

# 'facen_model': 'ifruit_320' # face model in puppet

# T,

# {

# 'id': 'second_puppet',

# 'url': 'http://1.1.1.1:8010/',

# 'token': 'second_puppet_token',

#

# # if remote installation has a different face model than the one used in
—FFSecurity -

# # you need to specify its name and ExtractionAPI URL where the corresponding,

—face model is specified
'facen_model': 'grapefruit_480',
'extractor': 'http://127.0.0.1:18667',
}’

H o H

7. Ucnonb3yst komanmy pwgen -sncy 50 1|tr €2’ ¢“.”’  cremepupyiiTe KJIIOY HOIINCH /st TN POBAHMSA
ceccnu (ucnosb3yercs B Django) u 3asaiite ero B napamerpe SECRET_KEY.

8. 3amrycTure CEpBUCHI.

sudo systemctl enable findface-security
sudo systemctl start findface-security

9. OrkiounTe cepBep Nginx, aKTUBHBIM 110 YMOTIaHUIO, U 700aBbTe cepBep findface-security B cimcok
BKJIIOYEHHBIX cepBepoB. Ilepesamycrure nginx.

sudo rm /etc/nginx/sites-enabled/default

sudo 1n -s /etc/nginx/sites-available/ffsecurity-nginx.conf /etc/nginx/sites-enabled/

sudo nginx -s reload
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5.3 JononHutenbHoe pa3BepTbiBaHne findface-video-worker Ha
yAaJIeHHbIX cepBepax

s otmenbHO# yecranoBku ceppuca findface-video-worker BBIIOJHUTE CJIEAYIONIAE ACHCTBUS:

Cosert: Ilepen TeM Kak HNPUCTYIHUTH K Pa3BEPTHIBAHUIO, 00A3aTEJILHO O3HAKOMBTECH C CUCITILEMHVLMU TPE-
606aHUAMU.

CoBetr: Eciu na cepBepe HECKOJIBKO BHJIEOKAPT, Iepell pa3BeprbiBanueM findface-video-worker-gpu
uzyuanrte pazaest Mcnoav3osanue neckosbKUL 6U0eoKapm.

1. 3arpysure daitn nacramnaropa findface-security-and-server-4.3.run.
2. Ilomecrure daiin .run B J060i KaTajaor Ha cepBepe ycraHOBKH (Haipumep, /home/username).

3. N3 mannoro karaJora cjienaiite paila . run UCIOJTHIEMBIM.

’chmod +x findface-security-and-server-4.3.run

4. Bamycrure daiis .run.

’ sudo ./findface-security-and-server-4.3.run

Mucrannarop 3amacT BaM HECKOJIBKO BOIIPOCOB, IIOCJIE YEro IIPOBEPUT, COOTBETCTBYET JIM CEPBEP CU-
CTeMHBIM TpeboBaHUsIM. BOIpockl ciieyrormue:

1. VYcranaBausaewmsrit npoaykt: FindFace Video Worker.
2. Twun nakera findface-video-worker: CPU miu GPU.
3. IP-axpec nenrpasibaoro cepeepa FindFace Security.

ITocae sToro mporecc ycTaHOBKU OyIeT aBTOMATHIECKN 3AITYIIEH.

ITpumeuanme: OrBeThbl HA BOIPOCHI OyIyT coxpaHeHsbl B haiis /tmp/<findface-installer-*>. json.
OrpeakTupyiiTe ero u UCHoJb3yiiTe s ycraHoBku findface-video-worker Ha Jpyrux cepbepax,
He OTBedas IIOBTOPHO HA BOIIPOCHI MHCTAJIATOPA.

ITpumeuanue: FEcaun findface-ntls u/mwimm findface-video-manager OyayT yCTAHOBJIEHBI HA Cep-
Bepax, OWIMYHBIX OT cepBepa findface-security, ykaxkure ux IP-anpeca B daiile koudbwuryparun
findface-video-worker mocae yCTAaHOBKHA KOMIIOHCHTA.

sudo vi /etc/findface-video-worker-cpu.ini
sudo vi /etc/findface-video-worker-gpu.ini

B mapamerpe ntls-addr ykaxkure [P-ampec cepsepa findface-ntls.

ntls-addr=127.0.0.1:3133

B napamerpe mgr-static ykaxxure IP-agpec cepsepa findface-video-manager, KOTOpbIil Oymer obecirevn-
BaTh findface-video-worker HACTPONKAMM U CIIMCKOM BUJIEOIIOTOKOB JIjIsI OOPAOOTKY.
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mgr-static=127.0.0.1:18811

Coset: [lna Toro urobsl aBromarmdeckn ycraHoBuTh findface-video-worker Ha JApyrux cepBepax, He
oTBeYasi Ha BOIPOCHI HHCTAJIJIATOPA, UCIONb3yitTe daitin /tmp/<findface-installer-*>. json. 3amycrure
UHCTAJIATOP CJAeAYIOIed KOMaH101i:

sudo ./findface-security-and-server-4.3.run -f /tmp/<findface-installer-*>.json

IIpumep daitna /tmp/<findface-installer-*>. json MOXKHO ITIOCMOTPETH B pasueiie Datin ¢ napamempamu,
YCMAHOBKU,.

5.4 YcTaHOBKa Mopenen HelpoHHbIX ceTewn

g obHapy»keHus u uIeHTUMDUKAINA JIAN 1 UX aTpubyToB (110JI, BO3PACT, IMOIMH, GOPO/IA, OUKH, MEIUIUH-
cKas Macka u T. 11.) findface-extraction-api ucrosb3yer HePOHHBIE CETH.

Ecan neobxonum pydHOM 3ayCK YCTAHOBKHU MO/IEJIEH, BBITIOJTHUTE CJIEYIONINE TeHCTBU:

1. Banycrure noxrorosieHubi daitn findface-security-and-server-4.3.run.

sudo ./findface-security-and-server-4.3.run

2. Tun ycranosku: Fully customized installation.

3. Bribepure ycranaBimBaemsriit kommoneHnT FindFace Security: findface-data. i sToro cuagasa cHu-
MHUTE BBIJIEJIEHHE CO BCEX KOMIIOHEHTOB, BBEJsI B KOMAHIHOI CTPOKE -*, 3aTe€M BBEJUTE IOPSTKOBBII
Homep KomroHenTa: 1. Beenure done jyist coxpanenus: BEIOOpA U Imepexojia K CJIeLyIomeMy Iary.

4. BbI6epI/ITe MoJes JIJisl YyCTaHOBKHU. ITocsie sToro oponecc yCTaHOBKU 6yﬂeT ABTOMATUYICCKU 3allyIICH.

IIpumeuanme: Bbl MoxKeTe HaWTH yCTAHOBJIEHHbLIE MOIE/IU I PACIO3HABAHUS JIMAL ¥ ATPUOYTOB JIUI| B
Karajorax /usr/share/findface-data/models/face/ u /usr/share/findface-data/models/faceattr/
COOTBETCTBEHHO.

1ls /usr/share/findface-data/models/face/
ifruit_160.cpu.fnk ifruit_320.cpu.fnk ifruit_160.gpu.fnk ifruit_320.gpu.fnk

1ls /usr/share/findface-data/models/faceattr/

age.vl.cpu.fnk age.vl.gpu.fnk beard.vO.cpu.fnk beard.vO.gpu.fnk emotions.vl.cpu.fnk emotions.
—vl.gpu.fnk gender.v2.cpu.fnk gender.v2.gpu.fnk glasses3.v0.cpu.fnk glasses3.v0.gpu.fnk,,
—medmask3.v2.cpu.fnk, medmask3.v2.gpu.fnk, liveness.v3.gpu.fnk quality.vl.cpu.fnk quality.vl.gpu.
—fnk

5.5 lNonHocTblo HacTpanBaemas ycTaHOBKa

Komncompubriit nacrauisitop FindFace Security npemocraBiisier HECKOJIBKO BAapHAHTOB YCTAHOBKY, B TOM YHUC-
Jle TIOJTHOCTBIO HACTPAMBAEMBINl BApUAHT (YCTAHOBKY OTJIEJIBHO BBIODAHHBIX NMAKETOB). JIaHHBIA BapHaHT B
OCHOBHOM WCIIOJIb3yeTCsi TIpu pasBeprhiBanuu FindFace Security B cuibHO paciipejiesieHHON cpejie.
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Jljist 3a1mycka TOJTHOCTBIO HACTPAMBAEMOM YCTAHOBKU HY?KHO OTBETHUTH HA BOIPOCHI MHCTAJIATOPA CJIELYTO-
UM 00pa30M:

YcranasamBaeMblit TpoayKT: FindFace Security.
Tun ycranoBku: Fully customized installation.

VcranapiuBaemble KoMioHeHThI FindFace Security: mjist Toro 4ro6bl BEIOpaTh HyXKHBIE, CHAYAJIA CHU-
MHTE BBIJIEJIEHNE CO BCEX KOMIIOHEHTOB, BBEJsl B KOMAHJIHOI CTPOKE -*, 3aTE€M BBEJINUTE IIOP:JIKO-
Bble HOMEpa HYyKHBIX KOMIIOHEHTOB 4epe3 npobes, nanpumep: 1 7 (mia soibopa findface-data u
findface-extraction-api), 13 (findface-tarantool-server) uau 9 (findface-upload). Beemure
done st cOXpaHeHUs BHIOOPA U IIEPEXO/A K CJIEAYIONEMY IIary.

Cast3anHbIe BOIPOCHI, Takne Kak Kak Tul yckopenust: CPU nin GPU.

5.6 TunuyHas ycTtaHOBKa B KJjlacTepe

Janubiii pazmen mocssiieH paspeprbiBannio FindFace Security B kiracrepHoii cpeze.

Coser: FEcin nocse npourenus JaHHOTO pazjesia y Bac OCTAJINCH BOIPOCHI, HE CTECHSTECHh 33JIaTh WX
HaIIMM dKCIIepTaM 10 ajpecy support@ntechlab.com.

PaszsepreiBanune FindFace Security B kitactepe MoxkeT OBITH HEOOXOIUMO IO CJIEAYIOMIUM TPUINHAM:

Hyxmo pacmpemesnTh BHICOKYIO HArpy3Ky IpU 00paboTKe BUIEO.

Tpebyercst 06paboTKa BHUIEOIIOTOKOB OT I'PYIIIBI KAMEP B MeCTe UX (PU3MIECKOrO PACIIOJIOKEHMSI.

ITpumeuanme: AKTyaJIbHO it ceTell TOCTUHUI], MATA3UHOB, IPU HAJIMYUU HECKOJBKUX MIPOXOIHBIX B
OJTHOM 3JIaHUU U JIP.

CwMm.TakxKe:
IIpusasxa epynnovl Kamep ¥ axzemnaapy findface-video-worker
Hy»kHo pacrpeieinTh BBICOKYIO HATPY3KY [PU M3BJIEUCHUN ODUOMETPUIECKUX OOPA3IOB.

B noucke 3aeficTBOBaHO GOJIBITIOE KOJIMYIECTBO JIUI, UYTO TPEOYET peasin3aliui Paclpeie/ieHHOl 6a3bl
JAHHBIX.

Ilepes Tem Kax mpUCTYIUTH K Pa3BEPTHIBAHUIO, IOCTPOMTE aAPXUTEKTYPHYIO CXEMY C y9eToM OymyIneil Ha-
I'PY3KH CHCTEMbI U BBIJEJIEHHBIX 110/ Hee allapaTHeix pecypcoB (cm. Cucmemmnvie mpebosanus). Haubonee
PaCIIPOCTPAHEHHO CXEMOU ABJIAETC CJIeLyIoNasd:

IlenTpasibHBIl cepBep ¢ ycraHOBJIeHHBIMH KommnoHeHTamum findface-ntls, findface-security,
findface-sf-api, findface-video-manager, findface-upload, findface-video-worker,
findface-extraction-api, findface-tarantool-server, a TakKe CTOPOHHUM IIPOrPaMMHBIM
obecriedeHneM.

HeckobKO JIOMOJTHUTEIBHBIX CEPBEPOB JjIT OOPAOOTKM BUJIEO C YCTAHOBJEHHBIM KOMIIOHEHTOM
findface-video-worker.

(Ilpu meobxomumoctn) HecKoIbKO JOIOJHUTEIBHBIX CEPBEPOB I U3BJIEYCHHUsI OGUOMETPUYECKUX 00-
pas3loB C yCTaHOBJICHHBIM KOMIIOHeHTOM findface-extraction-api.

(IIpu HeobxomumocTn) JIOMOTHUTEIbHBIE CepBephI 6a3bl JAHHBIX ¢ HECKOJIBKUME mapjaamu Tarantool
Ha KaXKJIOM.

5.6. Tunu4yHas ycTaHoBKa B Knacrepe 39


mailto:support@ntechlab.com

FindFace Security, Boinyck 4.3

MucTpykiun B HACTOAINIEM pa3jiesie IIPUBEIEHBI JJIs OIMCAHHON BbINle HanboOJiee YacTO BCTPeYarolleii-
Ccsl CXeMBbI pPa3BepPThIBaHUSI B KJjacTepe. B BBICOKOHATIDYKEHHBIX CHCTEMAaX TaKXKe MOXKeT ITOTpeboBaTh-
ca pacupegenutb obpaborky API-3ampocos, T. e. opraHm3oBaTh HECKOJIHKO cepBepoB findface-sf-api u
findface-video-manager. B srom ciydae pyKOBOACTBYHTECh MHCTPYKIMAME B pazzesne [loanocmvio na-
CMPau6aemas YcmanosKa.

PazseproiBanne FindFace B KytacTepHOit cpejie COCTOUT U3 CJIEAYIONINX ITAIOB:

o Paszsepmuiearue UEeHMPAIbHO20 CEPEEPQ,

o Paszsepmuwisarue cepsepos obpabomxu 8udeo

o Pazsepmuisarue OUOMEMPUYECKUT CEPEEPOS

e Pacnpedenerue Hazpysku mencdy OUOMEeMPUIEeCKUMU CePEEPAMU

e Opeanusayus pacnpedesermnoti 6a3v, daHHIT

o Hacmpotixa cemegozo 63aumodeticmeus

5.6.1 Pa3BepTblBaHue LEeHTPaNbHOro cepsepa

st pa3BepThiBaHus IeHTpaJibHOro cepsepa FindFace Security BbimosiHMTE ClteytoIiue JeiiCcTBIS:

1. Ha Beiuesiennom dusudeckom cepBepe ycmarnosume FindFace Security u3 mHCTAISITOpA CJI€ My OIITIM

obpazom:
e YcranasiuBaeMblil nponyKT: FindFace Security.

e Tun ycranoBku: Single server, multiple video workers. B arom ciyuae FindFace Security
Oy/leT yCTAHOBJIEH B KaveCTBE IEHTPAJIBHOIO CepBepa U HACTPOEH HA B3ANMO/IEHCTBHUE C JONOJIHU-
TEJIbHBIMU yJaJICHHBIMU 9K3eMIuiapamu findface-video-worker.

e Tun yckopenus findface-video-worker (ua nenrpaibiom cepsepe): CPU wiu GPU, B 3aBucu-
MOCTH OT KOH(MUTYpaIuu 000PyIOBAHUSI.

e Tun yckopenus findface-extraction-api (Ha nenTpassaoM cepsepe): CPU wuu GPU, B 3aBu-
CHMOCTH OT KOH(UTYpaI 000pyI0BaHUS.

ITo 3aBepiieHnn yCTAaHOBKU B KOHCOJIb OyJIET BhIBEIeHA WH(DOPMAITUsT, HEOOXOIUMAS JIJIsT KCIIOJTH30BAHUS
FindFace Security:

HARRRRRBRBRRRRBRBRARARARA AR RRRRRRRRRRRRRRRRAAAARRARRRRRRRRRRRRRRRRRRRR RS
# Installation is complete #
HERRRARARRARBARARRARRARRRRRRRRARRRRRRRARRARRRRARRARBRRRRRRRRRRRARRARARRRARAHS
- upload your license to http://172.20.77.17/#/license/
- user interface: http://172.20.77.17/

superuser: admin

password: admin

documentation: http://172.20.77.17/doc/

. Barpysure  aitn  JsmneH3un  depe3  BeO-mHTepdelc  IEeHTpaJbHOTO  cepBepa  http://

<IP_ampec_cepBepa>/#/license. [lyns mocryma B BeO-mHTEepdeiic HCIOMB3YHTE JIOTUH W IMApOJib
aJIMUHUCTPATOPA, BbIBEJIEHHbIE B KOHCOJIN.

IIpumeuanme: [P-ajpec cepsepa B ccbuikax na BeO-unTepdeiicsl FindFace mmeer Buym 127.0.0.1
mwm <IP _anpec B cerm>, B 3aBUCHMOCTH OT TOTO, IIPUHA/JIEIKUT JIN CEPBEP K CETH.
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Baxkno: He nepenasaiite nanunie superuser (Cynep AjMuHuCcTpaTopa) TpeThuM JuraM. s aqvu-
HUCTPUPOBAHUSI CUCTEMBI CO3/1aiiTe HA3HAUAEMOro aaMuanCcTparopa. Orimane HA3HAYIAEMOIO aIMUH-
crparopa or Cymep AJIMUHHCTpPATOPa B TOM, 9TO TMOCTETHUN HE MOYXKET JIMIMUTHCS MPAB 8 IMAHUCTPA-
TOpa JlaxKe IIPU CMEHe POJIN.

3. Paspermmure sinnieH3upyeMbiM cepBrcaM 00paInaTbcs K cepBepy JulleH3upoBanus findface-ntls c Jjro-
6oro IP-anpeca. st aToro, orkpoiite daitn kouduryparun /etc/findface-ntls.cfg u ycranosure
listen = 0.0.0.0:3133.

sudo vi /etc/findface-ntls.cfg

Listen address of NTLS server where services will connect to.
The format is IP:PORT

Use 0.0.0.0:PORT to listen on all interfaces

This parameter is mandatory and may occur multiple times

1f you meed to listen on several specific interfaces or ports.
listen = 0.0.0.1:3133

HHOR R R W

5.6.2 Pa3BepTbiBaHue cepBepoB 00paboTkn BMAaeo

Ha nomosmmurenbHOM cepBepe st 00pabOTKU BUIEO ycTaHoBuTe k3eMiuigp findface-video-worker, py-
KOBOJICTBYSICh N0ULG206bLMU UHCTPYKUUAMU. OTBEThTe Ha BOIPOCHI HHCTAJIATOPA CJIELYIOMMM 00pa3oM:

e YcranapymBaeMblit mpoaykT: FindFace Video Worker.

e Tun yckopenns findface-video-worker: CPU wiun GPU, B 3aBucuMocT# oT KOHMUTYpaIuun 060py-
JIOBAHUSI.

e FindFace Security IP address: IP-ajpec mieaTpasibHOrO cepsepa.

TTocse sToro mporiece ycranoBku OyaeT apromarndecku 3amyiner. OTBeTHl Ha BOIIPOCH HHCTAJLIATOPA OYIyT
coxpanensl B daiti /tmp/<findface-installer-*>.json. Ucnonn3yiiTe manmbpiii ¢aiia, 9T00bB yCTAHOBATH
FindFace Video Worker Ha Apyrux cepBepax, He OTBedas Ha BOIMPOCHI MHCTAJLISATOPA TOBTOPHO. [Ij1s1 3TOTO
3aIlyCTUTE UHCTAJUIATOD KOMAHJIOM:

sudo ./findface-security-and-server-4.3.run -f /tmp/<findface-installer-*>.json

IIpumeuanue: Ecim findface-ntls u/win findface-video-manager yCcTaHOBJIEHBI HA JIPYTUX
cepBepax, dem findface-security, ykaxkure ux [P-agpeca mociie ycranoBku B (aitie koHbU-
ryparnuu findface-video-worker.

sudo vi /etc/findface-video-worker-cpu.ini
sudo vi /etc/findface-video-worker-gpu.ini

B napamerpe ntls-addr ykaxkute IP-anpec cepepa findface-ntls.

’ntls—addr=127.0.0.1:3133

B nmapamerpe mgr-static ykaxure IP-agpec cepsepa findface-video-manager, KoTopslii Oy1eT
obecrieunBath findface-video-worker HACTPOUKAMM M CIUCKOM BHJIEOIMOTOKOB JJisi OOPabOTKHY.

’mgr—static=127.0.0.1:18811
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5.6.3 Pa3BepTbiBaHue Gnometpunyeckux cepsepos

Ha pmonosiHuTensHOM cepBepe i u3BJIEUEHUsS OMOMETPUYECKHX OOPA3IOB YCTAHOBUTE 3IK3EMILISID
findface-extraction-api u3 KoHCOJBHOTO WHCTAJLIsITOpa. OTBETHTE HA BOIMPOCHI MHCTAJLISITOPA CJIEITY-
IOIIIM 00Pa30M:

VcranasiauBaeMblit TpoaykT: FindFace Security.
Tun ycranosku: Fully customized installation.

YcranaBauBaemble KommoHeHThl FindFace Security: findface-extraction-api m findface-data.
st Toro 4To0BI MX BHIOPATH, CHaUAsIa CHUMUTE BbIJIe/IEHIE CO BCEX KOMIIOHEHTOB, BBE/Isl B KOMaHHOI
CTPOKe -*, 3aTeM BBeJuTe NopAnkobble HOMepa findface-extraction-api u findface-data uepes
npobes: 1 7. Benure done mis coxpaHeHus BbIOOpa U IIepeXofia K CIELYIONEMy IIary.

Tun yckopenus findface-extraction-api: CPU umu GPU.

Heobxonumocts B mamenenun daiiia koudurypanun findface-extraction-api: ykaxure IP-ampec
cepsepa findface-ntls.

VYeranasauBaemblie Mogesn nHefiponunix cereit: CPU/GPU-momennb i u3B/jaedenus GHOMETPUIECKUAX
JIAHHBIX Jinna (obs3aresnbHa jyist ycranosku) u (ommmonansro) CPU/GPU wmonenn jyist pacnosHa-
BaHUs I0JIa, BO3PACTA, SMOIUN, OYKOB, OOPOJALI U MEIWIUHCKONW Macku. s Toro 4To0bl BhIOpATH
HY>KHBIE MOJIEJIM, CHAYaJa CHIMUTE YCTAHOBJIEHHOE IT0 YMOJIYAHUIO BBIJEJIEHUE BCEX MOJEJe, BBEIs
B KOMAHJIHOI CTPOKE -*, 3aTeM BBEIUTE MOPsIKOBbIe HOMEpa HYKHBIX MOjeJeil depes mpobesi, Ha-
npumep: 8 2 jyisi Bbibopa coorBerctBeHHO GPU-Momenn Jijist u3BjiedeHnss OHOMETPUIECKUX JAHHBIX U
GPU-Mozenu my1s pacro3HaBaHus Bo3pacTa. Beeaure done 1j1st coxpaHeHusT BLIOOPa U Iepexoa K cjie-
JIYIOEMY IIary. ¥I0CTOBEPhTECh, UTO [IJIst KAXKI0H MO/Ie/d BRIOpaH mpaBmwiIbHbI Tul yckoperaus CPU
win GPU: on nmoiken coBmajgarh ¢ tumoMm yckopenusi findface-extraction-api. Obparure BHUMA-
uue, uro findface-extraction-api ma CPU moxer paborats Tosbko ¢ CPU-Mmozenssmu, B TO BpeMst
kak findface-extraction-api na GPU nomguepxkuBaer kak CPU-, tak u GPU-monesnu. Iogpobuee
cM. Pacnosnasanue ampubymos auya.

JloCTyIIHBI CJIeIYIONTNe MOIEIIN:

ATtpubyT nuua Vckope- | [Maker
Hue
OGuoMeTpust JIu- CPU findface-data-ifruit-320-cpu_ 3.0.0 _all.deb findface-data-ifruit-160-
a cpu_3.0.0_all.deb
GPU findface-data-ifruit-320-gpu_3.0.0 _all.deb findface-data-ifruit-160-
gpu_3.0.0_all.deb
BO3PaCT CPU findface-data-age.vl-cpu_3.0.0 all.deb
GPU findface-data-age.vl-gpu 3.0.0 all.deb
T10JT CPU findface-data-gender.v2-cpu_3.0.0 all.deb
GPU findface-data-gender.v2-gpu_3.0.0 _all.deb
IMOIUN CPU findface-data-emotions.vl-cpu_3.0.0 _all.deb
GPU findface-data-emotions.vl-gpu_3.0.0 _all.deb
OUKH CPU findface-data-glasses3.v0-cpu_3.0.0 _all.deb
GPU findface-data-glasses3.v0-gpu_3.0.0 _all.deb
6opoa CPU findface-data-beard.v0-cpu_3.0.0_all.deb
GPU findface-data-beard.v0-gpu 3.0.0 all.deb
MeJUIMHCKAST CPU findface-data-medmask3.v2-cpu_3.0.0_all.deb
MacCKa, GPU findface-data-medmask3.v2-gpu 3.0.0 all.deb

TTocse sToro mporiece ycranoBku OyaeT aproMmarndecku 3amyines. OTBeThl Ha BOIIPOCH HHCTAJLISTOPA OYIyT
coxpanenbl B daiti /tmp/<findface-installer-*>.json. Ucnons3yiiTe manubiii ¢aitia, 9T0OB yCTAHOBATH
findface-extraction-api Ha APYTUX cepBepax, HE OTBeYas Ha BOIPOCHI MHCTAJIATOPA IOBTOPHO.
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sudo ./findface-security-and-server-4.3.run -f /tmp/<findface-installer-*>.json

ITocue Pa3BepPTbIBaAHUA 6I/IOMeTpI/I‘IeCKI/IX cepBepoB pacnped(i,/l,mne MeXK/1ly HUMU Harpy3KYy.

5.6.4 PacnpepeneHue Harpysku mexay Onomerpuyeckumm cepsepamm

Pacripesiesienne Harpy3km MeXK1y HECKOJIBKUMU OMOMETPHUYECKMMH CEPBEPAMH BBIINOJIHSETCA Yepe3 OajiaH-
CHPOBIIUK Harpy3ku. [IpuBeennas Huzke IOMIAroBas HHCTPYKIWS JEMOHCTPUPYET DAJIAHCUPOBKY HAIrPy3KU
¢ TIOMOIIBIO nginx B pexkuMme round-robin juis 3-x sx3emiuisipoB findface-extraction-api, pacroyioxKen-
HBIX HA PA3JINYHBIX (pusndeckux cepBepax. OQuH 3K3eMILIsIP YCTAHOBJIEH Ha MeHTpaJibHoM cepBepe FindFace
Security (172.168.1.9), 2 Apyrux Ha JIONOJHATEJIbHBIX yJIAJeHHBIX cepBepax (172.168.1.10, 172.168.1.
11). Ecsiu B cucreme npucyrcrByeT 6oJIblee KOJIMIeCTBO OMOMETPUIECKUX CePBEPOB, 6aaHCUPOBKA HATDY3KU
BBIIIOJIHAETCS 110 AHAJIOTUN.

CoBet: Bbl MoxkeTe uCHoJIb30BaTh 000 yI0OHBIN BaM OaJIaHCHMPOBIINK HAIPY3KWA. PYyKOBOICTBO IO €ro
HCIIOJIb30BAHNIO MINUTE B COOTBETCTBYIONIEH CIIPABOTHON JOKYMEHTAITAM.

s 6alaHCUPOBKY HArpy3Kd Mexky 3dKk3eMmiuripamu findface-extraction-api BBIIOJIHATE CJIEJyIOIIHE
JIeiCTBUS:

1. Hazumaubre T. H. cepBep NLIO3a [JIsi OAJIAHCUPYEMOI TPYIIIBl OMOMETPUIECKNX cepBepoB. VM MoxkeT
craTh neHTpasbHblii cepBep FindFace Security (pekomenayercs) uim ro6oii Ipyroii cepBep ¢ yCTaHOB-
JIEHHBIM Nginx.

Baxkno: Bawm myxkHO Oyner ykazars [P-anpec mo3a npu macrpotiike pacnpedeaennoti cemu FindFace
Security.

CoBeT: Bbl MOXkKeTe yCcTaHOBUTH NGINX CJIEAYIONIM 00Pa30M:

sudo apt update
sudo apt install nginx

2. Ha cepsepe numo3sa cosnaiite HOBbIN daitn korndurypamun Nginx.

sudo vi /etc/nginx/sites-available/extapi

3. Berasbre ciefyionmii TeKCT B co3anublii daiin koudurypamuu. B aupekruse upstream (upstream
extapibackends) 3amenure npumepuble IP-anpeca va akryasnbubie IP-anpeca 6uomerpudeckux cepse-
poB. B jmupekTuBe server B mapamerpe listen yKaKuTe HOMEp CJIYIIAIONIETO TOPTa CepBepa IIII03a.
Bawm norpebyercst yKasaTh JaHHBIA TOPT IIPU HACTPOIiKe pacnpedesennol cemu FindFace Security.

upstream extapibackends {
server 172.168.1.9:18666; ## " findface-extraction-api on principal server
server 172.168.1.10:18666; ## 1st additional extraction server
server 127.168.1.11:18666; ## 2nd additional extraction server
}
server {
listen 18667;
server_name extapi;
client_max_body_size 64m;

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

location / {
proxy_pass http://extapibackends;
proxy_next_upstream error;
}
access_log /var/log/nginx/extapi.access_log;
error_log /var/log/nginx/extapi.error_log;

4. BxurounTte 6aIaHCHPOBIIUK HATPY3KU B NEiNX.

sudo 1ln -s /etc/nginx/sites-available/extapi /etc/nginx/sites-enabled/

5. IlepesamycTure nginx.

’sudo service nginx restart

6. Ha meHTpaJibHOM cepBepe U KayKJIOM M3 JIOIIOJHUTEIbHBIX OMOMETPUYECKUX CEPBEPOB OTKpOiiTe daii
koudurypanuu /etc/findface-extraction-api.ini. 3amenunre ajgpec localhost B mapamerpe listen
Ha aJIpec, KOTOPBIi BbI yKa3aJIi JI0 9TOr0 B JUPEKTUBe upstream extapibackends daiira KoHpUrypa-
mun Nginx /etc/nginx/sites-available/extapi. B mamem npumepe anpec 1-ro HOMOJHUTEIHEHOTO
OMOMETPHUIECKOTO CepBepa JIOJKEH ObITH 3aMEHEH Ha, CJIEILYOTIHi:

sudo vi /etc/findface-extraction-api.ini

listen: 172.168.1.10:18666

7. Iepesamycrure findface-extraction-api Ha IEHTPAJIBHOM CEPBEPE U KAYKIOM JOTOJTHUTEIHHOM O1O-
METPHYIECKOM CepBepe.

sudo systemctl restart findface-extraction-api.service

BanancupoBka Harpy3km ycremrHo HacTpoena. He 3abynbre ykasaTh akTyaabHbINH [P-ampec u ciymmaromnmit
[IOPT CepBepa IILII03a [P HACTPOoiike pacnpedenennoti cemu FindFace Security.

5.6.5 OpraHusauyus pacnpegeneHHoi b6a3bl gaHHbIX

Kowmmonenr findface-tarantool-server coeauHsier 0a3y JaHHBIX larantool w  KOMIIOHEHT
findface-sf-api, mepemaBasi pe3ysbTaThl MMOUCKA OT 0a3bl JaHHBIX B findface-sf-api mis manbHeimeit
obpaborku. [l yBenwdeHUs CKOPOCTH TMOWCKA Ha KaXKJIOM cepBepe ¢ 0asoit mamubix Tarantool moryT
ObITh CO3IAHBl MHOIOYMCJIEHHBIe cerMeHThl (mapapl) findface-tarantool-server. lIx mnapaJsuiesbHoe
GYHKIMOHNPOBaHNE ITPUBOJIUT K 3HAYUTEILHOMY YBEJINYEHUIO IPOM3BOINTEIBHOCTH. KaxK Iplil Imaps MozKeT
obpabareiBaTh mpubau3uTebHo 10 10 000 000 jwmi. [Ipu passepreiBanum findface-tarantool-server
73 WHCTAJUISITOPA IMapbl CO3AI0TCS aBTOMATUYECKH C YIETOM allapaTHOl KoHMUrypamun (puanaecKoro
cepBepa.

st TOro ITOOBI pacHpe e/ uTh OMOMETPUIeCcKyIo 6a3y JTaHHbIX, ycTaHoBuTe findface-tarantool-server
Ha KaXKJI0M cepBepe 6a3bl aHHbiX. OTBeThTe HAa BOIPOCHl HHCTAJLISITOPA CIAESIYIONIM 00pa30M:
e YcraHaBiamBaeMbIil TpoayKT: FindFace Security.

e Tumn ycranosku: Fully customized installation.

e YcraHnasiuBaemble KomroHeHThl FindFace Security: findface-tarantool-server. /Ijist Toro 4ro0ObI
€ro BBIOpATh, CHAYAJA CHUMHUTE BBIJIEJIEHHE CO BCEX KOMIIOHEHTOB, BBEIs B KOMAHJIHOW CTPOKE -*,
3aTeM BBeJIUTE MOPsi/IKOBBII HOMep findface-tarantool-server: 13. Beeaure done it coxpaHeHUst
BBIOOpA U Iepexojia K CJIEAYIONEMy Imary.

44 Fnasa 5. PaseeptbiBavue FindFace Security



FindFace Security, Boinyck 4.3

ITocse sToro mporece yctaHOBKE OyZeT aBTOMaTHIeCKH 3aiyineH. OTBeThl Ha BOIPOCH! HHCTAJLIATOPA OyIyT
coxpaHeHbI B (aiis /tmp/<findface-installer-*>. json. Ucnonwayiite manubiii dailia, IT00b yCTAHOBUTH
findface-tarantool-server Ha APYTHUX cepBepax, He OTBeYas Ha BOIPOCH HHCTAJIATOPA IIOBTOPHO.

sudo ./findface-security-and-server-4.3.run -f /tmp/<findface-installer-*>.json

B pesyabrare ycranoku mapgbl findface-tarantool-server OyayT aBTOMATHYECKH YCTAHOBJIEHBI B KOJIM-
gectBe N = min(max(min(mem_mb // 2000, cpu_cores), 1), 16 * cpu_cores). T. e. KoIU4IeCTBO PABHO
pa3mepy omeparuBnoil namsTu B M6, pasnemennomy aa 2000, min KoJmdecTBY PU3NIECKUX SAEP MPOIECCO-
pa (HO He MeHee 1 mapma), uian ke KOJIMIECTBY (DU3MIECKUX sA7EP MPOIECCopa, YMHOKeHHOMY Ha 16, eciam
IepBoe IMOJTIyIeHHOE 3HadYeHne OOIbIIe.

Ob6sizaTenbro yraxkute [P-agpeca u mopTsl mapoB npu HacTpoiike pacnpedeaennoti cemu FindFace Security.
st TOro 9To06s! y3HATH HOMEPA MMOPTOB, HA KAXKIOM cepBepe 0a3bl JAaHHBIX BBIIOJIHATE CJIEILYIONLYI0 KOMAH-

AY:

sudo cat /etc/tarantool/instances.enabled/*shard* | grep -E ".start|(listen =)""

Byner Bo3Bpailtien cieyromnuii pe3ysibrar:

listen = '127.0.0.1:33001"',
FindFace.start("127.0.0.1", 8101, {

listen = '127.0.0.1:33002",
FindFace.start("127.0.0.1", 8102, {

Howmepa mopros mapmoB ykasanbl B cekinu FindFace.start: 8101, 8102 u T. 1.

5.6.6 Hactpoiika ceTeBoro B3aumMogencTemus

ITocse pazBepreiBanust kKomronenToB FindFace Security macTpoiite ux B3anMozeiicrsue 1mo ceru. BoirmoHuTe
caenypomue neicTBud:

1. Orkpoiire daitn koudurypanuu /etc/findface-sf-api.ini:

sudo vi /etc/findface-sf-api.ini

Samaiite ciemyomnye mapaMeTphr:

Mapametp Onucaxue

extraction-api | IP-azpec u caymaromniuii mopT cepBepa, siBJISIONIETOCT ULAI030M JIjist OMOMETPU-

-> YECKUX CEPBEPOB C HACTPOEHHOU HAJIaHCUPOBKON HAIDY3KU.

extraction-api

storage-api IP-agpec u nmopr macrepa mapma findface-tarantool-server. OcrajsbHbIe

-> shards -> | mapabl IPONUCBEIBAIOTCA 110 AHAJIOIAH.

master

upload_url [Iyts B WebDAV nginx, mo kKotopomy B KommoHeHT findface-upload OymyT
OTIIPABJISTHCS UCXO/IHbIE M300parXKeHnsi, MUHUATIOPHI 1 HOPMAJIN30BaHHbIE N300-
paKeHus JIUII.

extraction-api:
extraction-api: http://172.168.1.9:18667

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

webdav:
upload-url: http://127.0.0.1:3333/uploads/

storage-api:
shards:
- master: http://172.168.1.9:8101/v2/
slave: "'
- master: http://172.168.1.9:8102/v2/
slave: ''
- master: http://172.168.1.12:8101/v2/
slave: ''
- master: http://172.168.1.12:8102/v2/
slave: ''
- master: http://172.168.1.13:8102/v2/
slave: ''
- master: http://172.168.1.13:8102/v2/

slave:

2. Orkpoitre daitn kouduryparmu /etc/findface-security/config.py.

sudo vi /etc/findface-security/config.py

SajaiiTe ciemyomnye mapaMeTphr:

Mapa- Onucanne
MeTp
SERVICE| HRTERNAL vdDDRERE, FindFace Security, sijstrorumcst mpuopurerHbiM s Genetec u Beb-
xykoB. Ecjin mapameTp He 3ajaH, CUCTEMAa UCIOJIb3YeT s pabOThI C JaHHBIM (DYHKIIMOHA-
stom EXTERNAL_ADDRESS. /Iyt ucnionib3oBanust Genetec m BeOXyKOB 00s13aT€JIBHO YKAYKATE
1o Kpaiineii Mepe oxuu u3 napamerpos SERVICE_EXTERNAL_ADDRESS/ EXTERNAL_ADDRESS
EXTERNAL (fDDRESSasibH0) IP-azpec mim URL, koropblif ucmonb3yercs Juisi JocTyla K BeO-
narepdeiicy FindFace Security. Eciun mapamerp He 3a7an, cucreMa aBTOMATHYIECKH OIIpe-
nestsier ero kak BuemHnit [P-anpec. ust mocryma B FindFace Security Ber moxkere ucrioss-
30BaTh 00a IP-ampeca: kKak aBTOOIpeIE/IeHHbIN, TaK 1 yKa3aHHbii B EXTERNAL_ADDRESS.
VIDEQ_DETEGCHFARMBBKENTOKEH U yKaKUTe €ro B IMaHHOM IIapaMeTpe, YTOOBl aBTOPU30BATH MOJLYJIb
BUEOACTEKITIH JIAII.

VIDEO_MANEGERpADDRESBBpa findface-video-manager.

NTLS_HTTRPUREpec cepBepa findface-ntls.

ROUTER_UH3nemuwuit IP-anapec cepsepa findface-security, KoTopslit Oy/ieT nosydaTb oOHAPYKEeH-
HbIe JuIa oT sk3eMiusipa(os) findface-video-worker.

SF_API_ADDRESBec cepBepa findface-sf-api.

EXTRACTIAR-ARbec u CiIyIIAONuil IOPT CEpBEpPa, SIBJISIFOIIErOCS W.A1030M JJist OMOMETPUIECKUX Cep-
BEpPOB C HACTPOEHHOH OAJIAHCUPOBKOI HATDY3KH.

sudo vi /etc/findface-security/config.py

# SERVICE_EXTERNAL_ADDRESS prioritized for webhooks and genetec
SERVICE_EXTERNAL_ADDRESS = 'http://localhost'
EXTERNAL_ADDRESS = 'http://127.0.0.1"'

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

FFSECURITY = {
'VIDEO_DETECTOR_TOKEN' :

'VIDEO_MANAGER_ADDRESS' :

'7Tce2679adfc4d74edcf508beadd67208" ,

'"EXTRACTION_API': 'http://172.168.1.9:18667/',

'http://127.0.0.1:18810",

'NTLS_HTTP_URL': 'http://127.0.0.1:3185"',
'ROUTER_URL': 'http://172.168.1.9',

'SF_API_ADDRESS': 'http://127.0.0.1:18411"',

Ha sTom ycranoeka FindFace Security B Kj1acTepHoii cpejie OyaeT 3aBepiieHa.

5.6. TunuuHas ycrtaHoBKa B Knacrepe
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[naBa 6

HepBbIe warum nocsie yCtaHOBKM

Tlocne ycmemmnoro paseepreiBanus FindFace Security mpumiio Bpemss OTKPBITH seb-unmepgetic m HAYATH
pabory. B aroii riaBe Bl HalijleTe pEKOMEH IYEMYIO ITOC/IEI0BATEILHOCTD MIATOB, CJIEJYsi KOTOPOIl BbI CMOYKETE
3aJ1eliCTBOBATh BECh CIIEKTP (DYHKIMOHAJIBHBIX Bo3MmozkHOcTell FindFace Security.

B atoii rnase:

o Jlobasaenue xamep

o Cocmasaenue cnuckos nabarodenus u 3a2pysra docve
o Cosdanue noavdosamenrets u npedocmasieHue um npas
o Monumopunz auy,

e Opeanusauusa sudeonabrrodenus

o [lodcuem auy u cuaysmos

e Paboma FindFace Security

e Lasosoe ()6{1/11(7/9/(?11,6’0,7&71,(3 CUcCImemdsl

e Loavwe 6o3moorcrocmetd

6.1 [JobasneHne kamep

1. Cosdatime nosyio epynny Kamep WA UCHOJb3YHTE CO3MAHHYIO IO yMOJg4YaHuio. I'pynmna kamep — 3To
CHUCTEMHBIN OOBEKT, KOTOPBIil ITO3BOJISIET IPYIIUPOBATE KAMEPBI C YIETOM UX (PUBNIECKOIO PACIIOJIO-
xkenusi. K npumepy, KaMepsbl, paclojioyKeHHbIe Ha BXOZE B 3JaHNE, MOYXKHO OObEIUHUTH B OJHY T'PYIIILY
7 paboTaTh C HUMHU KaK C €IMHBIM IEJIBIM.

2. /lobasvme xamepv, B CO3MAHHYIO TPYIIY U NPOSEPLME UL Padomy.
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JononHutenbHo:
1. Hacrpoiite cucremy Ha 06pabOTKy BHIEOMOTOKOB C TPYIIIBI KAMED B MECTE€ UX (PU3UIECKOTO PACIIOJIO-
JKEHUsT. DTO MOXKET ObITh aKTyaJbHO B paclpeiesieHHON apxurekType. [lodpobree.

2. PaccmoTpuTe BO3MOXKHOCTH BKJIIOUEHUS JIEAYTLIMKAIIMNA COOLITHUT, €CJU CIIEHbI HAOJIONEHNS KaMep B
rpyIine nepekpbiBaioTcs. Jlannas pyHKIUS T03BOJISET UCKIIOUYUTD PETUCTPAITUIO OJIMTHAKOBBIX COOBITHI
B IIpeJIeJIaxX OJHOU I'pyMIbl Kamep. [lodpobnee.

6.2 CocTaBneHmne cnMckoB HabOAeHUs U 3arpy3kKa A0Cbe

1. Cosdaitme nosviil cnucok 1aba00en s WA UCIIOJIB3yHTe CO3MaHHbBIN 110 yMoadanuio. Criucok HabJIio-
JIEHUST — 9TO CHUCTEMHBII O0BEKT, C TIOMOIIBIO KOTOPOT'O BBIMOTHAETCS KIacCuUKAIINS JIIOEH 10 Mpo-
M3BOJILHBIM KPUTEPHUsIM: YEPHBIH CIUCOK, po3bicK, VIP, mepconas u 1. 1.

2. Barpysure gocke u 1006aBbTE WX B CO3JAHHBIN CIHCOK HADJIOJEHUS GPYUHYI0, NAKEMHO “epe3 6eb-
unmepgperic WU UCIONMB3Ys (DYHKIUIO Nakemmol 3a2py3Ki 4epes KoHCOAb.

OononHurensHo:
1. Pacnpedeaume 6a3y danmnoixr docve Me¥XKJy HECKOJBKUMHU cepBepaMu. basa JaHHBIX joche Oyier J1o-
CTynHa JJid peTaKTUPOBaHUA Ha I'OJIOBHOM Ce€pBepe, a JAJId YTEHUsA U MOHUTOPUHIA — Ha BEJIOMDBIX.

2. Hacmpotme codeporcumoe docve. Cozmaiite TOMOJTHATEBHBIE [TOJIsT, BKIAIKN U MTONCKOBBIE (DUJILTPHI.

6.3 CospaHwne nonb3oBaTenie N nNpegocTaBjieHNe UM NpaB

1. O3HakOMbTECH CO CIIMCKOM npe()yCWZ(LHOQ./L(?HH’bL.’IJ NoAB306AMENDCRULT pO,/LFi?'l u 1npun H€O6XO,HI/IMOCTI/I CO-
3datime 1Hoswvle.

2. /lobasvme noavszosamenetl, B CACTEMY U IIPEIOCTABHTE UM ITOJTHOMOYHS.

6.4 MoHuTopuHr nuy

IIo ymosraanuto FindFace Security oTcjiexkmBaer TOJIBKO HE3apPErMCTPUPOBAHHBIE B CUCTEME JIWIA, T. €. JIM-
1a, JJisi KOTOPBIX OMmcymcmeyrom cosnadenus ¢ docve. Il TOro 4robbl BKIIOYUTH OTC/IEXKUBAHUE JIUI U3
MOJIb30BATEILCKOTO CIINCKA HADIIOACHUsI, CACIANTE STOT CIIMCOK aKMUGHbLM. BBl TaK¥Ke MOXKETe BKIIOUNTD
3BYKOBOE OITOBEINEHNE U CIeIaTh 00S3aTeTbHBIM MIPUHITHE BPYIHYIO CBA3AHHBIX CO CIIUCKOM COOBITHIA.

OononuurensHo:
1. Jlobapbre nH(MOpPMAIUU B COOBITUS, BKIIOYNB PACIO3HABAHUE T10JI&, BO3PACTa, MO, OOPOIBI, MeIu-
IIMHCKOIT MacKu U 0UKOB. [lodpobree.

2. BamuruTe cucreMy OT ciyUHra, BKIOYNB DYHKIMO pacino3naBanus Kubbix jul (Liveness). [Todpoo-
Hee.
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6.5

OpraHunsauyuns suageoHabnogeHus

Hacmpotime packaadxy xamep aast 6a30BOTO BUIEOHADIONECHISI.

6.6

Nopcuer nuy u cunyatos

Hactpoiite cuemuuku mjsd mojcydera JUIL U CUJIYITOB HA MOAKIIOUEHHBIX Kamepax. Jlanayio (dpyHKImoHaIb-
HOCTh MOKHO HCIIOJIb30BaTh B PA3/IMYHBIX IIEJX, HAIIPDUMED, JJId IOoJcYeTa JIIoJel B OodepesiX M 30HaX
OXKWJIaHUsI, MOHUTOPUHTa, OOIIECTBEHHBIX COOpaHMii, IPEIOTBPAIIEHUsT CKOIIJICHNS JIFOAeH 1 T. 1.

6.7

1.

PaboTta FindFace Security

Hoenmugunyupyiime obnapystcernmvie 1a 6udeousobpastcenul Aula, TPOBEPss UX B PeaJTbHOM BpeMe-
HU Ha COBIAQJEHUE C JUIAMU U3 CIUCKOB HabJoneHus. PaboTaiiTe ¢ mcropumeit cOOBITHIl, UCIIOTB3YST
pazuynble (PUIBLTPHI.

Paboraiire ¢ snusodamu. Dumson — 310 HADOP COOBITUI MACHTU(MUKAINKA, B KOTOPBIX (DUI'YPUPYIOT
JINTIA OJTHOTO W TOTO K€ YeSIOBEKa, OOHADYKEHHBbIE B TEUYEHUE ONpPeeIeHHOro mepuona Bpemenu. [lo-
CKOJIbKY WHMOpMAIust 0 COOBITHAX OTOOpaxKkaercs Ha BKJIaJKe Cobvimus B TPOU3BOJBLHOM HOPSIJIKE,
06paboTKa OOJIBITIOTO KOJUIECTBA PA3HOPOIHBIX COOBITHI MOXKET OBITh JIeJIOM 3aTPYJIHUTETLHBIM ¥
wespperTuBabiM. C yHKIMEH DU30/1bI, CHCTEMA UCIOJIB3YET UCKYCCTBEHHBI UHTEJJIEKT JIJIsl TPYII-
MMUPOBKU BXOJSINMX COOBITUI HA OCHOBE BPEMEHU OOHAPYKEHUSI U CXOYKECTH JIMIl. IJTO MO3BOJISIET C
JIETKOCTBIO 00pabaThIBATE PA3HOPOIHBIE COOBITUS JTaXKe B OOJIBIMNX KOJIMIECTBAX.

Boosastitre npenrudukanmo (IOUCK) JIUIL 10 CJIEYIOMUM 6a3aM JaHHbIX:
e Ba3za jaHHbIX 0OHADPYKEHHBIX JUIl. [l0dpobHee.
e Basza mannbix nocwe. I[lodpobree.
Huyume 6 aprusnvr 6udeo MUIA U3 CIUCKOB HADJIIOICHUS.
Cpasrusatime Auya BPYIHYTIO, YTOOBI TPOBEPUTH UX HA MPUHAJJIEIKHOCTD OJHOMY YEJIOBEKY.

Wcnonwayiite Mmobuvroe npusodicenue.

,D,OI'IOJ'IHVITEJ'II:HO:

1.

Bkaounre pacnosnasanue nepcon. B cucremubix 6a3ax JAHHBIX MOSBUTCS HOBas CYIIHOCTH «PErson
event» (coObITHe MOSIBJIEHWsI TIEPCOHBI), CBA3AHHAS CO BCEMHU 2NU3000MU, B KOTOPBIX (DUIypHPOBAIO
JIUTIO TOTO WJIM WHOTO ejoBeKa. Bl MoxKeTe paboTaTh ¢ rajepeeil mepCcoH MO aHAJIOTHU CO CIUCKAMK
COOBITHUIT U SMU30/IOB.

IIpocmaTpuBaiiTe aHAIUTHKY MO KOJHUYIECTBY IOCETUTENEH, WX TOJY, CPEJHEMY BO3PACTy, Hambojee
YaCTO IOCeNAeMbIM 30HAM U XapaKTepy IHocelieHuii (1iepBoe mocemienue uin Bo3pparienue). Ilodpobiee.

BasoBoe ob6cny>xnuBaHue cucremoil

Hacmpotime aBToMaTH4ecKoe yIaJleHue CTapbIX COOBITHUI, SIIM30/I0B U ITOJHBIX KaJIPOB.
IIpu HeobxoaUMOCTH Ydasume cTapble COOBITHUSI, MU3O0/BI U MMOJHbIE KAJIPbl BPYYHYO.

Perynspro cozmaBaiite pezepenyio xonuio 6Ga3bl TaHHBIX.

6.5.
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6.9 Bonble BO3MOXHOCTEN

1.

2.
3.
4.

Hactpoiite sebxyru a1t aBTOMATHYIECKOW OTIPABKY YBEIOMJIEHUIT 00 OMpeIeIeHHBIX COOBITUSIX, ITIHU-
30/1ax U 3anucax cuerunka Ha 3a7aHabiil URL-anpec. Ilpu nactymienun myx)uoro cobbitus FindFace
Security ornpasutr HTTP-3anpoc na URL-ajpec, ykasanHbIil B HacTpoiikax BeOXyKka. BeOXyKu MOKHO
HCIOJIB30BATD JJIsl PEIIeHUsT Pa3HOOOPA3HBIX 3a/1ad, HAIPUMED, JJIs yBEJIOMJICHHS I0Jb30BaTess 00
OTIPEIEJIEHHOM COOBITUH, BHI30BA OIPEIEJICHHBIX IEHCTBUN HA IIEJI€BOM BeO-caiiTe, Ipy pemeHnn 3a1ad
0e30ITacHOCTH, TAKUX KaK YIAJEHHOE aBTOMATHIECKOE YIIPaBIeHNE JOCTYyIIOM U aAp. Ilodpobiee.

SageiicrByiite pyuknun FindFace Security yepes HTTP API.
O3HAKOMBTECH CO CIUCKOM HAIIUX NaAPMHEPCKUT UWHME2PAUU.

SageiicTByiiTe NAG2UNDL, ITO 331aTh COOCTBEHHBIE MPaBUIa 00PAOOTKN OOHADYKEHHBIX HA BUJIEO JIWII.

CmMm.Tak>xke:

Ynpasaenue sudeokamepami

Monumopune aut. Ynpasaerue 6a301 darrvir docve
Vnpasaenue noavaosamersmu

Hoenmugurayus auy, 6 opaatin sudeo

Cuemuuru AUl U CuAYIMOs

Pacwupennmti yrxyuonan

Obcayoicusanue v Ycmpanerue Heucnpasrocme
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Pabota ¢ FindFace Security

Pabora ¢ FindFace Security Bemosmmsiercs depe3 BeO-uatTepdeiic. st Toro 9Tobbl 0TOOpa3uTh BED-
naTepdeiic, B aJIpecHoil cTpoke Opay3epa BBeauTe 0A30BBIM ajapec BeO-mHTepdeiica W MpoianTe aBTOPU-
3AIUIO.

IIpumeuanune: Bazoswiit agpec 3amaercs npu yemanoske FindFace Security.

Baxkno: [ljis nepsoro Bxoja B cucreMy mocie passeprbiBanust FindFace Security uncnoss3yiite
YUETHYIO 3aIlUCh aJMUHICTPATOPA, CO3JAHHYIO IIPU ycmanoske. s co3/lanns APYTUX MOJIb30-
BaTeJIell CM. pa3iesn YnpasaeHue noab3068aTMEAAMU.

Beb-untepdeiic nmeer yaoOHBIN M HHTYUTUBHDBIN JU3aiH 1 00ECIEINBAET JOCTYII K CJICAYIOMMUM (DYHKITHIM:

O0beHeHnE KaMep B IPYIIbl B 3aBUCUMOCTH OT UX (PU3UIECKOIO pacrojioxkeHus. JlobapjeHune u
HacTpoiika kamepbl. CM. Ynpasaenue xamepamu.

Vupasienne crmckamu wabuonenus. Co3ganune nocbe Bpydunyo u naketHo. Cwm. Mowumopune auy.
Vnpasaenue 6a30t dannvir docve.

Ynpasienue noiv306aMeEAAMU U POAAMAU.

Cuemuuku auy v cuaysmos. [logcaer KoJmdecTBa JIUIL U CUIy9TOB Ha, MOJAKTIOYEHHBIX KaMEPaX.
Houck auy B crincke coObITHH 1 6a3e JAHHBIX JOCHE.

Hoenmugurayus auy, B pealbHOM BPEMEHH B BUJIEOMOTOKAX.

Inu300v. cobvimufl.

Hoenmugurayun ruy 6 sudeogpaiine.

Cpasnenue 2-z auy. IIpoBepka 2-X JIUI HA WIEHTUIHOCTD.

Pacnosnasarue nepcor. ABromMaTndeckasi TpyIIIAPOBKA JIUIL, IPUHAJJIEXKAIINX OJHOMY YEJIOBEKY.
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e Budeoananrumura. AHaIN3 JAHHBIX PACIO3HABAHUS JIUI. [[POCMOTD CTATUCTUKY MO KOJMIECTBY IIOCE-
TUTEJIeH, UX IMOJIy, CPEJIHEMY BO3PACTy, HAUOOJIee YacTO TOCEMAEMbIM 30HAM U XapaKTePy IMOCENeHmT
(mepBoe IocereHne Ui BO3BPAIlEeHue).

e Basosoe sudeonabarodenue.

e OcrosHoie Hacmpotixu. VI3meHeHne mopora cpabaThIBaHUS CHCTEMBI (IIOPOTa MOJIOKUTENHHON Beprdnu-
KAI[I{ JIMI[) 1 HACTPOHKA aBTOMATHYECKON OYMCTKHU 6a3bl JAHHBIX OT CTAPBIX COOBITHIA.

s paborsr ¢ FindFace Security Mo:xHO Takke UCIOJIB30BATD MOOUALHOE NPUAOACEHUE.

7.1 YnpaBneHue Bungeokamepamm

s macrpoiiku Bujeo-uaenTuduKamm i jgobasbre Kamepbl B FindFace Security, crpymnmmposaB ux c
Y9IETOM DPACIIOJIOXKEHUSI.

ITpumeuanme: IlpaBa Ha co3maHme TPy KaMep W KaMep HACTPAMBAIOTCH B PAa3PEIIEHUSIX OJIb30BATENIS
(eM. Vnpasaerue noavzosamensimu).

B atoin rnase:

e (Cozdanue epynnovi xamep

o J[obasaenue xamepvl

o Monumopure pabomovi xamep

7.1.1 Co3paHue rpynnbl Kamep

Coser: B cucreme JOCTyIIHA Ipynna KaMep 1o YMOJTIaHUWIO.

it co3/1aHust TPYIIIBI KAMED BBIIIOJIHUTE CJIEIYIONIUE JIeHCTBUS:
1. Iepetinure Ha BKIaAKy Hacmpotixu. Beibepure I'pynno. xamep.

2. Haxxmure +.
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HacTpoiku

3. Ha Bkianke Hngopmayus, BBeIUTE UMs IT'PYIIBL U IIPU HEOOXOIUMOCTH KOMMEHTAPH K Heil.

Hactponku lpynnbl kKamep

OBHble
BHelLHWiA BKUA
Ponw

Mon ATENN

Mpynnbl Kamep

7.1. YnpasneHne Bugeokamepamu
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Co3pgatb rpynny Kkamep Wndopmauys

1TE WK B

WEHaA

COXpaHWTh Hasag

4. Ecau BaM HYKHO BBIJIEJIUTH ONpeeeHHbIit sx3eMiisap findface-video-worker /st 00pabOTKU BU-
JIEOTIOTOKOB C JIAHHOW I'PYIIIBI KaMep, CO3/aiiTe Il BEIOEPUTE U3 YiKe CO3IAaHHBIX OJHY WM HECKOJIBKO
METOK.

IIpumeuanme: [Ijag Toro 4ToOBI 3aBEPIINTD BHIAEICHNE, TIEPEINCINTE METKNA B (bailae xoudurypa-
nuu findface-video-worker. Ilogpobuee cMm. [Ipusaska epynno. xKamep ¥ ax3emniapy findface-video-
worker.

5. Ecau cobpiTust oT KaMep, TpUHAJIEKAIUX OJHON I'PyIIe, TPeOyeTCs MeIyIIUIUPOBATD, T. €. UCKJIIO-
YUTh OJMHAKOBBIE COOBITHUs, ITOCTaBbTe (PJIaKOK Jledynauyuposams cobvimus 1 3aJaiTe B CEKYHIAX
UHTEPBaJ JelylInKanuy (MHTepBaJl, ¢ KOTOPBIM COOBITUS IIPOBEPSIOTCS HA YHUKAJIBHOCTD).

Ilpeaynpexxaenune: cmomp3yiiTe aeayIINKAIAIO OU€Hb OCTOPOXKHO. Kcam Kamepbl M3 OHOM
IPYIIBI HAOJIIOMAI0T Pa3Hble CIEHbI, HEKOTOpBIE JINIA MOTYT ObITh IpoIylleHbl. [lojgpobHee cM.
Ledynaurayus cobvimud.
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6. Ilo ymomganuio Ha Bcex ITPYIIAX KaAMep B CUCTEME MCIOJIB3YETCS YHUBEPCANLHDIT NOPO2 CPADATHIBAHUSI.
st Toro 4ToOBI YCTAHOBUTH WHIMBU/yaJbHBIN MTOPOr I TPYIIILI KaMep, nmocraBbre (iiaxkok Ilopoez
cpabamuiearus U YKAYXKUTE HYKHOE TIOPOrOBOE 3HAYECHIE.

Baxkno: g 607bIInHCTBA CIyYaeB PACIO3HABAHUS JIAI 3HAYEHNE, YCTAHOBJIECHHOE 10 YMOJIIAHIIO
JUIS YHUBEPCAJIBHOI'O II0POra CPA0OATBHIBAHUMA, SIBJIFETCH ONTHMAJIbLHBIM. He pexkomeHjyercss camocTo-
SITeJIBHO MeHSITh ero. Q0si3aTe/IbHO MPOKOHCY/IBTUPYATECh C HAIMMEU TEXHUYECKUMU IKCIIEPTAME 110
aapecy support@ntechlab.com.

7. Iocrasbre dazkok AxmusHas.
8. Haxxmure Coxparums.

9. Ha Bkianke Paspewenus Ha3HaYbTE IpaBa Ha pabOTy C IPYNIONH KaMep, YKa3aB, MOJIb30BaTesIM C
KAKUME POJISIMU PA3PEIIeHO U3MEHHATD/IPOCMATPUBATD €€ HaCTPONKU.

Cospartb rpynny kamep Mudpopmauus PaspelueHns

CoXpaHuTh

10. Haxxmure Coxpanumo.

7.1.2 [JobasneHue kamepbl

s mobaBsieHnsT KaMephbl B IPYIIILY BBITOJIHUTE CJIEIYIONIUE TeACTBUS:
1. Ilepeitmure Ha BKIAIKY Kamepo.

2. Haxkmure +.

Kamepbl F

N

Ctpanuua 1 &

;&, Kamepbl

3. BBemuTe HazBanme KaMeps! 1 J106aBbTE ee B 0JiHY u3 rpy1i. [Ipu HeobxouMocTn BBeINTE KOMMEHTAPUIT
K KaMepe.
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HobasnTb Kamepy

MBHaA

MapameTpbl

4. Bamaitre URL kameps! wim azipec Bujieodaiira st obpaborku, nanpumep, file:///data/some . mp4.
5. (Ounuonaynbho) Ykazkure reorpaduiecKue KOOPIUHATH KAMEDHI.

6. ITo ymomganuio Ha BCEX KaMepPax B CUCTEME UCIOJIb3YETCH YHUBEPCAAbHBIT nopoe cpabarbiBanus. s
TOroO 9TOOBI YCTAHOBUTDH WHIANBUIYAJILHDBIN ITOPOT JJIsT KaMepbl, TocTaBbTe (diiaxkok [lopoe cpabamuiea-
HUA U YKAXKATE Hy>KHOE IIOPOrOBOE 3HAYEHUE.

Backno: i G0ILIIMHCTBA CIyYaeB PACIIO3HABAHUS JIMI] 3HAYECHHUE, YCTAHOBJIEHHOE TI0 YMOJIAHUIO
J7IsI YHUBEPCAJTHHOTO TOPOra CpabaThIBAHUsI, SIBJASIETCS ONTUMAJBHBIM. He peKoMeHIyeTcs camMoCTo-
SITeJIBHO MeHSITh ero. Q0s13aTesIbHO IIPOKOHCY/IBTUPYATECh ¢ HAIIMMHA TEXHUYECKUMU IKCIEPTAME II0
ajgpecy support@ntechlab.com.
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7. TocraBbre duiazkok AxmueHas.

8. ,ZLHH TOTO YTOOLI HaCTpOUTHb o6pa60TKy BUJ€0, HaA2KMUTE Ha KHOIIKY HapaMempm 1 BHECUTE U3MCHCHUA:

Munumanrvroe xawecmeo uszobpasicenusa auye (filter_min_quality): MunnMmanbHOe Kade-
cTBO mn300pasKeHUdA JIUIA Mg OTHPaBKH Ha cepsep. He MenaiiTe 3HadeHme 1o yMoIda-
o (0.45) 6e3 npeABapUTEIbHON KOHCYJIBTAIMH C HAIIMMEH TEXHHYECKUMH CIEIUATHCTAMI
(support@ntechlab.com).

Murumarvrvits padmep AUUG (f ilter_min_f ace_size): MunuMa bHBINR pa3Mep JINIA B ITTKCEISIX
s oTIpaBky Ha cepep. Ecin 0, GUIbTp BBIKIIOUEH.

Maxcumanorod pasmep auya (filter_max_face_size): MakcuMaJbHBI pa3Mep Jiula B IUKCe-
JIAX JJIsl OTIIPaBKU Ha CepPBeD.

Kauecmeo corcamus (jpeg_quality): KauecTBo cxkarTus HOJIHOrO Kajpa JJid OTIIPABKH.

Onyuu FFMPEG (ffmpeg_params): Onnuu ffmpeg syia Buzieonoroka. 3aJa10Tcs MACCUBOM CTPOK
KJIIOY—=3Ha4eHune, Hanpumep, “rtsp _transport=tcp ss=00:20:00".

Bydgepruiti pesrcum (overall): Bydepnsiii peskum. OTIpaBisTh 115 JIUNA OJMH KAIP HAUITY IIIEro
KavecTBa.

Bpemennoti unmepsas (realtime_post_interval): BpemeHHON MHTEPBaJ B MUJUIUCEKYHIAX, B
TedeHre KOTOPOro B PEXKUMeE PEeaJbHOTO BPEMEHU BLIOMPAETCs JIyUIIni KaJIp C JIUIOM.

Omnpasasmy nepsoe auyo cpasy (realtime_post_first_immediately): Ecim true, ormpas-
JISITH TIepPBOE JIUIO U3 TPeKa cpaly IMOCje TOro, KaK OHO MPOiJeT yepes (pUIbTPHI KAYeCTBa, Pas3-
Mepa U peruoHa 3axBaTa (ROI), He JO0XKHUJIasgACh OKOHYaHUA IIepBOro realtime_post_interval
B peXrMe peasibHOro BpeMmenn. Croco0 OTIIPABKU MOCJIEIYIONINX N300PaKEHNUIl JINIA, 3aBUCUAT OT
YCTAHOBJIEHHOTO 3HadeHusi realtime_post_every_interval. Eciu false, oTmpaBiadTh mepBoe
JINIIO TIOCJIE OKOHYaHUdA IIepBOro realtime_post_interval.

Omnpasasmo aywwud kadp (realtime_post_every_interval): Eciu true, ornpaBiasiTs jrydmmii
KaJIp B KaxKJIOM mHTepBaJsie BpeMenu realtime post interval B pexxmme peaspHoro spemenn. Ec-
sn false, oTupaBagATh JIydmunil KaJp, TOJIBKO €CJIM €ro KadecTBO YJIYHUINNJIOCH 110 CPABHEHUIO C
NpeAbIAYyIIIM OTIPABJICHHBIM KaJIPOM.

Bpema ootcudarus omeema wa 3anpoc (router_timeout_ms): Bpems 0xKUIAHWS B MUJLINCEKYH-
JaxX OTBeTa Ha OTIIPABJIEHHBIN 3aIIpOC ¢ JIUIIOM.

Hoaywamo epementvie memyu u3 nomoka (use_stream_timestamp): Eciu true, ornpasiars Ha
cepBep BpeMeHHbIE METKU IOy YeHHbIe 13 TTOTOKa. Eciu false, orpaBisgTs TekyIue JaTy u Bpems.

IIpubasaams % epementvim memram (start_stream_timestamp): Ilpubapisars ykazsaHHOE KOJIU-
YeCTBO CEKYH]I K BPEMEHHBIM MeTKaM U3 ITOTOKA.

Ozpanuuenue ckopocmu npouepuisanus (play_speed): Eciau Menbie Hysisi, TO CKOPOCTb HE Orpa-
HAYUBAETCS. B OCTAIBLHBIX CIydasix MOTOK YUTAETCsI CO CKOpocThio play_speed. He nmpumennmo
J1JIsT TIOTOKOB C KaMep BUIEOHAOIIIOEHUS.

Pezuon caeorcenus (ROT): BritoyaeT [1eTeKTHPOBAHNE W OTCJIEKUBAHUE JIUI[ TOJBKO BHYTPHU 3a-
JTaHHOM MPSMOYTOJIBbHON 06s1acTh. Vcmonb3yiiTe NaHHYIO ONIUIO, YTOOBI YMEHBIINTL HAIPY3KY HA
cepsep.

Pezuon saxsama auya (ROI): Briroyaer orupaBKy Ha cepBep Jiul, OOHAPYKEHHBIX TOJbKO BHY TPH
WHTEPEeCYIONeit 00IacTH.

Coser: [lna zananus ROT/ROI yno6uo ucnonb3osarh Busyasbhblii Macrep. CHadasia cozmaiire
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kamepy 6e3 ROT/ROI, sarem oTkpoiiTe ee Jjisi peaKTUPOBaHWsI U HaXXMHUTe Ha KHONKY [lapa-
Mmempoi. Bl yBUInTEe BU3ya IbHBIN MacTep.

IIpu meobxommMocTH 3aaiiTe OMIMOHAJBHBIE MapaMeTpbl 00paboTku Buaeo. Jlas 3T0 HaxKmuTe Ha
KHOTIKY /J[onoanumenvHsie napamempot.

e @opmam FFMPEG (ffmpeg_format): Ilepenars dopmar FFMPEG (mxg, flv, u T. x1.), ecam on
HEe MOXKET OBbITh aBTOMATHIECKH OIPE/IeJICH.

e [Iposepamv SSL-cepmugpuram (router_verify_ssl): Ecuu true, nposepsars SSL-ceprudukar
cepBepa IIpu OTIpaBKe Ha Hero Jull yepe3 https. Eciu false, MoxkeT ObITH NIPUHAT CAMOIIOIIINCAH-
HBIM cepTudUKaT.

o Munumasvnan unwmencuerocmo deusicenus (imotion_threshold): MuHHMAa/JbHAS HHTCHCHB-
HOCTb JIBHKEHH, KOTOPas Oy/IeT PETNCTPUPOBATHCA JETEKTOPOM JIBUKEHNS.

9. Haxxmure Coxpanumso.

ITpumeuanne: Kaxjas Kamepa CBsI3aHa ¢ TaK Ha3bIBaeMbIM job-3ajiaHueM, 3ajadeii Ha 00pabOTKy BUJIEO,
cojiepzKaliieit mapamMeTpsl KOHGMUTYPAIUH U JaHHbIE BUJIEOIIOTOKA, KOTOPas HA3HATAETCS OIPEIEIEHHOMY K-
semiuisipy findface-video-worker. Jannas 3amada MOXKeT ObITh nepesaityiieda (cM . Monumopune pabomaol
Kamep).

7.1.3 MoHuTtopuHr paboTtbl kKamep

MonuTopunr paboThl KaMep BBIMIOJIHSAETCS Ha BKJIaJKe Kamepol.

Kamepbl
ObpabaTbiBak

CrpaHuual &

CUTB DUNLTPE

N Kameps!

Crarycbl Kamep:
e 3estenblil: naeT o6paboOTKa BUIEOIIOTOKA C KAMEPHI, IIPObJIeM He 0OHADYKEHO.

e JKenrwiit: kKamepa paboraer Menee 30 CeKyHJ WM MMEIOT MECTO OJHA WMJIA HECKOJIBKO OIMMOOK Iph
OTIIPABKE JINII.

e KpacHuprit: kamepa He paboTaer.

e Cepblii: KaMepa OTKJIIOYEHA.

CoBet: Bor Moxkere HaCTpoUTh O0TOOPAXKEHUE 2KEATOTO U KPACHOTO CTATYCOB HA OCHOBAHUU JOJIU IIPOILY-
MMEHHBIX KaJPOB U JIOJIM HEYIAIHbIX OTIPABOK JIUI] Ha cepBep. lJIst 9Toro u3MeHuTe cjie Iy omne mapaMerphl
B daitsre kouduryparun findface-security:
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sudo vi /etc/findface-security/config.py
FFSECURITY = {

# maxz camera frames_dropped percent
'MAX_CAMERA_DROPPED_FRAMES': {'yellow': 0.1, 'red': 0.3},
# maz camera faces_failed percent
'"MAX_CAMERA_FAILED_FACES': {'yellow': 0.1, 'red': 0.3},

s KaXk0if KaMepbl MPEJOCTABJISETCS MTOJTHAST CTATUCTUKA: ITPOJIOJIKUTETFHOCTh TEKYIei ceccuu obpa-
OOTKM, KOJUIECTBO OTIPABIEHHBIX JIUIl, KOJUIECTBO JIHUI, OOpabOOTAHHBIX C OMMOKAMHI ITOCJE ITOCJIETHETO
repe3alycKka job-3aaHusi, KOJIUYECTBO MPOILYIIEHHBIX KAJPOB U JIPYrue JIaHHbIE.

ITpumeuanmne: Kaxmas kamepa cBsi3aHa C TaK Ha3bIBAEMbIM job-3ajanueM, 3aja4eil Ha 00pabOTKy BUJIEO,
coJiepIKaIieil mapamMeTpbl KOH(MUIYPAINT U JTAHHBIE BUIEOIIOTOKA, KOTOPasi HA3HAYAETCS OIPE/IEIEHHOMY K-
zemmisipy findface-video-worker. Jlammas 3a/adua MOXKET OBITH MTEpE3amyIIeHA.

st mepesattycka job-3ajiaHusi OTKPOiiTe HACTPONKU KaMephl U HAaXKMUTe Ha KHOUKY [lepesanycmums. [lpu
9TOM KOJIMIECTBO OIMMOOK OyeT 0OHYJIEHO.

IIpu 6osbroM KOTMYECTBE KAMEP B CHCTEME UCIOJIb3YITe Ciemayonue (DuaIbTPhL:
o ['pynnoi Kamep,
o Axmuenwil,
o C'mamyc.
CmMm.Tak>xke:
o [Ipusaska epynno. kamep K sksemnaapy findface-video-worker

o Jledynaukayus cobvimuil

7.2 MoHuTopuHr nuy,. YnpasseHne 06a30ii JaHHbIX A0OCbe

JlanHas riaBsa MoCBAINeHa MOHUTOPUHTY 00HAPYKEHHBIX JIUIT 1 paboTe ¢ 6a30# JaHHbIX Jocke. Kazkmoe moche
COJIEP’KUT OJIHY WJIH HECKOJBKO (boTorpaduii MepCcoHbl U KIACCH(UIUPYETCs IO TPUHAJIIEXKHOCTH K TOMY
WJIM UHOMY CIHUCKY HAOJIIOIEHNs, HAIIPUMED, K YEPHOMY WJIU OeJIOMy B CAMOM IIPOCTOM cJiydae. Bbl MoxkeTe
CO3/1aTh HECKOJIBKO CITMCKOB HabJIFO/IEHNsI, HAIIPUMED, B 3aBUCUMOCTH OT yPOBHSI OMACHOCTH WJIM, HA00OPOT,
CTATyCa MEePCOHBI.

Cosert: [ljis1 aBTOMATHYECKOTO CO3/IaHUsT OOJIBITOTO KOJUIECTBA JOChEe UCIIOIb3yHTe (hyHKkuuonar nakemiol
3a2PY3KU.

B atom paspene:
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o Monumopune ne3apezucmpuposaHnls AUl
e Cosdanue cnucka nabaroderus

e (Cosdanue docve spyunyio

o [laxemmnas 3aepysxa gomozpaduil

o Quavmparus docve No CnUCkam HabA00eHU

o Ouucmra 6a3v. darnvix docve

7.2.1 MOHNTOPUHI He3aperncTpupoBaHHbIX NnL,

Bazosas kondurypanus FindFace Security y»ke comepKuT mpeyCcTaHOBIIEHHBIN CIIMCOK HAOJIIONEHNUS, TIPEI-
Ha3HAYEHHbIH J1JIs MOHUTOPUHIA HE3APErUCTPUPOBAHHBIX B CUCTEME JIUII, T. €. JIUII, JIJIT KOTOPBIX OTCYTCTBY-
IOT COBIAJEHUs C mochbe. JIaHHBIN CIMCOK HAOJIOMEeHNs HEe MOYXKET OBITh yIAaJieH u3 cucreMbl. s pemax-
THUPOBaHUsI HACTPOEK WJIA JE3aKTUBAIMU CIHUCKa, Iepeiiaure Ha BKJIaIkKy Hacmpotxu. Beibepure Cnucku
Hab6AI00eHUA M OTKPOIiTe HACTPOIKY criucka, mmegkayB Unmatched B Tabiurie.

HacTpoiiku PefakTupoBaTb CNUCoOK HabnoaeHns VngopmMauua

Cnucku HabnoaeHna

INuue

EHTauu4d

eHTauma APl

CoxpaHuTh

ITpumeuanue: [ljgs Toro 4robbl OTOOPA3UTH B CIKCKE COOBITUI TOJBKO HE3aPErMCTPUPOBAHHBLIE JIUIIA,
Boibepute 3Havenue Unmatched B duibrpe Chucku nabarodenus Ha Briaigke Cobvmus (moppobHee M.
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Paboma ¢ cobwmusamu).

7.2.2 Co3paHune cnucka HabnoageHus

Itst co3manns mMoab30BaTE/IBLCKOTO CITMCKA, HAOJIIOACHNS BBITIOJHATE CACIYIONIAE ICHCTBUI:

Cosert: Ilomumo crimcka Habmoneans: Unmatched j1jist MOHUTOPUHTA HE3aPErNCTPUPOBAHHBIX JIUI, B CUCTEME
10 yMOJIYAHUIO Y2Ke CO3JaH CIMCOK JIJIsi MOHUTOPUHTA, JIUIL 110 6a3e jioche. JaHHbIN crincok HabOJIOgeHns He
MOXKEeT OBITH YJIAJIEH U3 CACTEMBI.

1. Iepeiiaure Ha BRIAaJIKY Hacmpotixu. Beibepure Cnucku nabarodenus.

2. Haxxkmure +.

Hactpounkun Cnuckum HabnwgeHns YaanuTb Boe focke

Cnucku HabnwageHus

NMnue

Taums

Taumua API

3. B HaJ’[I/ITpe Mem%a BLIGepI/ITe IIBET, KOTOpI)IfI 6y‘JleT HNCIIOJIB30OBATHCA B CO6I>ITI/I${X paCHOSHaBaHHH HepCOH
n3 JaHHOI'O CIIMCKa. HpaBI/IJH)HO BbI6paHHbII7'I IBET IIOBLIIIACT 6bICTpOTy pearupoBaHusd oliepaTopa Ha
coobITHE.
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Cospartb cnucok HabnoaeHus WHbopmaLms “a3peLleHna

Default Camera G

CoXpaHWTh

. Bemure HazBanue crucka zHabmonenus. [Ipu HeobxommmocTn 100aBbTe KOMMEHTADHH.

Bribepure rpymmy Kamep, KOTopasi O0y/1eT UCIIOIb30BATHCS JIjIsI MOHUTOPHUHTA CITUCKA HabToennst. Ecmm
rpyIia KaMep He BbIOpaHa, CIIUCOK HaOJIIOJIeHNsT OYJIeT OTCIEXKMBATHCS BCEMU aKTHUBHBIMU KaMePaMU
B CHCTEME.

ITocraBbre daxkok Tpebosamsb nodmeeporcderue, eciin Jjis JAHHOTO CIIMCKA OIEPATOD JOJKEH B 00s-
3aTEJILHOM IOPSIJIKE MMOITBEPIUTH IPUHATHE COOBITHSI.

HpI/I H€O6XOLLI/II\/IOCTI/I BKJIIOYNTE 3BYK IIPDU ITOABJIEHUN COOBITHST JJId JTaHHOI'O CIIMCKa.

ITo ymosigaHmio KO BCEM CHOUCKAM HAOJIIOJEHUS B CUCTEME IPUMEHSIETCS YHUBEPCAALHVIL TOPO2 CPa-
oamuvisanus. st Toro 9TobBI 33aTh WHAMBUIYAIbHBI TOPOT st CIUCKA HAOJIIOIEHUS, TTOCTABHTE
daaxok I[lopoz cpabamvisarus 1 yKaKUTe HY2KHOE 3HATEHUE.

Baxknao: i 60BIIMHCTBA CJIyYaeB PACIIO3HABAHUS JIMI 3HAYEHUE, YCTAHOBJIEHHOE TI0 YMOJIIAHUIO
JJIsT YHUBEPCAJILHOTO TIOPOra CPabaThIBAHUS, sIBJIIETCS ONTHUMAJIBHBIM. He peKoMeHIyeTcs caMoCTo-
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ATEILHO MEHATH ero. O6g3aTesIbHO POKOHCYILTUPYHTECh ¢ HAIMUMHA TEXHUIECKUMU JKCIIEPTAMU II0
agpecy support@ntechlab.com.

9. IMocrasbre duraxkor Axmuenuiil.
10. Haxwmmure Coxparumo.

11. Ha Bruajke Paspewenus Ha3HAUBTE IIPaBa Ha CIMCOK HAOJIIOJECHUs, YKA3aB POJIHU MI0JIb30BaTEEeH, KO-
TOPBIE CMOT'YT U3MEHSITh/IIPOCMATPUBATH €r0 HACTPONKH.

Co3patb cnucok HabnogeHus Whdopmauns  PaspeweHns

CoxpaHnTb Haszag,

12. Haxxmure Coxparumo.

7.2.3 Co3paHune pocbe BpYy4HYIO

Jiis co3manus 10Che BPYUHYIO BBIIOJHUTE CJIELYIONINE NeACTBUS:
1. B Beb-unrepdeiice mepeiinure Ha BKIAIKY Jlocve.

2. Haxxmure +.
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Hocbe +

AKTWUBHble: 7, Bcero: 7 /

3. JlobaBbTe ofHY MM HECKOJBKO (poTorpacuii, mMeronine OTHOIEHNE K Jiey (ailyibl 1 BBEIUTE MUMSI
4qesioBeka. 1lpu HeobxoaumocTn j106aBbTe KOMMEHTAPHIA.

Baxkno: Jlumo #a dpororpadun 10MKHO OBITH HAJJIEZKAIIETO KAIECTBa, T. €. B OJIM3KOM K aHdacC 1I0JI0-
xennu. Paccrosiaume mexty 3padkamu: 60 px. [lognep:kusaembie popmarer: WEBP, JPG, BMP, PNG.
IIpu mecooTBeTcTBHM hoTOrpadun TpeboBaHMAM Oy/IeT BBIBEJIEHO COODIEHNE C ONMCAHUEM OINUOKH.
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Cos3paTtb gocbe

Default Watch List &

CoXpaHuTh

4. 13 packpsiBatorerocst cnucka Cnucku nabatodenus BbIOEpUTE CIMCOK (MM HECKOJBKO CIIUCKOB, 110
o4epe/in), B KOTOPBIH cyiefiyeT J100aBUTh J0CKE.

5. Tlocrasbre daxok Axmustoe. Eciu qocke HeaKTUBHO, OHO He OyJeT UCIOIb30BATHCS JJIsT UAeHTH(hDU-
KalliU JIUIA B PEKNMe peaslbHOTO BPeMEeHM.

6. Haxxmure Cozxparumo. Eciin moxoxee Jochbe yzke CyIeCTBYeT B 0a3e JaHHBIX, BbI CMOYKeTe BbIOpaTh,
OO'BEIMHUTH JIX €0 C HOBBIM JIOChe, OTMEHHUTH CO3/IaHIe HOBOT'O JIOCHE, B JIIOOOM CJlydae CO3/IaTh HOBOE.

7.2.4 TlakeTHas 3arpy3ka coTtorpaduii

s co3manms OOJIBINIONO0 KOJUYIECTBA JTOChE UCIOJb3yiTe (DyHKIIMOHA MAKETHON 3arpy3ku. BoimosHunre
caeayomue NeiicTBUL:
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Coser: Eciu kommuectBo gocke npesbimaer 10000, ucronsayiire [akemuas 3azpyska gomozpadut wepes
KOHCOAD.

Baxxno: Jluno ma dororpadusx JOKHO ObITH HAJIEXKAIEro KadecTna, T. €. B OJU3KOM K aHdac ImoJjo-
xennu. Paccrosane mex iy 3paukamu: 60 px. [lognepxusaembre opmarer: WEBP, JPG, BMP, PNG. Ilpu
HecooTBeTcTBUM (hoTorpadun TpeboBaHusIM Oy1eT BBIBEJIEHO COODIEHNE C OIMMCAHUEM OINUOKMU.

1. B Beb-untepdeiice mepeiiaure Ha BKIAIAKY /ocve.

2. Haxkmure +.

[ocbe L

AxTmeHble: 7, Beero: 7 /

3. Haxxmure Iaxemnas 3aepysra docve.

Co3zpatb oocbe

4. Bribepute dotorpadun s 3arpy3ku modaioBo MM yKaXKUTe MANKy ¢ hoTorpadusmu.
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NELGIGEE 3darpy3ka gocbe

JKypHansl

BuiGpaTh Gaiins WK BhiGpaTh MMPEKTOPUIO

5. Nmena daitnos ¢ dpororpadusiMi MOXKHO UCIOIB30BATh KAK OCHOBY JIJIsi UMEH U /UM KOMMEHTAPUER
B CO3/IaBAEMBIX JI0Che. Boibepure Hy:KHBIH BapuanT(bl). 3areM HACTPONUTE MPABUJIO (DOPMUPOBAHUS
UMEHU ¥,/MI1 KOMMEHTapus, Z00aBUB [OJIb30BATeIbCKUN peduke u,/min nocrduke Kk umenu daiiia.

CoBer: Bo usbexanme ciusnne 3-X CJIOB B OIHO, UCHOJIB3YUATE CUMBOJI [IOYEPKUBAHUS WU IPOOES
B ipedpurce um moctTdurce.

6. U3 packpsiBatoierocs cimcka Cnucku nabarodenus BbibepuTe CHUCOK (UM HECKOJIBKO CIHMCKOB, II0
ouepejin), B KOTOPBIi ciieiyer j100aBUTh CO3aBaeMble J[0Che.

7. B napamerpe Ilapaaseavras 3azpysra 3a1aiiTe KOJUIECTBO IIOTOKOB 3arpy3ku ¢pororpaduit. Hem 60516~
Ile TIOTOKOB, TeM ObIcTpee OyJIeT 3aBepIieHa 3arpy3Ka, OJIHAKO TaKxKe HoTpebyercs u OoJibliiee KOJIU-
YECTBO PECYPCOB.
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8. U3 packpbiBarolierocsi crucka I pynnosas gomozpadus BbIOEPUTE, KAK JOJIKHA IIOCTYIUTH CACTEMa
[IpY HAJIMYMH HECKOJIbKUX JIUI[ Ha (oTorpaduu: OTKJIOHUTE (oTorpaduio, 3arpy3uTh camMmoe OOoJIbIIoe
JIUIIO, 3arpy3UTh BCE JIUIA.

9. [z 3ammycKa MakeTHOro CO3JaHust J0Che HaXkMuTe Ha KHOUKYy Cmapm.

Baxkno: st mpocMoTpa Jjiora makeTHON 3arpy3Ku Ha)KMUTe Ha KHONKY X YypHaavl. 3aTeM IIpu Heob-
XOJIUMOCTHU MOYKHO CKadaTh JIOI B hopMaTe .CSV.

>KypHanbl NakeTHOM 3arpy3ku

CTpanmua 1 &

CkavaTb

Ckad4aTb

CkavaTb

CTpaHuua 1 &

7.2.5 ®OunbTpaums gocbe No cnuckam HabnrogeHus

Bce cozmannbie B FindFace Security mocke orobpazkarorcst Ha BKJIaJke Jlocve. cnosbsyiite dunbsrp Cnucku
HabA100eHUA, ITOOBI OTPUIBTPOBATD JTOCHE IO CIIMCKAM.

Oocbe YaanuTs

AkTueHbie: 3, Bcero: 3

CTpaHuual &

KpacHbIi cnucok @

oTely

KpacHbIid cnMcok

T CBPOCHTL GUNLTPbI

KpacHbIH cnuMcok
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7.2.6 Ouucrtka b6asbl gaHHbIX A40Cbe

Bor moxkere ounctuTh 6a3y JAaHHBIX JIO0ChE B OJMH KWK IeaukoM. J[jist aToro mepeiinnre Ha BKIaaKy Ha-
cmpotiku. Beibepure Cnucku nabarodenua. Haxxvure Ydaaumov ece docwe.

Cnuckn Ha6ﬂl0,EI,EHIf1FI VOanuTe BCE AochLe

7.3 YnpaBneHue nonb3oBaTensimMmu

B atoii rnase:

IIpedycmanosaermovie posu

Cozdanue 1o6ot poru
o [nasHasn U JONOAHUMENDHAA POAL NOABI0BAMENT,

Cosdarue noavsosamens

[ ﬂea%:muea'@uﬂ uAU IUOCL/LGHUG NnoAv306aMENA

IIpedocmasaerue admunucmpamopy npas Ha CucmemHsle NAG2UHbL

7.3.1 lNpepycTaHoBNEHHbIE posn

s pabors ¢ FindFace Security mpeaycMoTpeHbI ciieyolye IpeyCTaHOBJIEHHBIE POJIN:

o Ajvunucrparop. O6Ja1aeT MOJHBIMU IPABAMU HA YNPABACHUE BUICOKAMEPAMU, 0a30T dannvr docwe,
coObITHit, mosb3oBaTeasymu FindFace Security, a Tak»ke MOJHBIM JOCTYIIOM KO BCEM OCTAJBHBIM (DYHK-
TIHSIM.

Baxkmno: Cynep A,HMI/IHI/ICTpaTOp HE MOXKET JIMIIUTBHCA IIpaB a/IMUHUCTPATOPa JazKe IIpU CMeHe PDOJIA.
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e Oneparop MOXKeT CO3/aBaTh JIOChE BPYYHYIO, IIOJIYYATh U IIOATBEPIKIATH COOBITHS, BBIIIOJIHSITH ITOMCK
Jiar B crucke cobbrrmii. OcrajibHble JaHHBIE JOCTYIIHBI B PEXKUME UTeHUs. BO3MOXKHOCTE NaKEmMH020
co3danus Jdocve HeIOCTYIIHA.

e [losb3oBarens. Ob/a1aeT TpaBaMu TOJIHKO HA TOATBEPXKIEHIE COOBITUI U TIOUCK JIHIL B 6a3e coObIThit
u nocke. OcraibHas HHOOPMAIIUS JTOCTYIIHA B PEKUME UTEHUS.

Bror moxxkere n3mennTh NIpUBUJIETUU IIPDEYyCTaHOBJICHHBIX poneﬁ, a TaKzKe CO3/1aTh HOBbIE PDOJIA.

7.3.2 Co3paHue HOBOW ponn

s co3maHus HOBO# POJIM BBITIOJIHUATE CJIEIYIONINE IeCTBUS:
1. Ilepeitaure Ha BKIaAKYy Hacmpotixu. Beibepure Poau.

2. Haxkmure +.

Hactpounkn

HOBHble )
Adminis
BHeLlHWiA Bua,

Ponwm

eHTaLMA

Tauus API

HacTtpoiiku

3. Ha Bkiajnke Hngpopmayus 3a1aiiTe UMsi POJIH.
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MHdopmauma

CoXpaHuTb

4. Haxxwmure Corpanumo. Psitom ¢ Britagkoit Hngopmaryus MOSABSITCS JOMOTHAUTEIbHBIE BKIa K. Ha maH-
HBIX BKJIAJKAX MOXKHO 3a/1aTh IIPABA HA OUpEeIeHHbIe crncKu Habonenus (Braaaka Cnucku nabaro-
denus) u rpynibsl Kamep (I'pynnot kamep), a TakKe IPUBUIIErHU HAa pABOTy ¢ CUCTEMHBIME (DYHKIUSIMA
u obbekramu (Paspewenus).

IIpumeuanmne: Hamnpumep, ecoiu BbI ycTaHaBauBaeTe HeT Jj1s1 ONpeie/IeHHON IPYIIIBI KAMED Ha BKJIAI-
ke I'pynno. xamep, TOJIH30BATEIN C JAHHON POJIBIO HE CMOTYT paboTaTh ¢ 3TOM IPYIIoi KaMep. YcTa-
noBka HeT 1 cameragroup Ha BKJajKe Paspewenus He MO3BOJUT MOJIH30BATEISM IPOCMATPUBATD U
paboTarh CO BCEMH I'DYIIIAMHI KaMep.

IIpumeuanne: IIpaBo Ha coOBITHE CKIIABIBACTCH M3 IIPAB HA COOTBETCTBYIONLYIO KAMEDPY W CIIMCOK
nabsonenns. g mpocMoTpa cOOBITHIA, /I8 KOTOPBIX HE HailJeHbl COBIAJIEHUS C JI0ChEe, TPEOyIOTCS
TOJIBKO IPaBa Ha KaMepy.

[Tonusrit crincok obbekToB FindFace Security:
e dossierlist: cnucku nabaodenus;
e dossier: docwve;
e dossierface: homo 6 docwe;
e cameragroup: 2pynna Kamep;
® camera: Kamepa;
e listevent: cnucok cobvimuil;
e eventepisode: snuzodu
e uploadlist: coucok dororpaduii B naxemotil 3a2pysxe;
e upload: asement (dHOTO) B MAKETHOMN 3arpys3Ke;
® user: NoAbL30BAMEND;
e webhook: sebryr;
e videoarchive: udenmugpurauyus isuy 6 6udeodatiiGr.
e counter: cuemuuKy AUY U CUAYIMOE
® person: 2aaepes nepcon

Bo1 Takke MoxkeTe BKIIIOYATD U OTK/IIOYATH IPABA HA CJIEIYIONUI (DYHKITMOHAJ:
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e configure_sova: KoHdurypaius narerparuu ¢ cucremoit Cosa

e configure_genetec: kouduryparmst unmezpayuy ¢ Genetec;

e configure_ntls: koudurypamus cepsepa auyendut findface-ntls.

e batchupload_dossier: naxemnoe cosdarue docve;

e view_runtimesetting: mpocmoTp ocnosnobir nacmpoer FindFace Security;

e change_runtimesetting: m3Mmenenue ocHoBHbIX HacTpoek FindFace Security

BriBpaTtb BCE OTMEHWTb BCE

L R KR R R R K AREK

v
v
v
v
v
v
v
v
v
v
v
v
v
v

7.3.3 MhaBHasa n gonosiHMTEsNbHAs PoJib NOMb30BaTeNsi

Bbl MoXkeTe Ha3HAYUTE I10JIB30BATEIO MIpUBUJIECTUU, UCIIOJIB3Yd CJIeAYIOIINEe POJIN:
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o [rasHasn POAb: OCHOBHadA POJIb HOHBSOBaTeHﬂ,O6H3aTeHbHaH A1 HazHaueHus. [loib30BaTEII0 MOXKHO
Ha3HAYUTDH TOJIBKO OJHY TVIaBHYIO POJIb.

e Poab: nomoHUTEIbHAS POJIb MOJIB30BaTe/IsI, Heobsi3aTe/ibHast JJisd HazHavdeHust. O IHOMY TOJIb30BATEIIO
MO2KHO HA3HAYUTH HECKOJIHLKO pouieil. CBsA3aHHble ¢ HUMU IIpaBa OyayT J00aB/IEHBI K IIPaBaM, MIPEI0-
CTaBJIAeMbIM IJIABHOI POJIbIO.

Bce nonpzoBaTenu, npuHaieKame K onpeeeHHON OCHOBHON POJIM, aBTOMATUYECKH MOJIYYIAI0OT JIOCTYII K
rpyumnaM Kamep (1 Kamepam BHYTPU TPYIIIbI) U CIUCKAM HAOJI0eHus (U JOChEe B 9TUX CIUCKAX ), CO3JIAHHBIM
[IOJTb30BATENIEM C TOI K€ OCHOBHOU POJIBIO, C YIE€TOM IIPUBUJIETUI, OMPEIEJCHHBIX UX JIONOJHATETHHBIMI
pOJISIMU.

CMm.Tak>xke:

Cosdarue nosb3osamens

7.3.4 Co3pgaHve nonb3oBaTens

s co3maHns HOBOTO TOJIB30BATEJIS BBIMIOJIHUTE CJIELYIONINE NeHCTBUS:
1. Ilepeitaure Ha BrIaaKy Hacmpodtixu. Boibepure Ioavzosamenu.

2. Haxxkmure +.

HacTtpoiku Nonb3oBaTenu

JBHBIE

BHelHWiA 1A,

1eHTaumA

1eHTauma API

HacTtpoiiku
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3. BajaiiTe uMs 10JIB30BaTE s, JIOTUH U 1apoJib. [Ipu HeobxouMmocTn 106aBbTe KOMMEHTAPHIA.

4. U3 packpsbiBatonierocsi MeHio Roles BoibepuTe OJHY Wi HECKOJIBKO I0JIb30BaTe/IbCKIX poJieit. Haznaub-
T€ OHH U3 HAX OCHOBHOIA.

Cospatb nonb3oBaTens

narkyw-huccab-hi Strong Password

narkyw-huccab-hi Strong Password

Oneparto

Co3naTh

5. Iocrasbre diiazkok AxmueHbiil.

6. Hazxkmure Coszdamo.

7.3.5 [JeaktuBayusa wnn yaaneHue nonb3oBaTens

Jist Toro 4To6Bl 1EaKTUBUPOBATDH II0JIB30BATENsI, CHUMHTE (PJIaKOK Axmuenvill B CIHCKe [OJb30BaTe el
(Hacmpotxu -> Ioavzosamenu).

st ynasnenus noas3osarens u3 FindFace Security menkauTe o ero joruny B crincke. Haxkmure Ydasumo.
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7.3.6 lNpepocTaBneHne agMMHUCTPATOPY NPaB HA CUCTEMHbIE NAAruHbl

ITaker FindFace Security Bkitouaer B cebst OOIMUpPHBIIT HAOOP CUCTEMHBIX ILIATMHOB, KOTOPhIE 00ECTIEINBAIOT
cieytomye QyHKIUT:

® IIapTHEPCKUE MHTErPalluu,
e yIIpaBJieHUE PacIIpeJieJIeHHOM 6a30ii J0che,
® ABTOpU3AINS C MCIOJIb30BAHUEM KPUITOIPAMUIECKOTO CePTUMUKATA.

CucreMHBIE TJIAMMHBI BKJIIOYAIOTCS BPYJIHYIO depe3 dair Kordurypanuu findface-security.

ITo YMO/IT9aHUTIO A,ELMI/IHI/ICTpaTOp He O6,J'IajlaeT IpaBaMi Ha CUCTEMHbIC IIJIalMHbI. ZLJ'IS{ npeaocTraB/I€eHU IIPpaB
A,HI\/II/IHI/ICTpaTOpy, BBIIIOJIHUATE CJIEAYIOIe ,HGIU/ICTBI/IHI

1. Brurrounte cucremusbiit marud B (aitie koudurypanun findface-security.

2. TIoBTOpPHO BBIMIOJIHATE TIEPEHOC OCHOBHON apxXWTeKTypbl 0a3bl jaHHbIXx n3 FindFace Security B
PostgreSQL.

sudo findface-security migrate ‘

3. 3aHOBO co3jaiiTe IPyIIbI [T0JIb30BaTE/ell B OCHOBHOI 6a3e JaHHBIX.

’sudo findface-security create_groups ‘

4. Ilepezamycture cepuc findface-security.

’sudo systemctl restart findface-security.service ‘

7.4 CyeTymku Ny N CNNy3TOB

Baxkno: [lis nojcuera CHIYyITOB HYKHO IPEABAPUTEIBHO BKJIIOUUTH UX 0eMeKmuposaHue.

FindFace Security mo3BoJisieT 1o/ICIUTHIBATE JIMIA U CHIYITHI Ha IIOJIKJIOUEHHBIX KaMepax. Jlanuyio dyHk-
IIMOHAJILHOCTb MOXKHO HCIIOIB30BATh B PA3IMIHBIX IEJIAX, HAIPUMeEp, AJId MOACYeTa JTIOAeH B odepeldax u
30HAX OXKMJIAHUsI, MOHUTOPUHIA ODINECTBEHHBIX COOPaHUil, IIPeJOTBPAIEHIs CKOILJIEHNST JIIO/Iel U T. .

MGTO,IL I1oJJc4eTa OCHOBaH Ha BPEMEHHBIX Cpe3aX. 1o O3Ha4daeT, 9TO CYETUYUK CHUTaET JINlla U CUJIY9TBhI Ha
CTaTUYIECCKUX CKPUHIIOTaX, KOTOPbIE JdeJIal0TCA C 3aJaHHBIM HHTEPBAJIOM. CueTunk ITIOKa3bIBa€T, KaK KOJIN-
YEeCTBO JIMI[ 1 CUJIY9TOB MEHAECTCA CO BpPEMEHEM.

B atom paspene:

e Hac mp olika c4emuuKos

Cosdanue cuemyuxa

Ipagur cvemyuka

Paboma ¢ sanucamu cuemuura

o Hacmpotixa sebryka daa cuemyuura
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7.4.1 HacTtpoiika cyeT4ukoB
I HACTpO#KHU CcUeTIMKOB OTKpoiTe daitn kKoudurypanun findface-security u m3MeHHTE CJIEIYIOIINE
napaMeTpBhI:

e COUNTERS_SAVE_FULLFRAME ompeiesisieT mapaMeTpbl COXpAHEHUs TMOJTHBIX KaIpOB ITpu paboTe cueTdn-
KoB: always (Bcerja), detect - COXpaHSATh, TOJILKO €C/IH ObLIM OOHADYKEHBI JINIA WM CUIY3ThI, Never
(nukorma).

e COUNTERS_FULLFRAME_JPEG_QUALITY: kadgecrBo JPEG mosubIX Kampos,
e COUNTERS_THUMBNAIL_JPEG_QUALITY: kauectBo JPEG Munuatiop.

sudo vi /etc/findface-security/config.py

# counters full frame saving options:

# “always’ - save always
# “detect’ - save only i1f faces or silhouettes have been detected
# ‘never - never save full frames

'COUNTERS_SAVE_FULLFRAME': 'always',
'COUNTERS_FULLFRAME_JPEG_QUALITY': 75,
'COUNTERS_THUMBNAIL_JPEG_QUALITY': 75,

7.4.2 Co3paHune cuyet4ymka

Jutst co3mannst CIeTINKa BBITIOJHUTE CJEIYIONne AeHCTBUS:
1. Ilepeitgure Ha BKIanKy Cuemuuku.

2. Haxxmure +.

CyeTymkmn

CHeT4yrKKn

3. YKaxKXure nMs CUeTInKa.
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Co3pnartb cYeTunK NHbopmaLua

\KTHBHbIIA

CoxpaHuTh

4. Beibepure Kamepy Jjisl MOCYETA.

5. BamaiiTe HHTEPBAJI MEXKJY ABYMsI IIOCIEI0BATEIbHBIMI CKPUHIIIOTAME, UCIOIH3YEMBIMA Il TO/ICIETA
JIUIL ¥ CHJLYSTOB.

6. Ycranosure duiazkok Onpedeasmv Auya JJisl IOJACIYETa, JIALL,

7. YcraHoBUTE Cb.)'[a}KOK Onpe@eﬂ.ﬂmb CUAYIMDBL JJId TOACHETa CHUJIYITOB. ﬂeTeKTI/IpOBaHI/Ie CUJIy9TOB
JOJIZKHO OBITH GKAIOUEHO.

8. Y6emurech, 94TO JJIsI CIETUNKA YCTAHOBJIEH (DIIAKOK AxmueHoiil.
9. Haxxmure Cozparumos. B pesysibrare HOSBITCS JIBE HOBBIE BKJIAJIKU.

10. (Onnmonasnbno) Ilepeiinure na BKIaaky Pezuon 3axeama, 9To6bl 3aJIaTh PErMOH OTCJICKUBAHUS JIMI]
7 CWJIYITOB B IOJIE 3PEHUS KaMePhI.
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PEﬂ,aKTMDOBaTb cCYEeTHYUK Wudopmauma PervoH saxsata nuua

BaTa nuua

7.4.3 Tpaduk cyeT4yuka

st Toro uTobbl yBUIAETH TpadUK CIYETINKA 3a MOCJEIHIE YaC, CYTKU WA HEJENI0, MepeiiinTe Ha BKIAIKY
I'pagpux B HACTPOHKAX CUETUUKA.
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PepakTMpoBaTh CYETYMK vauMa  Peruon : rpaduk

Yac | [eHb Hepena

7.4.4 PaboTa c 3anucamMm cHeTuunka

Craruueckue CKPHUHIIOTHI, CACJTaHHBbIE CICTINKOM, C YKa3aHHEM KOJIMYIECTBa JINI[ U CHJIY93TOB Ha HHUX COXpa-
HAIOTCA KaK T. H. 3allUCH CHETYUKa.

st mpocMoTpa 3amnuceil cuerdnka nepeiaure Ha BKIAAKY Cuemuuku U HaKMHUTE Ha HYKHBIN CUETIHK.
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3anucK cHeTYmKa

CTtpanuua 1 2

CBpocuTb HUNLTPLI

st paboTHI € 3AMACSIMEU CUETUMKA UCIOJIB3YHTE CIeIYIomme (pUIbTPhL:
o Cueruuk
o Kamepsnr
e ['pynmsl xamep
e [lepuosi Bpemenu
o KosmuecTBo Il B 3a11cu
e KonmudecTBo CHIySTOB B 3aIiCH

e Id zamnucu

7.4.5 Hactpoiika Bebxyka ans cyet4yunka

Jtst TOro 9T0OBI ABTOMATU3NPOBATH MPOIIECC cOOPa CTATUCTUKU, HACMPOUme 6e6TyK Ha cpabaThIBAHNE, €CJII
3AIUCh CIETIUKA COJEPIKUT OIPeJIeJIEHHOe KOJTUIECTBO JIUI ¥ CHJIYITOB.
CwMm.Tak>xke:

L[] ﬂ(iTTL(iK?Tﬂ,Up()G(MI/UC CuAYIMOo6

e Bebryru

7.5 Npentndpukayms no 6azam gaHHbIX

FindFace Security 1o3BoJisieT BBIIOJIHATH HieHTUMDUKAIMIO ([IOUCK) JIUIL 110 CIeLYIOImuM 6a3aM JaHHBIX:
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e Basa naHHBIX 0OHADYKEHHBIX Ha Buieo I (Briaaaka Cobvimus).
e Baza nmannbix nocwe (Briaagka Jlocve). ComepKUT ITaJOHHbIE H300PasKEHUs JINII.

ITouck i BeIDOMHSIETCS Ha BKIagkKe Ilouck.

B 3toin rnase:

o Hdenmugurauyus suya no 6ase daGHHLIT 00HAPYHCEHHDIT AU,

o ldenmudurayua suna no 6asze dannwvir docve

7.5.1 Npentndumnkaumnsa nuua no 6ase gaHHbIX OOHAPY>XXEHHbIX Ay,

FindFace Security mossoJisier BBIIOIHATD MACHTH(MUKAIUIO JUIA 110 Ha3e JaHHBIX OOHAPY?KEHHbIX Ha BUIEO
JINII,

IIpumeuanue: B unrepdeiice 6a3a JaHHBIX IPEJCTABICHa CIUCKOM cOObITHil (BKIaaka Cobbimus).

st mpmenTudukanum Juia mo 0ase JAHHBIX BBITOJIHUTE CJIEAYIONNe TeHCTBUS:

1. Tlepetinure Ha BKIaIAKY Ilouck.
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Mowunck CobbiTng

CHpoCKUTL GUALTPLI

2. Ykaxkure MecTo roucka: Cobvimus.
3. BagaiiTe o, KOTOpoe TpedyeTcsi HANTH, OJIHUM U3 CJIELYIONINX CIIOCOOOB:
e 3amaB ID coOBITHS ¢ MCKOMBIM JIUIIOM.

e 3anas ID gocke ¢ uckombiM JuroM. Ecim gocke coiepKuT HeCKOIbKO (hororpaduii, Beibepure Te,
KOTOPBIE OY/IyT UCHOIB30BAHBI JJIsT TIONCKA.

e Barpysus ¢dororpaduto. Pororpacus Gymer orobparkeHa B OJHOMMEHHOM moJjie. Ecian Ha doro-
rpaduu IPUCYTCTBYET HECKOJIBKO JINIL, BHIOEPUTE HYKHOE.

4. Tlo ymosrganuio B pe3y/IbTaTax MOMCKA OTOOPAXKAIOTCS JINIIA, CTEIEHb CXOXKECTU KOTOPBIX C MCKOMBIM
paBua uian upesbimaer 0.75. Ilpu HeobxoquMocT n3MeHNTE JAHHOE 3HAYEHUE.

5. Tlpu HEOOXOAUMOCTH yKayKHUTe TPYIILy KaMep U IMEPHUOJ, BPEMEHU, B TE€YEHHE KOTOPOI'O MTPOU3OIILIO
coobITHE.

6. BrpibepuTe MeTOH COPTUPOBKHU PE3yJILTATOB IIOMCKA: IO CTEIEHN YBEPEHHOCTH AJITOPHTMA, B COBIIAJICHIAN
JuLl (CTeIeHN CXOXKECTH MEKJLy JIMIAME) MU JaTe.

7. YKaxKuTe MaKCUMaJIbHOE KOJMIECTBO COOBITUI B pe3ysibTaTaX IIOUCKa.

8. Haxkmure Iouck. Pesynbrarsl moucka 0yayT oroOpazkeHbl HuzKe. JIJ1s KaxK10ro HailIeHHOro Jiuia oyaer
yKa3aHa BEPOSITHOCTD €ro COBIAICHUsI C JIMIIOM Ha (poTorpacdun.
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7.5.2 Npentndukaumnsa nuua no 6ase gaHHbIX A0Cbe

FindFace Security mo3Bosisier BBITOJTHATH WIACHTUMUKAIMIO JUIA 110 0a3e JAHHBIX, COJEPKAIIEl JI0Che C
3TAJOHHBIMU U300DaXKEHUAMHU JIII,

st upeHTHDUKAIIN JIUIA 110 0a3e JaHHBIX BBIIOJHUTE CJIEYIOIIe JefCTBHA:

1. Ilepetinure Ha BKIAJKY Ilouck.

Hocke
—

CBpocnTe GUNLTPLI

2. YkaxxuTe MecTo mnoucka: /[ocve.
3. BagaiiTe im0, KOTOPOE TPedyeTcs HANTH, OMHUM U3 CJIELYIONIUX CIOCOOOB:
e 3axas ID coObITuA ¢ NCKOMBIM JIAIIOM.

e 3ajas ID mocbe ¢ mckoMbIM JUIOM. Eciu J10che colepKuT HECKOJIBKO (hoTorpaduii, BrIbepuTe Te,
KOTOpBIE OYyJIyT MCIIOJIb30BAHBI JJIs TIOMCKA.

e 3arpysus dororpaduio. Pororpadus Oyjaer orobpakena B OJHONMEHHOM 1ojie. Eciu Ha doTo-
rpadun IPUCYTCTBYET HECKOJIBKO JIHII, BHIOEPUTE HYKHOE.

4. Tlo ymoJyiuaHuio B pe3y/ibraTax MOUCKa OTOOPAXKAIOTCS JIMIA, CTEIEHb CXOXKECTU KOTOPBIX C MCKOMBIM
pasua miau npesbimaer 0.75. Ilpu HeobOxXoquMoCTH U3MEHUTE JAHHOE 3HAYEHUE.

5. Bpeibepure MeTOM COPTUPOBKHU PE3YIHLTATOB IIOUCKA: IO CTEIIEHN YBEPEHHOCTH AJITOPUTMA B COBIIA/ICHUN
Juil (CTeleHN CXOXKECTH MEKJLy JIMIAME) MU JaTe.

6. YKaxXure MaKCUMaJILHOE KOJIUYECTBO COOBITHUI B pe3ysibTaTaX IIOUCKa.

7. Haxxwmure Ilouck. PesynpraTs moucka 0yayT oToOpakeHbl HuzKe. J1j1st KaXk10ro Haii e HHOro JTuia Oy/ier
yKa3aHa BEPOSITHOCTD €ro COBIAACHUsI C JIMIOM Ha (poTorpacdun.
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7.6 PaboTta c cobbitusamm

PesymbraTr paboThl cucTeMbl MO YACTU WACHTHMDUKAIUN JIUIT HA BUICON300PaKEHUU B PEKUME PEATHHO-
ro BpeMeHu orobpaxkaercss Ha BKJagkax Cobvimus u Inuzodv. [ToMuMo paboThl ¢ TEKYIIMMHU COOBITUSIMU
UJIEHTU(DUKAIINY, JTaHHbIe BKJIAJKUA TaKXKe MPEIOCTABJIAIOT JOCTYII K MCTOpuu coObiTuit. JlaHHBIN pasmen
MTOCBSIIIIEH pabore ¢ BKIaIKOM Cobvbimus.

CoBeT: 911300, TTIO3BOJSIOT TOIHATH OE30MIACHOCTH HA HOBBIM YPOBEHb.

Coset: Ilouck muma B cimcke coObITHiT 1 6a3e JAHHBIX JOCHE C ITATOHHBIMUA M300PasKEeHUSIME JIMIT BBITOJI-
HsleTCs Ha BKIaake I[louck.

Cosert: Jlnsa upentudukanum Juil B apxXuBHBIX BUIEO cM. Mdenmuduranus suy 6 opaatin 6udeo.

Baxkno: Bbl MOxKeTe 6KA104UMD 36YK06bIE YEeIOMACHUA JITIST COOBITHI, CBI3AHHBIX C KOHKPETHBIMH CITHC-
KaMu HabJIro/IeHnsi. B HEKOTOPBIX Opay3epax Jjisi TOro YToObI BOCIIPOU3BOJIMIICS 3BYK, BKJIAJIKA C COOBITUSIMU
JIOJIZKHA OCTaBaThCsi B (pokyce. UTOOBI BBIJIEIUTD BKJIAJKY, OTKPOUTE ee U INEeJIKHUTE B JIFOOOM MeCcTe CTpa-
HUATIBI.

B atoii rnase:

o [Ipocmomp cobvimutl udenmupurayuu 6 pescume PeGNbHO20 BPEMEHU
e Pacnosnasarue sHcuBvlT AUY U GMPUOYMOE AU

e Kapmoura cobvimusa. [Ipunamue cobvimuasa

o Kapmoura cobvimusa. Ilouck suya

7.6.1 TlpocmoTp cobbITUN naeHTUUKaALMN B peXXnMe peasibHOro BpemMeHu

IIpu obHapy:xeHUN g B crimcke COOBITUAN BBIBOIUTCS yBEIOMJICHHE.
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CobbiTus

Coenano: 4(

CobbiTHa + TloaTeepauTs Boe 20 Crpatnua 1 &

MYD-dossiers

MoaTeepaeHo

| MYD-dossiers

MoareepxxpaeHo

J

Unmatched

HenpuHatsie

VBemoMIeHnEe COIEPIKUT CIIEIYIONLY 0 MH(MOPMAIIUIO:

e Eciu Ha sM110 OTCYTCTBYET [OCHE: HOPMAJIM30BAHHOE N300PaKeHNe JIUIA, JaTa U BPeMs 00HADYKEHUs
JIIa, IpyIIa Kamep.

e Ecim Ha JIMIIO 3aBeJIEHO JIOChE: HOPMAaJIM30BaHHOe M300pakeHHe JnIa, ¢gororpadus nu3 JI0Chbe, UM
[IEPCOHBI, CTEIIeHb CXOXKECTH JIUI, KOMMEHTapuil U3 JI0Che, CIIUCOK J0Che, JaTa M BpeMsl OOHADPY KEHUSI
JINTIQ, TPYIIa KaMep.

ITpumeuanue: Cucrema MOXKeT OBITH HACTPOEHA TAKHUM 00pA30M, UTO YBEIOMJIEHUsI OY/LYT BBIBOJIUTHCS
TOJIBKO JIJIsI JIUIL C JIOCKE.

Baxkuo: [yt TOro 4To06bl OCTAaHOBUTH BBHIBOJ HOBBIX YBEJIOMJICHNAN, HAXKMUATE HA KHOIIKY @ HaJ[ CIIICKOM
coObITHil.

K cobbrtusm (yBemoMIIEHUSIM) B CIIECKE MOYKHO IIPUMEHHUTD CJIeyomiue (DUIbLTPHL:
e Jlocve: oTobpazKaTh TOJIBKO COOBITHS IO OIPEIEIEHHOMY JTOChE.

o Cnucku nabardenus: 0ToOPaXKATh TOJIBKO CODBITHS IO OIIPEIEIEHHOMY CIUCKY HAOJIIOIEHMS.

IIpumeuanme: [Iis mpocMoTpa TOIBKO JIUI Oe3 COBIAAEHUIT B CIIMCKE COOBITHM, YCTAHOBUTE B (DUJIH-
Tpe Be3 cosnadenudl.

o (Cosnadenus: 0TOOpaXKATH TOJIHKO COOBITUS C COBIIAJICHUEM JIUIL/ (€3 COBIIAIECHUS JIUIL UJIU BCE COOBITHSI.
o [lodmeepoicdero: 0TOOPAKATD TOJBKO IPUHSITHIE/ HEIIPUHSITHIE WA BCE COOBITHUSL.
o Kamepw,: 0TOOpaXkKaTh TOJIBKO COOBITHS IO OIPEJIEIEHHON KaMepe.

o ['pynnu. Kamep: 0TOOPAXKATH TOJIBKO COOBITHSI ITO OIIPEIeJIEHHOM IpyIIe KaMmep.

7.6. PaboTta c cobbiTuamm 87



FindFace Security, Boinyck 4.3

e Cmapm, Koney: oTo0pazKaTh TOJBKO COOBITHS, CJIyUUBIINECH B OIPEIEICHHBIA MEePHO BPEMEHH.
e id: oTOOpa3suThL COOBITHE C OmpeaeeHHbIM 1D.

e FEpisode: oToOpa3suTh COOBITHS M3 MMU30Ma C OnpeaeeHHbM 1D.

7.6.2 PacnosHnaBaHue XuBbIX N1y, U aTpubyToB nnua
B 3aBucumocTn oT HaCTpOEK cHCTEMBI, BBl MOXKETe BHJETH OIeHKY Liveness smia, a Takke pe3yJabTaT pac-
[TIO3HABaHUS aTPUOYTOB JINIA, TAKUX KaK I10JI, BO3PACT, SMOIINN, HAJIMINE OYKOB U OOPOIBI.

Jerekrop kuBbix Jjur (Liveness) B aBTOMATUYECKOM PEXKUME OTINYAeT HACTOLINEE JIUIO OT Juia Ha (HOTO-
WA BUIEOM300PaXKEHNN, TPEIOTBPAINAT MOIIEHHUIECTBO.

IIpumevuanue: Pesyabrar Liveness moxker 661Th null. Tax mTpoMCXONT, KOT/IA JETEKTOP YKUBBIX JIUIT OT-
KJIIOYeH UK He MOXKET JIOCTOBEPHO OIEeHUTH Liveness Ha IIpeocTaBJIeHHOM M300paskKeHUH.

Pesymbrar pacnosnaBanust aTpubyTOB JINITa BO3BPAINAETCS B CAEAYIONEM (hopMaTe:

ATpubyTt | ®opmat pesynsTaTta Mpumep

nmua

Bos- ATpubyT: BO3pacT: 4UCIO JIeT BO3pacT: 33

pacr

ITon Pesysbrar: Myxckoit/xenckuit (arpubyT: HOJ): yBEPEHHOCTb aJIlOPUTMA B pe- | KEHCKuii
3yJsibTaTe (mo): 0.95

Omonuu | Pesyabrar: 3mocTs/oTBpamenue/cTpax/cyacTbe/rpycTh/yausienue (aTpu- | cdactbe (3MO-
OyT: ®MOIUM): YBEPEHHOCTb AJIFOPUTMA B PE3YJILTATE uwn): 0.99

Oukn Pesyabrar: Megununckue/ conHedntie/HeT (aTpubyT: OYKM): YBEPEHHOCTD al- | HET  (OUKH):
rOpUTMa B Pe3yJIbTaTe 0.87

Bopozna | Pesynbrar: 6opoma/mer (arpubyT: 60poZa): YBEPEHHOCTH ajropurMa B pe- | Her (6opoja):
3yJIbTaTe 0.91

CobbiTua

« [loOTBEpaAMuTh BCE CTpaHuua 1 &

COTRYOHWUKK @

Groug

CrpaHuiua 1 &

IIpu HE0OXOIMMOCTH BBIIOJHATE (DUIBTPAIMIO COOBITUH 110 aTpUOyTaM JIUI], OTOOPA3UTE TOJIHKO YKUBBIE JIM-
12/ HONBITKY CILyuHra.
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CyacTee

YOuBNeHue

7.6.3 Kaptouka cobbiTus. MNMpuHatme cobbitus

[yt TOro 9TOOBI EPEHiTH B KAPTOUKY COOBITHSI U3 CIIUCKA COOBITHIL, IMEJKHATE B YBEIOMJIEHHH 110 PE3YJIBTATY
pacnosHaBarus (Hem coenadenuti niam uMsi U3 J10Che).

Kaprouka comep:kuT Ty )Ke HHGOPMAIUIO, YTO U Y6eIOMACHUE, & TAKIKe IPEIOCTABIAET BO3SMOKHOCTD IPH-
HATH cobpITHe. J[J1sT TOro 9TodbI 3TO cHeaaTh, MocTaBbTe (h1axkok [lodmeepotcdenue cobvimus. Haxkmure Ha
kunonky Coxparumso.
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HenpuHATLI®

Haszapg

Cosert: Eciu na o6HApYyKEHHOE JIUIIO 3aBE/ICHO I0ChE, B HETO MOYKHO MTEPENTH, MEIKHYB [0 UMEHH IIePCOHBI
B KapTOYKE COOBITHS.

v

Coset: Jlis1 TOro 9To0OBI MPUHATH BCE COOBITHS, HAKMHUTE HA KHOIKY HaJT CITUCKOM COOBITHIA.

ITpumeuanue: [Ipunsarume coOBITUS MOXKET OBITH ABTOMATH3UPOBAHO JJIsi BBIODAHHBIX CIIMCKOB HAOJIIOIEHUS.

7.6.4 KapTtouka cobbiTusa. lNMouck nuuya

FindFace Security mosBosisier uckarh OOHapy»KeHHbIE JiMIla B 0a3e JaHHBIX OOHAPYXKEHHBIX JIWI[ U B 0Oa3e
JIAHHBIX JTOChE C ITAJIOHHBIMEU n300paxkeHusiMu Jutl. J[Jist iepexojia Ha BKJIAIKY ITOMCKa U3 KAPTOYKU COOBITHS
naxxmure Cobwmus u ocwve.
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CobbiTus

07

CmM.Tak>xke:

o lldenmugurayus no 6azam daHHbLT .

7.7 Dnu3oabl coObITUIA

PesympraTr paboThl cucTeMbl MO YACTU WACHTHMDUKAIUN JIUIT HA BUICON300PaKEHUU B PEKUME PEATHHO-
ro BpeMmeHu orobpazkaercs Ha BkJIankax Cobvomusa u Inuszode.. Ilomumo paboThl ¢ TEKYIIUMU COOBITHSIMU
UJIeHTUQUKAIINT, JJAHHbIE BKJIAJIKHA TaK¥Ke MPEeJOCTABJISIOT JOCTYI K UCTOpHH coObIThil. JlaHHBI pasmen
ITOCBSIIIEH PadOTe ¢ BKJIAIKON Inu3odot.

CmMm.Tak>xke:
e Paboma ¢ cobvimusamu

Duu301 — 3T0 HAOOP COOBITHI HICHTU(PUKAIMY, B KOTOPBIX (DUT'YPUPYIOT JIUIA OJHOIO M TOTO K€ IeJIOBEKa,
OOHApYKEHHbIE B TEUYeHNe OIPeJe/IeHHOrO mepuona BpeMenu. [lockoabky cobbrrus Ha Braagke Cobuimus
0TOOPAXKAIOTCA B MIPOU3BOJBHOM HOPSIKE, 00pabOTKa BOJIBIIIOTO KOJIMIECTBA PA3HOPOIHBIX COOBITUN MOYKET
OBITH JIEJIOM 3aTPYIHUTETHLHBIM U HedhdeKTUBHBIM. PYHKINST DTMHU30/IBI TIO3BOJISIET ABTOMATHIECKH 00HE 1~
HSTb BXO/JISIINNE COOBITHSI HA OCHOBE BPEMEHU OOHADPYKEHUSI U CXOXKECTH JIUIl. DTO IMO3BOJISIET C JIETKOCTHIO
0bpabaThIBATL PA3HOPOIHBIE COOBITHS JIazKe B OOJIBINNX KOJTHIECTBAX.

Coset: Ilouck muma B cuucke coObITHit 1 6a3e JAHHBIX JOCHE C ITATOHHBIMUA M300PaKEeHUSIME JIUIT] BBITTOJI-
HsleTcsd Ha BKJaake [louck.

Cosert: [lna upenrudukanum Juil B apXuBHBIX BUIEO cM. Mdenmuduranyus suy 6 opaatin eudeo.
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B atoir rnase:

06 snusodax

IHapamempor anuzoda
o Hasnauernue npas na anu3odvi
e [Ipocmomp smu3odos

[ HpYMI/,H,WL’U,(i cobvimus u 2nu300a

o Quavmpayus cobvimut no ID snusoda

7.7.1 O6 snu3opax
Duu307 — 5T0 HAOOP COOBITHI HAECHTU(DUKAIMK, B KOTOPBIX (PUI'YPUPYIOT JIUIA OJHOIO M TOT'O K€ YeJIOBEKa,
OOHApyKEHHbIE B TEUEHUE OIPEJEJIEHHOIO IIeproa BPEMEHHU.
Duu30bI OBIBAIOT JBYX THUIIOB:
e LIVE: oTKpBITHIN HA JAHHBIA MOMEHT SMHU30[I, B KOTOPBIH MOIYT 100aBJIEHBI HOBBIE COOLITHSA.

e 3akpbITHIil: 3aKPBITHIA MU30/1, J00aBJIEHNE COOBITHII HEBO3MOMXKHO.

7.7.2 NapameTpbl anu3oaa

s HaCTpOWKM 3MM30/10B BaM moHaI00uTest daitn kouduryparnun findface-security. M3menure ciemayro-
mue mapaMerpsl B cekiuu FFSECURITY:

e EPISODE_SEARCH_INTERVAL: mepwoji BpeMeHH, IPEIIeCTBYIONINH COOBITHIO, B T€UYEHHEe KOTOPOrO CH-
cTeMa UIEeT B OMOMeTpUIecKoil Oa3e JAHHBIX COOBITHS C TOXOXKUMHY JIUTIAMU. FKCIu TaKOTO COOBITHS HE
HAJIEHO, CUCTEMa CO3/IaeT HOBBIN 31u30. B mporusBHOM ciydae oHa BbIOMpaeT HanbOOJIeEe MOIXO/ISIIEe
cobpitue u3 orkpoiroro (LIVE) suusona, orcopruposas 100 moc/ieiHAX MOXOXKUX JIAII,

IIpumeuanue: Ilopor cpabaTbiBaHus B MM301aX OTJINIAETCS OT ITOPOTA TIPU BePUDUKAIIAN
sur; B cobbitusix. Cm. Ocrosroie nacmpoiru.

e EPISODE_MAX_DURATION: MakcHMaJbHAS MPOJOJIKATEIHHOCTD IMIN30/1a B ceKyHaax. [1o ncredaennn sTo-
'O BPEMEHH 31U307], aBTOMATUYECKN 3aKPbIBACTCH.

e EPISODE_EVENT_TIMEQUT: MakCUMaJibHOE BpPeMsi B CEKYHJAaX C MOMEHTa JOOABJIEHUS ITOCEIHErO CO-
ObITHs B 311304, 110 mcTeyeHnn 3TOro BpeMeH! SINU30/], aBTOMATHYIECKN 3aKPhIBAETCSI.

e EPISODE_KEEP_ONLY_BEST_EVENT: Ilpum 3akpbiTun 30u307a, YIAJSITh B HEM BCE COOBITHUS, 3a MCKJIIO-
9eHneM COOBITHS C JIydmuM JmnoM. Vcrnosap30oBanne JAHHON ONIMK IIOMOTAET SKOHOMUTH JIHCKOBOE
IIPOCTPAHCTBO.

sudo vi /etc/findface-security/config.py

FFSECURITY = {

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

'EPISODE_KEEP_ONLY_BEST_EVENT': True,
'"EPISODE_SEARCH_INTERVAL': 60,
'EPISODE_MAX_DURATION': 300,
'EPISODE_EVENT_TIMEOUT': 30,

CmMm.Tak>xke:

s Toro 9To0BI TOCMOTPETH, KAaK PAbOTAIOT IMU30/bI, IepeiianTe Ha BKIAIAKY Jnusodv.. [logpobuee cm.
Inu300vl cobvimu.

7.7.3 HasHadeHune npaB Ha 3anu3oAabl

ITosb30Baresnn moJydaeT yBeJOMJIEHHE O HOBOM 3IIU30/I€, €CJIM Yy HETO €CThb IIpaBa Ha OTKPbIBaloIlee 3TOT
SIIU30/1, CcOOBITHE. HpOCMOTp HOBBIX COOLITHI B SIN30/I€ TaKXKe Tpe6yeT COOTBETCTBYIOMIUX IIPAB.

IIpaBo Ha cobObITHE COCTOUT M3 IPAB HA COOTBETCTBYIOIINE KAMEDPY M CIUCOK HAOJIIOIEHUS.

ITpumeuanme: YT0oOBI yBHIETH HECOIIOCTABJIEHHBIE C JIOCHE COOBITHS, BAM IIOHAI00ATCS TOJIBKO IIPpaBa Ha
KaMepy.

s yupaBjenust mpaBaMu Ha OOBLEKT JIW30Z IepeiiinTe B Pa3peIleHns MJis COOTBETCTBYIOIIEH DOJIN U
HacTpoliTe pa3pelreHue eventepisode.

Coser: Cwm. ,ana(f_/l,euue nonv30684MENAMU.
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BuiBpatb BCE OTMEHWTb BCE

v
v
v
v
v
v
v
v
v
v
v
v
v
v

7.7.4 TlpocmoTp 3ann3onos

Crucok 31u30/10B ¢ (pUIIbTpaMi U CTATUCTUKON OTOOparkaeTcs Ha, BKIaIKe Inu3odv. CobbITHe 0OHADYKEHUS
Jmria oo aobasisiercs B cymecTByomuit LIVE-smm3om, mnbo nHATIMEPYET cO3IaHne HOBOTO SMn301a. Kax-
JIOMY 3MMU30/y MPUCBauBaeTcs id, KOTOPBIA BIIOCJAEACTBAN MOYKHO MCIIOJB30BATD I (DUILTPAIIUN COOBITHIT
M SIIN30/10B.
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Snusonpl

CoBnanc

n CTpanuual &

#216 '"“‘
}
Margo

4
5/

y

‘ ‘
Emil

K smmzomam B crimcke MOXKHO IPUMEHUTD CJIEAYIOMNE (DUIBTPHL:

Charlie Root

e Jlocve: oTobparkaTh TOJIBKO MU30/bI IO OIPEACTICHHOMY T0ChE.

o Cnucku nabarwdenus: 0TOOPaXKATh TOJIBKO SMMM30/IbI IO ONPEIEIEHHOMY CIIHMCKY HAOJIFO/IEHUSI.

IIpumeuanune: [lis mpocMoTpa TOJBKO JUIl 6€3 COBIAIEHUN B CIIICKE SMU30/I0B, yCTAHOBUTE B (DUJIb-
Tpe Be3 cosnadenudl.

o (Cosnadenus: 0TOOPAXKATH TOJBKO SMHU30BI C COBIAIEHUEM JIUIT/6€3 COBIAJIEHMUs JIUI UJIN BCE STU30/IBIL.
o [lodmeepoicdero: 0TOOPAKATD TOJBKO IPUHSITHIE/ HEIPUHSITHIE UJIA BCE SIU30/IbI.

o Kamepwi: 0TOOParkaTh TOJIBKO SMU30/bI 110 OIIPEIEIEHHOH KaMepe.

e ['pynnw, Kamep: 0TOOPAXKATH TOJBKO IMU30/bI 10 OMPEIEJICHHON IPyIITe KaMep.

e Cmapm, Koney: oTobpaKaTh TOJBKO STU30/IbI, CJYUYUBIIUECS B ONPEJEJICHHBIN TIEPUOJl BPEMEHH.

e id: oToOpa3uTh MM301 ¢ onperesenabiM 1D.

Bbi Takke MoxkeTe 0ThUIBTPOBATH 3MU30/bI TIO Liveness u arpubyTaM Juia (eCu 3T0 IPUMEHAMO K Barei
cucreMe).

st mpocMoTpa cOOBITHI TMIEJKHATE IO HY2KHOMY SIU30/ly B CIHUCKe. BbI Oy/ere mepernpaBiieHbl HA BKJIAIKY
Cobvmus ¢ coorBercrBytommuM 1D snuzona B duabrpe Inusod:
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CobbiTus
Coenano: 408

CobbiTis n + ToarsepawTh BCe 20 Crpammua 1 &

MYD-dossiers

MonteepxaeHo

MYD-dossiers

TMoATBEPXAEHO

MYD-dossiers

MoateepxaeHo

=

Pabora ¢ Britajikoit Cobvimus onucana B pazzeie Paboma ¢ cobvimuamis.

7.7.5 lNpuHaTne cobbiTUa 1 anusoaa
st TOro 4TO0BI MOATBEPANTE MU0, TIEJTUKOM, HaXKMute Henpunamoie B ciucke amu30/10B. B pe3ynbrare

BCe COOBITUSA B 3MM307€ OYJIyT aBTOMATHYECKN NOJTBEPK/CHBI, BKJIIOYas COOBITHS, KOTOPBIE €Ile He JI00aB-
JeHsl (B corydae smusona LIVE).

#216 '" T
21:3

HenpuHATbIE

SHI/ISO,LL TaK>Ke aBTOMaTHUYICCKU IIOATBEPZK/IaeTCd, €CJIN Bbl IPUHAIN BCE COOBITHS 110 OTJCJIbHOCTH.

7.7.6 ®unbrpauuns cobbiTnii no ID 3nu3oga

Iist Toro urober 0T06pasuTh cobbiTus mo 1D smm3oma, ucmosb3yiite GuabTp id Ha BKIIKE INu3odsv, Win
buaetp ID snusoda va Briagke CoOvimus.
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7.8 Npentndpukayus nny B odnaiiH Bngeo

IMomumo wmpenTudukanuu Jauia B pexkuMe peasbHoro spemenn, FindFace Security Tak:ke mosBosisieT BbI-
MoNTHATE uaeHTHdUKanmo jaurl B odduaitn Buneo. lanHas PpyHKIIMOHATILHOCTE UMEET ITUPOKU CIIEKTD
BO3MOXKHBIX [IPUMEHEHUIH, Cpeli KOTOPBIX HauboJiee pacipoCTpaHEHHBIM CIyYaeM siBJISeTCsl OOHAPY KEHUE U
pacro3HaBaHUe JINI, B APXUBHBIX BUJIEO.

B aTtoin rnase:

e Hacmpotixa obpabomxu sudeodaiiioe

e Obpabomka eudeogating

7.8.1 Hactpoiika obpaboTku Bugeodpaiinios

Tlo ymomuanuio Bumeodaitbl 00pabaTHIBAIOTCS B PEXKUME OYEpPEIn s MPEIOTBPAIIEHUs] MPOILyCKa CO-
OBITHIl M3-3a YPE3MEPHOro IOTpedJIeHUsT PECypCcoB. BbI MOKeTe U3MEHHUTb KOJUYIECTBO OIHOBPEMEHHO
obpabaTbeiBaeMbIX BuaeodailioB, 3amanHoe 1o ymomadanwmio. s aToro orkpoiiTe daitn koHduUrypaimn
findface-security u uamenute napamerp MAX_VIDEO_ARCHIVE_JOBS. IloxaJryiicTa, IpeBapuTeIbHO CBSI-
JKHUTECH € HAIMMHE dKcrepramu (support@ntechlab.com), arobel y6euThest, 9TO PECYPCOB JIOCTATOTHO.

sudo vi /etc/findface-security/config.py

FFSECURITY = {

# mazimum concurrent video manager jobs for video archives processing
'MAX_VIDEO_ARCHIVE_JOBS': 3,

7.8.2 OG6paboTka Bupgeodpaiina

st mmentudukanum gura B opdaiid BUIe0 BBITOJIHATE CJICAYIONINE TeHCTBUS:
1. Cosmaiire 2pynny xamep ¢ 6a30BBIMU HACTPOINKAMHU.

2. YKaxkuTe JAHHYIO IPYIIy KaMep B HACTPOUKAX TEX CNUCK0S8 HaOAN00eHUs, JTUIA B KOTOPBIX HYYKHO
HalTU Ha BUIEO.

3. Coznaiire Buzeo B FindFace Security, sarpysus ero u3 daitia niu onsaiin-xpanuiuma,/obsuaka. s
9TOrO0, TIepeituTe Ha BKIAIKY Budeo.

4. Haxxmure +.
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FindFac

BupeocTteHa

HNocke

Buoeo

5. YKakuTe Ha3BaHUe BUJEO.
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Co3paTtb BMOEO

VID-20°

Buibpatk ¢ain

MapameTpbl

CBpocKTE NapaMeTpsbl CoxpaHWTh

Vkaxnre URL Bumeonzobpakenusi B OHJIANH-XPAHMIAIIE WM BbIOepUTE BUACOMAMI.
BribepuTe TOIBKO YTO CO3/IAHHYIO I'PYIILY KaMep.

(Ommonanbao) Beibepure kamepy, ¢ KOTOPOii OyLyT acCOUMUPOBATLCH JIUINA, HARJICHHBIE HA BUJIEO.

© o N oo

(OmmmonanbHo) YKazKuTe napamerpbl 06paboTKHU BUJIEO 110 AHAJIOTUH C IIapaMeTpaMu 00paboTKU BH-
JIEOTIOTOKA C KAMEDDL.

10. Haxxmure Coxparumo Jijist 3arpy3KH BUJIEO Ha CEPBEP.
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[MapaMeTpbl

CBpoCcHTE NapamMeT Pkl OBHOBMWTL

Mpouece

11. TTocsie Toro Kak BHjIeO 3arpy3urcsi, Haxkxmure O6pabomamsb Jijist 3aIlyCKa MPOIELyPbl HIeHTU(DUKAIAN
smart. JIjist mpocMmoTrpa HaiieHHBIX Juil mepeiiaure Ha BRIaAKy Cobvimus U OTMUIBTPYITE CIIMCOK
COOBITHUIT TIO CBSI3AHHOI TPYTIIE KaMep.

7.9 CpaBHeHue gByx vy,

FindFace Security 1mo3BoJisier BBIIIOJHATH CPaBHEHME 2-X JINIl. BBINOJHUTE CJIeAYIONIUe JIeHCTBUS:

1. Ilepeitgure Ha BRIaIKY Hacmpotxu. Beibepure CpasHenue.
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CpaBHeHue

Hcrounuk 2

Beibpats daitn Boifipats daitn

detection:bkmpsbea4b1ah q0 n:bkm

CpaBHHTL

2. Ykaxure id cobbITHil, JUIa U3 KOTOPBIX HY?KHO CPABHUTD, U/UiK 3arpy3ute (poTorpadun ¢ JIUIaMH.

Coset: ¥Yznarb ID cobbiTug MoxxHO Ha BKIajake Cobvimus.

3. Haxxmure Cpasnumo. B pesymnbrare Oymer oToOpaskeHa BEPOSITHOCTD MPUHAJJIEZKHOCTH JIUII OITHOMY
4eJI0BEeKY.

PesynbTar

7.10 Pacno3HaBaHue nepcoH

FindFace Security mMoxkeT aBTOMATHYECKU DACIIO3HABATH JIAIA OJHOTO W TOTO K€ YeJOBEKa (IIEPCOHBI) U
KJIACTEPU30BaTh UX. B 9TOM cilyuae B CHCTEMHBIX 0a3axX JAHHBIX IOSBIISETCS CYIIHOCTH <«person event»
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(cobBITHE TIOSIBIIEHUSI TIEPCOHBI ), CBSI3aHHASI CO BCEMHU 3NU300aMU, B KOTOPHIX (QUTYyPHPOBAJIO JIUTO TOH I
nHO# nepconbl. Pabora ¢ rajiepeeil IepcoH MpOU3BOINUTCs Ha BKJIAKe [lepcoroi.

Baxkno: Ilo ymomganuio kjacrepusamus MepCOH OTKJIIOYeHaA. Braowume u nacmpotme ee depe3 daiia
kouduryparuu findface-security.

B atom pasgene:

o Memodwi Kaacmepusauyuy

o Bratouenue u H(l(ﬁ’ln[)()’li%(l Kaacmepusauuy, NepCcor

e Paboma c 2airepeeti nepcon

7.10.1 MeTogbl kKnactepusayum

FindFace Security ucmosb3yer ciieyroriye MeTOIbl TPYIIIAPOBKY JIUIL, TPUHAJIEIKAIUX OJTHOMY U TOMY K€
9EJIOBEKY:

o Jlunammyeckas Kjacrepusanud. [Iponcxonur Ha j1eTy 1mOcCje 3aKpLITHA S1u30/a. Pe3yaprar JuHaMu-
YeCcKOi KJIaCTePU3aIln 0TOOpaKaeTcs B peaJbHOM BPEMEHM Ha BKJajke Ilepcono..

IIpumeuanne: Texuuueckue aerTaan 3aKJIOYAIOTCS B ciemyomeM. He KaxKaplil S1u30] SBJISIET-
Csl TIOJIXOJMSAMIMM: 9YHUCJIO COOBITHH B HEM JIOJKHO OBITH PABHO WJIM OOJIbINE 3HAYEHUs TAPAMETPA
PERSON_EVENT_MIN_EPISODE_EVENTS (3azaercs yepe3 daitn koudurypaiyn findface-security). Ec-
JIX 3MH30] COOTBETCTBYET JAHHOMY TPEeOOBAHUIO, CHCTEMa BbIOMpAeT COOBITHE HAMJIYUIIEro KauecTBa 1
BBITIOJIHSIET CJIELYIOIIUE OIlePaIlUu:

— Cosmaer HOBYyIO cymHOCTb PersonEvent B ocHoBHOU 6a3e manubix PostgreSQL. CymHOCTh comep-
JKAT METaIaHHbIE COOBITHS, OMOMETPUIECKUI 00pa3el] 1 MUHUATIOPY JIUIA, & TAKXKE CCHLIIKY Ha
POAUTEJILCKUN SIIU3O0/I.

— BpoImosiHgeT TMOUCK MTOXO0XKEro IEHTPOHJIA JIMIA B Tajiepee person_events OHOMETpUYECKON Oa-
36l JaHHbix Tarantool. IlenTpous auna — 9T0 BUPTyasbHBIN OMOMeTpuYecKuit oOpaserr, ycpei-
HEHHBI 0 BCeM OOHAPYZKEHHBIM JIAIAM IIEPCOHDBI. KCan MOXOXKUI MEeHTPON HalAeH, CHCTEMa
OOHOBJISIET €r0, WCIIOb3ysl OMOMETPUIECKUiT 00pa3err m3 HOBOTO cOObITHsI. B mpoTuBHOM ciiydae
CO3/12€TCsl HOBBII [IEHTPOUJI.

e Kracrepuzanus mo pacrnucanuio. Mbl peKOMeEHIyeM TJIaHUPOBATH €€ Ha MO3JHUE HOYHBbIE Jachl, TaK
KaK IIPOIECC 3aHUMAET MHOT'O BPEMEHU U PECYPCOB.

ITpumeuanmue: Pacrucanne 3a/1aeTCs B dbopmare RRULE B mapamMeTrpe
PERSONS_CLUSTERIZATION_SCHEDULE daiina xoudwuryparun findface-security. B ocrasbrOM
TEeXHUYIECKAs PeAJN3alis HAIIOMUHAET IuHamMuwdecknit meroqa. OIHAKO KAadecTBO IEHTPOWA JIWIA
[IpY KJIACTEPU3AINN 110 PACIHUCAHUIO JIyUIlle, TOCKOJbKY B 9TOM CJIydae MEHTPOUILI yCPEIHSIOTCS 10
OOJIBITIEMY MACCHBY HAKOILJIEHHBIX OMOMETPUIECKNX 00pa3IoB.
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Baxkno: Kacrepusarus mo pacnucaHHUIO IIOJHOCTHIO MEPE3AIICHLIBAET COAECPKUMOE TaJepen IePCoH,
BKJIIO4ad id.

7.10.2 Bknro4deHue n HacTpoiika kjactepu3almn nepcoH

Tlo ymomyanmio KjaacTepu3alls MEPCOH OTKJiovueHa. s BK/IOUYEHUs JaHHON (DYHKIIMM OTKpOitTe daitr
kouduryparnun findface-security u BHecuTe CJeIyIOIe U3MeHeHUs B pa3jes SERVICES:

sudo vi /etc/findface-security/config.py

SERVICES = {
"ffsecurity": {

"persons": True,

B pesysbrate B Be6-unTepdeiice FindFace Security mosiBurcst Britajika Ilepcomt.
B Tom ke daiisie KoHUrypaluu MOKHO U3MEHUTH CJIEJYIOIIIe IapaMeTPhL:
e PERSON_EVENT_MIN_QUALITY: MUHMMAaJIbHOE Ka4eCTBO JIUII, UCIOJIb3yEMBbIX B KJIACTEPU3AIUU IIEPCOH.

e PERSON_EVENT_MIN_EPISODE_EVENTS: MUHUMAJJIHHOE KOJIUIECTBO COOBITUN B SMU30AX, YIACTBYIOIIIX
B KJIaCTepU3alluy II€PCOH.

o PERSONS_CONFIDENCE_THRESHOLD: moporoBas CTeleHb CXOXKECTU JJIsi MPUHATHUS PelleHus O IPUHa/I-
JIEZKHOCTH JINIA IIEPCOHE.

Ilpenynpexaeumne: llepes nsaMeHeHueM JAHHOIO MTapaMeTpa POKOHCYJIBTUPYHUTECh C HAITUMUI
crieruaJimcTamMu 1o agpecy support@untechlab.com.

e PERSONS_CLUSTERIZATION_SCHEDULE: pekyppenrnoe npasuio (RRULE), sanatomee pacuucanue ia-
HOBOI KJIaCTe€PU3AINU IIEePCOH.

Coger: Cwm. kambkynstop RRULE.

# -- Persons configuration --

# rrule (recurrence rule) for scheduling persons clusterization

# WARNING: all scheduling works with UTC time and NOT aware of any timezone
'PERSONS_CLUSTERIZATION_SCHEDULE': 'RRULE:FREQ=DAILY;INTERVAL=1;WKST=MO;BYHOUR=0;BYMINUTE=0",
# face to person matching confidence threshold

'PERSONS_CONFIDENCE_THRESHOLD': 0.739,

# minimum required face quality for person creation

'PERSON_EVENT_MIN_QUALITY': 0.45,

# minimum required number events in episode for person creation
'PERSON_EVENT_MIN_EPISODE_EVENTS': 1,
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7.10.3 Pabota c ranepeeit nepcoH

Lt mpocMoTpa Tajiepen IepPCoH IepeiinTe Ha BKIAIKY Ilepconmt.

MNepcoHbl

CTpaHnua 1 &

@

N

|
=

st paboTHI ¢ Tajepeeil IEPCOH UCIOIB3yHTe Ciieryome (hUIbTPhL:
o Kamepsnr
e ['pynmsr Kamep
e Ilepuon Bpemenu
e Id mepcombt
e ArpubyTsl Jmia (€Cjau UCHOJIb3YIOTCH )
e Liveness (ecim ucnosb3syercsi)

+
Bror moxkere ckauarh rasmepero mepcon B CSV-dopmare. st 9T0Or0 HaxkMuTe .
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e [NepcoHbl

—
([B

@)

CkayvaTtb Kak csv

Cka4aTtb

CwMm.Tak>xke:
o Datin xvondueypayuu findface-security
e Bebryru

e Budeoananrumuka

7.11 BupeoaHanuntuka

Buneoananuruka FindFace Security Bk/ouaer cTaTUCTHKY 110 KOJIMYECTBY IOCETHTENEN, UX IIOJLY, CPEJHEMY
BO3pacTy, HanboJIee YacTo HOCEIAeMbIM 30HaM (Cy/id IO CAMBIM aKTUBHBIM KaMepPaM B CHCTEMe) U XapaKTepy
nocerenuii (epBoe MOCeIIeHne WM BO3BpAIleHue). DT0 OTIINIHbI CTAPTOBbIA MHCTPYMEHT, HO3BOJISIIOIINI
BHEJIPUTH B OU3HEC NPUHITUIBI «3HAM CBOETO KJIMEHTA>.

,D;I/IaI‘paMMI)I C AHAJIUTUICCKUMU JIAHHBIMU JOCTYITHBI Ha BKJIAJIKE Anasumuxa.

Baxkno: HOCTpOGHI/Ie AHAJIUTHUKHA BBIIIOJIHAECTCA TOJIBKO IIPU BKJIIOYEHHOM pPACNO3HABAHUU NEPCOH.
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AHanutuka

MoceTtutenu

21

CpenHui Bo3pacT X Mocelexnns

30.39 100%

Kamepbl

Stadium 2.

COpocHTE GUNLTPLI

s paboThI ¢ JAHHBIMYA AHAJUTUKHA UCIOJIB3YHTE CIeAyomue (puiibTPhL:
o Ilepuos Bpemenn
o Illar mrkaJbr
e Bpewms mex 1y mocemeHusiMu
o KosmmgecTBo mocerenmit
o Kamepnt
o Crncku HaOIIOACHUST
e Bozpact
e [lou
CwMm.Tak>xke:

o Pacnosnasanue nepcon

7.12 BupeocrteHa

B FindFace Security Bcrpoen 6a30BbIit (hyHKIIMOHAJ BHIe0HAOIOIeHNs. VICcITob3yiiTe BUAEOCTEHY JjIst OTO0-
paXKeHusT BUJIEO C KaMep U BUIe0(ailios.

Buieocrena MoxkeT paboTaTh B JBYX pexkuMax (1o 4 pacKkiajJKu B KaXKJ0M):
® BUJICOTPAHCIIAINS,
® BUJIEOTPAHCIIAINS C JeTEKTUPOBAHUEM JIUIL U JIEHTOU STNU30/I0B.
st oTobparkeHust Ha BUICOCTEHE BUICON300PAKEHUST BBITIOJTHUTE CJIEYIONINAE JTEHCTBU:

1. Ilepeitaure Ha BKIaJIKy Budeocmena.

106 Fnaesa 7. Pabora c FindFace Security



FindFace Security, Boinyck 4.3

2. Bruibepure pekum pabOThI BUIEOCTEHBI U PACKJIAJIKY KaMmep.

Komnoroska
BugeocteHa MonHo3KpaHHbIN pexiuM &7

- N (WY [E=2

o

Stadium

Unmatched

Kamepsi

OunsTpbI § Ak Unmatched

Bupeocrera

Unmatched

AHanuTuka

Unmatched

3. Ileperamure HA BUIEOCTEHY BHIOPAHHBIE KAMEDHI.

Bbr MozkeTe paboTaTh C JIEHTO SMIN30/I0B Ha BUJIEOCTEHE N0 GHAA02UL C BKIAIKON INu3odvl, BKIIOUA CIe-
JIyIOINEe OCHOBHBIE (DUIIBTPHI:

o Cnucku nabarodenus
o (Cosnadenus.

o [lodmsepotcdeno.

7.13 OcHoBHble HacTpoWiku

st m3aMeHeHust mopora cpadbaTbIBaHUs ITPpYU BEPU(MUKAIIIY JIUIL, TIOPOTa CPabaThIBAHUSL JIJIs SIU30/0B, Kade-
crBa JPEG MUHHATIOP U HACTPOIKYI ABTOMATHYIECKOIO YAAJEHUs CTAPBIX JIUIL (COOBITHIL 1 S1IU3010B) U3 Ga3bl
JIAaHHBIX, Tepeiiaure Ha BKIAIKY Hacmpotixu. Beibepure Ochosnvie. Tlociie BHeceHUs] M3MEHEHUI HAXKMUTE
O6nosumo.
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OCHOBHbIE HACTPOMWKMK

B atom pasgene:

o VHUBEPCANvHLIT NOPo2 cpabamveaHus

Ilopoz cpabamwvisarus 0As8 INU30008
e Kauwecmeo JPEG munuamiop

o Asmomamuueckoe ydarerue cmapuir cobvimuil u anu3odos

7.13.1 YHuBepcanbHbIii nopor cpabaTbiBaHus

FindFace Security npunuMaer perienue o COBIAJEHUNA 0OHAPYKEHHOIO JIANA C JIAIOM U3 10Che (T. €. O I0JIO0-
JKUTEJIHHON BepU(DUKAIMN) HA OCHOBAHUU [IPE/yCTAHOBJIEHHOI IIOPOroBoii crerenu cxoxecru. 1o ymorganuio
YCTAHOBJIEHO ONTHMAJbHOE IIOPOroBoe 3Hadenue, pasHoe 0.739. IIpu HEOOXOMMMOCTH BBI MOXKETE U3MEHUTH
JIaHHOE 3HAYEHUE.

ITpumeuanme: Yem Bbilte MOPOroBast CTEMEHD CXOKECTH, TEM MEHBIIE MMAHCOB HA MOJIO2KUTETHHYIO JIOXKHYTO
BepuUKAIINIO J€JI0BEKA, OJHAKO HEKOTOPBIE TOaXo e (poTorpadun MOTYT Tak:Ke He TpoiTh BepuduKa-
IIHIO.

CoseT: Bbl MOXK€TEe HACTPOUTDH MOPOT CPAdATHLIBAHUS WHIABUIYAIBHO I KaXKIOW KaMepol, 2pYNnnov. Kamep
U Cnucka Habaodenus.
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Baykno: [l G0JIBIIMHCTBA CIydaeB DPACIIO3HABAHUS JIAI[ 3HAYEHHE, YCTAHOBJIEHHOE IO YMOIIAHUIO
JIJIsT YHUBEPCAJIBLHOTO TIOPOra CPabAThIBAHUS, SIBJISETCsI ONTUMAJIBHBIM. He peKOMEeHIyeTcsi CaMOCTOSITE b
HO MeHATHh ero. Ob6s3aTesIbHO TPOKOHCYJIBTUPYUTECh € HAIMMMMEU TEXHUIECCKUMHU SKCIEPTaMU IO aJqpecy
support@ntechlab.com.

7.13.2 lMopor cpabaTbiBaHuA Anst 3NN30408B
IIpu opMupoBanum snH30/1a CUCTEMA UITIET B OMOMETPHYIECKO# 6a3€e TaHHBIX Heda6H e COOBITHS C TTOXOXKUMUI
JIITIAMH BBIIIE ONIPEJIeJIEHHON TTOPOroBOii cTenenn cxoxkecTH. Ilopor mo ymomaanuio ycranossier Ha 0.689. Ilpu

HEOOXOIMMOCTH Bbl MOYKETE U3MEHUTH 9TO 3HadeHue. O0A3aTe/IbHO CBS2KUTECH C HAIIMMU SKCIIEPTAMU JIJIst
koHCysbTaruu (support@ntechlab.com).

7.13.3 KadectBo JPEG muHunaTtiop

B saBucumoctu or kauecra JPEG, daitsibl MUHMATIOP MOI'YT B KOHEYHOM CUETe 3aHATH 3HAYNTEIbHYIO YaCTh
JIUCKOBOTO IpocTpancTsa. Vcronb3yiite BKIagKy OchosHbie 11l HACTPOUKH IapaMeTpa.

7.13.4 ABTOMaTu4eckoe yaaneHue CTapbiX COObITUIA N 3NN30408B

WcnonpayiiTe 3Ty 2Ke BKIAJKY, YTOOBI 33/1aTh PACINCAHNE aBTOMATUYECKOrO VIAJEHUS CTAPBIX COOBITHI U
91n30/10B U3 6a3bl MaHHBIX. MO0XKHO HACTPOUTH yJIaJIeHHe COOBITUN U SIMU30/I0B [0 PA3HBIM PACIHUCAHUAM B
3aBUCUMOCTH OT HAJIMYUsS COBIAJIEHUN ¢ 62300 JAaHHBIX JIOChE, & TaKKe BBIOPATH YJIAJIEHUE TOJBKO IMOJIHBIX
Ka/IpOB.

7.14 TepekntoveHune si3blka

st Toro 9To0BI IEPEKJTIOYUTD SI3bIK nHTEepdeiica, mepeiinure B Menio Hacmpotixu -> Brewnud eud.

Hactpounkn BHewHun BUA

OCHOBHbIE

BHeLlHWi Bua,

7.15 MobunbHbli BEOG-nHTEpdeiic

st pabots! ¢ FindFace Security tak:ke MOXKHO HCIIOIB30BaTh YIIPONIEHHYIO MOOMJIBHYIO BEPCUIO CUCTEMBI.
Mobuibroe ipmitoxkenne FindFace Security mocrasisiercst o 3amnpocy st Android.
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B atom pasgene:

o Pexomendyemvie cucmemmovie mpebosaHus

o Dynruuy

7.15.1 PekomeHayemble cnctemMmHble TpeboBaHus

e OC: Android 6.

IIpumeuanne: QyuknuoHnpoBaHue Ha Bepcusx 4.4-5.X BO3MOKHO, HO HE TapAHTUPYETCSI.

e CPU: 2 apa.
e RAM: 2 GB.

e Emkocts akkymyssitopa: He Meree 4000 MAT yist 8-1acoBoit paboueil CMEHBI.

7.15.2 ®DdyHkunM

B npuwroxkennn BBeguTe cBoit jiorud u naposib FindFace Security, a takzxke ajpec cepsepa FindFace Security
U IIPOMJNUTE aBTOPUIAIUIO.
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16:43 @ + ¥

FindFace Security

Login

admin

Password

Url
http://172.20.77.58

LOGIN

Mobunbubrit BeG-uHTEpdEiic nMeeT yI0OHBI U MHTYUTUBHBIN IU3aitH 1 00eCIeanBaeT JOCTYII K CJIELYIOITIM
GyHKIIAAM:

o Ilouck Jsui B 6a3ax JaHHBIX.
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32 QO ail = (= 65%

Search in:

EVENTS m SOCIAL NETWORKS

Source:
X

Event Id:

Threshold: @ 52%

Limit;

10 50 m 200

CLEAR SEARCH

o U nentudbukarust jutl 1o 6a3aM JAHHBIX B PEXKUME PEAJLHOTO BPEMEHH

Baxknao: Jlns Toro uTobbl B MOOMILHON Bepcuu MOaydaTh coObITHS B (popMaTe push-omoserennii,
JIJIsT COOTBETCTBYIOIIETO CIIUCKA HAOJIIOJEHUs HYKHO MOCTaBUTh dutaxkku Tpebosams nodmeeporcienue
cobvimusa u Brarowums 3eykosoe onosewenue (depes noanodopMaTHbiil BeG-unTepdeiic).
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16:35 @ + ¥ 32 © il = (W 65%

= Events ¥/°° Y

7 Minutes
16:28:13
2018-10-05

caml
(cams)

8 Minutes
16:27:07
2018-10-05

testssstsss0000
(cams)

e PaboTa c j10che Ha IIepCOHYy.
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16:33 0 + < 322 © il = (W 65%

<« Edit Dossier Y 4

Photos +

Name: Sample

Comment: Comment

Watch lists:
allow v
Active: o

UPDATE

Pabora ¢ mamabiME DYHKIMAME aHAJOTUYHA TOJTHOMDOPMATHON BEPCUU.

Baxkno: lna moctyna B Hacmpotixu, Bam orpebyercst BBectu PIN-kom, mo ymosdanuio 1234.
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PaclumpetHblii oyHKLMOHA

8.1 lNpuBsaska rpynnbl kamep K 3k3emnnsapy findface-video-worker

YacTo B pacipeie/IeHHON apXUTeKType 00paboTKy BUICOM300paKeHusl C TPYIIIBI KaMep TpedyeTcs BBIIIOJI-
HSTh JIOKAJIBHO, HE 00pAaIasich K IEHTPAJIHLHOMY CEPBEPY U HE MTEPEPACIIPEIEsIs BUACOMOTOKNA MEXKY YIa-
JIeHHBIMU 3K3eMIuigpaMu findface-video-worker.

HpHMeanHe: I‘I&HpI/IMep7 3TO MOXKET OBLITH AaKTyaJIbHBIM JIJI51 ceTeit T'OCTUHUIL, Mara3duHOB, ITPU HaJIMINUN
HECKOJIbKUX ITPOXOJHBIX B O/IHOM 3J1aHUU U T. II.

B »srom ciywae rpymnmy Kamep —NOPHUBA3LIBAIOT K JIOKAJIHHO — YCTAHOBJIECHHOMY  K3EMILISIPY
findface-video-worker.

Brimonnute ciiepyrorniue feicTBus:
1. Ilepeitgure Ha BrRIanKy Hacmpotxu. Beitbepure I'pynnoe xamep.
2. OrkpoiiTe HACTPONKY I'PYIIIBI KAMEDP.

3. B momre Memxu co3maiiTe nin BbIOEPUTE U3 yKe CO3IAHHBIX OJHY WU HECKOJIBKO METOK JIJTsT ITPUBI3KH
IPyIIbl KaMep K 3K3eMiuisipy findface-video-worker. CoxpaHuTre M3MeHEHHUSI.

4. Otkpoiite daitn koupurypamun sk3emiisgpa findface-video-worker m yKaxkuTe B HEM 3aJaHHBIE
MeTKHu B hopMare uMs_MeTKu=true (terminal_1 B npuMepe HUZKe).

sudo vi /etc/findface-video-worker-cpu.ini
sudo vi /etc/findface-video-worker-gpu.ini

labels = terminal_1l=true

5. Ilepezamycrure findface-video-worker.

sudo systemctl restart findface-video-worker-cpu.service
sudo systemctl restart findface-video-worker-gpu.service
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IIpnmeuanne: Ecan kamepe mupmcBoeHa MeTKa, TO BHJIEONIOTOK C Hee MOXKeT 00pabaThBATh-
cs1 Kak 9K3eMiusipom findface-video-worker(-gpu) ¢ aHaJIOTWYHONW METKOH, TaK M SK3EMILISIPOM
findface-video-worker (-gpu) 6e3 METOK.

IIpenyupexxaeuune: Ecim Kamepa ¢ METKOMN obpabaThIBaeTCs 9K3EMILJISIPOM
findface-video-worker (-gpu) 06e3 MeTOK M IOSBJISIETCS CBODOJHBIN SK3EMILISIP C METKOM, Kame-
pa aBTOMAaTHUYIECKHU HA HErO HE NMEPEKJIIOIUTCH. ITOOBI IEPEKJIOUNTH KAMEDPY, IEPE3AIyCTUTE IKIEMILIAD
findface-video-worker (-gpu) ¢ MeTKOIl.

8.2 PacnpepenenHas 6a3a gaHHbIX A0Cbe

B pacmpeesiennoil apxurekType 9acTo HeoOXOIUMO, 9TOOBI 6a3a JAHHBIX JOChe PACIIPEIEISIIACEH IO HECKOJIb-
KHUM cepBepaM.

B rekymieit peanuzanuu 6a3a JaHHBIX JI0Che JOCTYIIHA /ISl PETAaKTUPOBAHMS TOJBKO Ha IJIABHOM CepBepe, T. H.
master-cepsepe. Master-cepBep CHHXPOHU3UPOBAH C HECKOJIBKIMHU JIOMOJHUTENbHBIMA Slave-sKk3eMIIapaMu
FindFace Security. Ha slave-cepsepax 6a3a JJaHHBIX JOChE JOCTYIHA TOJBKO JJIsl YTEHUS ¥ MOHUTOPHUHTA.

Baxkno: [locke MmoxkHO yrnagmTh Ha slave-cepBepe, eciin master-cepBep HeIOCTYIIEH.

Baxxno: Eciu B cimcke Habuitosienusi Oyiyiero slave-cepsepa y»Ke eCcTh J10Chbe, OHU OyJIyT 3aMEHEHBbI Ha
Jlocke ¢ master-cepBepa BO BpeMsi IEPBOil CHHXpOHmU3anuu. Best nHGOpMAIUs B IPEAbIIAYIUX J0Che Oyrer
noTepsgHa.

IIpenynpexxaeume: Ha cepBepax master u slave mo/KHA MCIOIB30BATHCS OJHA W Ta YKe HEHpOHHAs
CeTb.

B atom paspene:

e Hacmpotixa cunxpornusauyuu Master/Slave

e Penaukxayus cnucka nabarodenus master -> slave

3adanue GPEMEHU CUHTPOHU3AUUU

Ommena penaukayuu U4 CURTPOHU3AUUU CNUCKA HAOA00EHUSA

Brmouenue gynkuuonara 6 eeb-unmepetice

8.2.1 Hacrpoiika cunxponusauymuun Master/Slave

Jia macrpoiiku cuaxponusanuu master/slave BbIIOJHUTE CIAYIONUE IEHCTBUI:
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1. Ha master-cepsepe otkpoiite daitsi kondurypanuu findface-security. [IpunymaiiTe ToKeH cuHXpO-
HU3AIUA U yKaxKuTe ero B napamerpe SYNC_TOKEN (00s3aTeIbHO PACKOMMEHTUPYITE ero).

sudo vi /etc/findface-security/config.py

# token must be tdentical on master and slave
# use pwgen -s 64 1
SYNC_TOKEN = 'ABC_123456789'

2. CkonmupyiiTe TOKeH CHHXpoHu3aIuu B ¢air kondurypanuu findface-security na slave-cepsepax.

3. ¥Yb6enurech, uro mapamerp EXTERNAL_ADDRESS B daittax kouduryparun findface-security ua slave-
cepBepax COJIEPXKUT TOT Ke aj[pec, 9To U Ha master-cepsepe.

CunxpoHusarusi master/slave Ternepb HacTpoeHa U OyJIET aKTMBUPOBaHA, KAK TOJBKO Bbl HACTPOUTE PEILIN-
KAIMIO CIIUCKa HabJIIo/IeHns ¢ master-cepsepa Ha slave.

8.2.2 Pennukauusa cnucka HabnoaeHns master -> slave
Jj1st Toro 9TobBI PEITUIINPOBATE CIUCOK HAOJIOJEHNsS OT master-cepsepa Ha slave-sK3eMILISAPBI, OTIIPABLTE
ua slave POST-3ampoc co ciemyomuMu mapaMeTpaMu B TeJie:

e remote_dossier_list: id mcxomHOro crmckKa HaOJIIOIeHNsT HA master-cepsepe

e remote_url: URL master-cepsepa

e slave_dossier_list: id cuucka nabuomenus Ha slave-cepBepe, KOTOPBI OyIeT PEIIHKON MCXOTHOTO
CIIMCKA HADJIIOICHNUS].

POST /sync/dossier-lists/
{remote_dossier_list: 1,
remote_url: "http://172.17.46.14",
slave_dossier_list: 3}

8.2.3 3apaHue BpemMeHU CUHXpPOHU3aAU UK

Ilo ymosrqanuio pensiuiupoBaHHble CIMCKKA HabJofeHus Ha slave-cepBepax CHHXPOHU3UPYIOTCS ¢ master-
cepBepoM Kaxkyio HOUb B 3:00. Bpemst cHHXpOHU3AIME MOYKHO U3MEHUTD CJIEIYIONIAM 00pa30M:

1. Otrkpoiite daitn koudurypanun findface-security na master-cepsepe.

sudo vi /etc/findface-security/config.py

2. PackoMmmMeHTHpYiiTE CII€IYIONIIE CTPOKHU U 3a1aiiTe COOCTBEHHBIN IPAOUK PEILINKAIIAN.

# ========== Jossierlists sync ===========

SYNC_TIME = {
# 24 hour format

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

'hour': 3,
'minute': O,

8.2.4 OTmeHa penamnkauum n CUHXPOHMU3aLUUM CNUCKA HabAoaeHus

Jutst TOro 9T00BI OTMEHUTD PETIUKAINIO U CHHXPOHU3AIINIO CIIMCKaA HAOJIIOIeHNsI, OTIIpaBbTe Ha Slave-cepBep
API-zanpoc ¢ {id} coorBercTByIOIIErO ClIMCKa Ha slave-cepBepe:

DELETE /sync/dossier-lists/{id}/

8.2.5 BkntoyeHue cyHKUMOHaNa B BeO-nHTepeiice

TIo ymosigaHuio BBl MOXKeTe BKJIIOYATh U OTKJIOYATH PEIJINKAIMIO CIIUCKa HaOJIIoJeHus ToJIbKO yepes API.
it Toro 4To0bl JAHHBINH (DYHKITMOHAJ OBLIT TaKyKe JOCTYIIEH Yepe3 BeO-uHTepdeiic, BBITOJHUTE CJIEIy FOIIHe
JIECTBUSA:

1. Orkpotite daitn koudurypanun findface-security Ha master-cepsepe.

sudo vi /etc/findface-security/config.py

2. Bruounte mjarma  ffsecurity_sync, packommeHTHpOBaB CTpoKy INSTALLED_APPS.append
(‘ffsecurity_sync’) B pasjeJiie IJIArTHOB:

# ========== Dossierlists sync ===========
INSTALLED_APPS.append('ffsecurity_sync')

3. BrimonnnTe aHajgorndHbie JIeCTBHUS Ha KayKJIOM Slave-cepBepe.

4. Ha xaxx70M cepBepe BBIIIOJHUTE TIEPEHOC OCHOBHON apXuTeKTyphl 6a3el manubix n3 FindFace Security
B PostgreSQL. 3anoBo cozjaiiTe IpyIbl OJIb30BaTeseii B OCHOBHOI Oa3e JaHHbIX. [lepesamycrure
ceppuc findface-security.

sudo findface-security migrate
sudo findface-security create_groups
sudo systemctl restart findface-security.service

8.3 lNonb3oBaTenbckue BKJ1agAKu, nonasd m (bVIJ'IprbI B OOCbeée

YHacTo HEOOXOINMO, ITOOBI JOChE COMEPKATIO JTOMOJHUTEIbHBIC BKIAIKN U TOJIS, TI0 KOTOPBIM MOXKHO OBLIO
OCYIIECTBJIATH IIOUCKOBBIE 3aIIPOCHI.

st 1o6aB/IeHUs MOJIb30BATEILCKUX BKJIAJIOK U TOJIEH B JIOCHE BBIIOJHUTE CJIEIYIOIINe IeCTBUSL:
1. IToaroroBbTe CIMCOK MOJIH30BATENILCKAX BKJIAJIOK W MTOJIEH JJIsT JOOABIECHUS B TOCHE.

2. Orkpoitre daitn konduryparyn findface-security.
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sudo vi /etc/findface-security/config.py

3. B paznene FFSECURITY packomMmentupyiite cexruio CUSTOM_FIELDS u u3MeHUTE €€ TPUMEPHOE COJIEP-
JKAMOE C YU9ETOM CJICAYIOIUX IIPABUJI:

e 'items': cuucok noJieil B gocbe. ONumTe Kaxkiaoe I0JIe CJIEAYIONUMU IIapaMETPAME:

— 'name': BHyTpeHHee UMs 1104, string.

— 'label': ma3BaHme moJisg B BeO-uHTEpeEiice, string.

— 'display': dopmar orobpaxkenus (form mim list), string wiu array.

— 'tab': BKJaJKa, Ha KOTOPOil pacrosaraercs moje. Ecin He 3aaHa, moJjie MOABUTCS Ha TJIaBHOM
crpanuIe xocbe (Toif, uro ¢ dororpadueit).

— 'editable': pemakTupyeMoCTh 1m0Jsi, boolean.

— 'type': Tun JaHHBIX HoJis, string. Bo3amokHble 3HaueHus:

*

ES3

*

list: Tpebyer 3ajaHus items, JONOJHHUTEJILHOIO HapaMeTpa IJis CIUCKOB (CM. HUXKeE),
oxuaer o6bekThl {id, name} B cioBapsix;

valuelist: oKuJaeT 3JIeMEeHThl IPUMUTHABHBIX THUIIOB.

objectlist: HO3BOJISIET CO3/1aBATH MAaCCUBBI OObEKTOB HYKHOI'O THIIA.
datetime: MPUMUTHUBHBIN TUI JAHHBIX, OTOOPaXKaeMbIif Kak crrcok datetime.
date: IPUMUTHBHBINA THII JAHHBIX, OTOOparKaeMbIil KAK BBIOOD JATHI.
boolean: TPUMUTHUBHBII THUII JAHHBIX, OTOOPAYKAEMBII KaK (DIAZKOK.

string: IPUMHUTUBHBII TUII JAHHBIX String.

— JIOTIOJIHUTEBHBIE TAPAMETPHI JJIsl CIIUCKOB (type=list, type=valuelist):

*

*

*

*

multiple: BOBMOXKHOCTDH BbIOOpA HECKOJIBKUX 3JIEMEHTOB B CIIUCKe, boolean.
items: cjI0Bapb, UCIOIb3YEMBbIl KaK MCTOYHUK JAHHBIX JJIA CIIUCKA.
allow_create: BOSMOXKHOCTE J00aBJIEHNSI HOBBIX 3JIEMEHTOB B CIIMCOK, boolean.

custom_id: nosb3oBarensekoe noje st id (type=list).

— JIOTIOJIHATEIbHbIE APAMETPHI JIJIsi CIIUCKOB 00bEeKTOB (type=objectlist).

*

*

object: 00bEKTDI, UCIOIb3yeMble KAK UCTOYHUK JAHHBIX JIJIS CIIICKA OOHLEKTOB.

simple: YKa3bIBa€T, 9YTO II0JI€ O2KHJIaeT JaHHbIe IIPUMUTHUBHOI'O TUIla BMECTO O6’]3€KTOB7
HaIllpuMep, O2K1JaeT CTPOKHU C Te.He(l)OHHbII\H/I HOMEpaMu.

e 'filters': ciimcok GUIHTPOB JJIs MOUCKA IO MOJIH30BATEIbCKAM MOJIstM. [lapameTpsr:

— 'name': BHyTpeHHee UM (DPUIBTPA,

— 'label': na3Banue huabTpa B BeO-uHTEpDEiice,

— 'field': cea3anHOe noJie B (popmare [uma moss].

e 'tabs': CIMCOK BKJIAJIOK B Jochbe. llepBast BKiIajKa B CIUCKE COOTBETCTBYET TJIABHOM CTDAHMUIIE
Jocbe.
FFSECURITY = {

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

# Edit CUSTOM_FIELDS section to customize dossier content.
# Below is an example for integration FindFace Security with Sigur.
'CUSTOM_FIELDS': {

'dossier_meta': {

'items': [
{
'name': 'personid',
'default': '',

'label': 'PersonID',
'display': ['list', 'form'],

'description': 'Sigur person ID'
}’
{
'name': 'firstname',
'default': '',
'label': 'First Name',
'display': ['list', 'form'],
'description': 'Sigur first name'
1,
{
'name': 'lastname',
'default': '',
'label': 'Last Name',
'display': ['list', 'form'],
'description': 'Sigur last name'
1,
{
'name': 'version',
'default': '',
'label': 'Versiomn',
'display': ['list', 'form'],
'description': 'Sigur photo version'
}
1,
"filters': [
{
'name': 'personid',
'label': 'Sigur person ID filter',
'field': 'personid'
}

}’

4. Bbl yBuauTe, 9TO HOBasi (pOpMa JOChE MMOSIBUJIACH B BeO-mHTEpdEiice.

8.4 lakeTHas 3arpy3ka coTorpacuini 4epes KOHCONb

TTomumo BeG-unTEpdeEiica, my1a nakeTHO! 3arpy3ku dororpaduil B 6a3y TaHHBIX T0ChE MOYKHO HCIIOJIb30BATH
nocrasysieMmyto Bmecre ¢ FindFace Security yrunry findface-security-uploader. cnonb3yiite yruiury,
Koryia TpebyeTest 3arpy3uTh 0OJIbIoe KoandecTBo dbororpadmuii (Gosee 10000).

Coser: [l Bo3oBa cupasku findface-security-uploader BBIIOJTHUTE KOMAH/TY:

120 haea 8. PacwupenHbiii pyHKumoOHan



FindFace Security, Boinyck 4.3

findface-security-uploader --help

Brimonmure cienyronue neiicTBus:

1. Hoxarorosere CSV- mim TSV-daitn co crmckom dororpaduit 1 MeTa aHHBIMMA.

BaknHo: B kauecTBe mcrounHmka MeTaJlaHHBIX bailyl JOJKEH UMeTh cjeayiomuii ¢hopMmar: oIyTbh K
poTorpadpum | mMeTamanHbe.

s moproroBku TSV-daiisia MOXKHO HCHOIB30BATH CKPUIIT, AHAJOTHYIHBIA LaHHOMY WU KOMAH]LY
find.

ITpumeyanme: Kak ckpunr, Tak ¥ KOMaH/a B IIpUMepax co3jiaioT Gailyl images.tsv ¢ JaHHBIMHA B
dopmare monHEE IyTh K daiiny ¢ pororpadmeit | Meramammse. B KadecTBe METAIAHHBIX OYIET CO-
3/1aHa CTPOKA C MMeHeM aiia.

s 3anycka ckpunrta Ha cosmanue 1TSV-daiina co couckom dororpaduit n3 yKazaHHOIO KaTajora
(/home/user/25_celeb/ B pumepe) BBINOJIHATE CJIEILYIONLYI0 KOMAHILY:

’python?; tsv_builder.py /home/user/25_celeb/

IIpumep ucmonp3oBanust kKomanabl £ind:

find photos/ -type f -iname '*g' | while read x; do y="${x%.*}"; printf "/s\t/s\n" "$x" "${y#
—#*/}"; done

2. Cospnaiire daitn 3amanus (job-daitn) nz CSV- wm TSV-daiina, ncnonssys meror add yrwiursl. B
pesysbTaTe B TEKyIeM Karajore Oyaer coszan ¢aits enroll-job.db.

findface-security-uploader add images.tsv

Ounun add:
e -format: dpopmar daitia, IO yMOTIAHUIO TSV,

e -delimiter: UCMONB3YEMBIH pa3euTelb, 0 yMoadanuio *\t*’ mist TSV-daitna, **,”’ mis dop-

mara CSV.

IIpumeuanune: Daiin job mpencrasisier coboit sqlite-6a3y, KoTopasi MOYXKeT OBITh OTKPBITA B KOHCOJIH
sqlited.

3. Brmosnure 3a/1aH1€e job, HCIIOIB3Ysl METOJ rUn YTHUIUTHI.

findface-security-uploader run --dossier-lists 2 --api http://127.0.0.1:80 --user admin --
—password password

Omrun run:

e -parallel: KOJIUYIECTBO IOTOKOB 3arpy3ku ¢ororpaduit, mo ymordanuio 10. Hem Gosbire moro-
KOB, TeM ObICTpee Oy/IeT 3aBepIleHa 3arpy3Ka, OJHAKO TaKKe TOTpedyeTcst n 60IbIee KOJTHIECTBO

pecypcos.
e -api: URL API kommonenta findface-security, no ymomauanuto http://127.0.0.1:80/.
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® -user: UMd II0JIb30BaTEJIHd.
e -password: I1apoJIb.

e -dossier-lists: mepedeHb pa3/e/IeHHBIX 3amaToll id CIUCKOB HAOJIOAEHNS, B KOTOPBIE HYYKHO
106aBuThH pororpacdpum.

e -failed: B ciyuae Heymadu rnpu o6paboTke job-daitna ucupaBbTe OMUOKY U ITIOBTOPHUTE IOMBITKY
C JIAHHOW OIIIneNt.

8.5 deaynnunkaumsi cobbiTuii

B atom paspene:

e Brmouenue dedynaukayui

o Anzopumm pabomovs dedynauranu

PaccemorpuTe BO3MOXKHOCTD BKJIIOUEHUS JE/IYILINKAIINNA, 9TOOBI UCKJIIOYNTH AyOIupoBaHre COOBITUI PaCIo-
3HaBaHU{ JIUI] B IIpeJiejiaX OJIHOM I'PYIIIBI KaMep.

8.5.1 BknrwueHnne pgepynnunkauuu

Jtst Toro 9To0BI AKTUBUPOBATH (DYHKITUIO JIE/IYTLIMKAIINY, BBIITIOJTHUTE CJIEIYIONINE JTeHCTBUS:

1. Jlas kaxk0ii KaMepbl B rpylie BKJIOUnTe OydepHbIil pexxuM JerekrupoBanus Jmi. Cm. mogpobHee
Jlobasaenue xamepo.

[\

. Ilepeitnure Ha BRAanky Hacmpotixu. Beibepure I'pynno xamep.

w

. OTkpoiiTe HACTPONUKHU I'PYIIIBI KaMep.

>~

. Hocraswre diaxok Jledynaiuyuposamsd cobvimus 1 3ajaiiTe B CEKyHIAX MHTEPBAJ JI€JIy IJTUKAIUN.

8.5.2 Anroputm paboTbl geaynavkaumu

Astroput™ feynMKanun paboTaer CaeLyIonuM 00pa3oM:

1. B 6ydeprom pexnmMe 3a OIUH CEAHC OTCICKUBAHUS HA KaMepe CepBep IMOJydaeT OIHO, HAWIyIIIee,
u300pazkeHne JIa (CEaHC OTCAEKUBAHUS IIPOIOJIZKACTCS 0 TeX 110D, MOKA JIUIO HE UCYE3HET U3 MOJIs
3pEeHUs] KaMephl).

2. Ecau B pesesiax OfHON IPYIIBI KAMED TPOU30ILIO HECKOJBKO CEAHCOB OTC/IEXKUBAHUS HA OHON mMin
HECKOJIbKHUX KaMepax B TeYeHHe yKa3aHHOTO WHTepBasa jeaymmkanun, FindFace Security obpaboraer
[TOJIy YeHHBIE N300PAKEHUST JIHIL CJIe/LyIOIIUM 00pa30M:

e Eciu B TeueHue mpeaiecTBYONIEro I€PUO/IA, PABHOTO MHTEPBAJLY JI€IyIIJINKAIUN, €CTh COBIIAIe-
uue ¢ gocke, FindFace Security ymassier BHOBb mostyderHoe m3obparkenue. B mporuBHOM citydae
n300pazkeHne COXpaHseTcs B 6a3e TaHHbIX.

e [Ipu BhIOHEHWN Je/IYIINKAIIMA HE COBIABIIMX ¢ Jochbe Jjimi FindFace Security yuurbiBaeT Kak
CXOJICTBO MEKJIy JIMIIAMU Ha Pa3JIMYHBbIX M300pakeHusIX, TaK U KadecTso Jiuil. FindFace Security
yaajsieT Bce n300paykeHusl MOXOXKUX JINIL B IIpeJleiax WHTepBaJja JAe yILUIMKAIINI, €CJIU OHU OoJiee
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HU3KOI0 KadecTBa, UeM IepBOE B JAHHOM HHTepBaJje. Eciu HoBoe Juio 60jiee BHICOKOTO Kate-
CTBa, OHO COXPAHSIETCSA. JTO TAPAHTUPYET, UYTO CUCTEMA JeIYILINIINPYET COOBITUSI, He IMPOILyCKast
BBICOKOKAYECTBEHHBIE JIUIA, HEOOXOIUMBIE /I BUICOAHATUTHK.

8.6 PacnosHnaBaHue xwusbix nuy, B peanbHoMm Bpemenn (Liveness)

ITpumeuanue: Liveness-demexmop na CPU pabortaer ropasmo memyiennee, vem na GPU.

s obHapy keHust (pabIIUBBIX JIUI] U [IPEIOTBPAIleHns (POTO-aTaK UCIOJIb3YTe HHTEIPHPOBAHHYIO AHTUC-
Iy(UHTOBYIO CHCTEMY, OTJIMIAIONIYIO KUBBIE JIUIA OT X N300parkeHuil. AJIropuTM aHaAJM3UPYET HECKOJIb-
KO IIOCJIEJIOBATEIbHBIX Ka/IPOB, PErHCTPUPYs M3MEHEHHUsI B MUMHKE U TEKCTYpe KOXKH, M 0Jiaro/iapsi SToMy
OIIPE/IeIISIET, SIBJISETCS JIM JIMIIO IIEepesi KaMepoil yKUBBIM MM (DAJIBIIUBBIM. DTO NCKJIIOYAeT BO3MOXKHOCTH
MOIIIEHHIYECTBA C MCIIOJIb30BAHUEM M300paKeHus JIuila Ha OyMare njau dKpaHe MOOMJIBHOI'O yCTPONCTBA.

Liveness—;LeTeKTop OII€HUBaET 2KUBOCTD JIUI[a C OIIPEICJIEHHBIM YPOBHEM JIOCTOBEPHOCTU M BO3BPaIIla€T OIlCH-
Ky JOCTOBEPHOCTU BMECTE C 6I/IHapHI)IM pe3yibTaTOM Xusoit ‘-IeJIOBeK/I/I306pa)KeHI/Ie7 B 3aBUCUMOCTHU OT IIPpE/I-
YCTaHOBJICHHOT'O ITOPOTa JOCTOBEPHOCTU.

B atom paspene:

e Brarnuenue Liveness-demexmopa

e Hacmpotixa nopoza Liveness

o ngopmayusn o srcusom auue 6 seb-unmepgetice

8.6.1 BknioueHue Liveness-aetektopa

st BRmiouenus Liveness-eTeKTopa BBITIOJHATE CIEIYIONIAE JeHCTBU:

1. Orkpoiite daitn KOH(bUTypaun /etc/findface-video-worker-gpu.ini (/etc/
findface-video-worker-cpu.ini). B pasjene liveness ykaxKure IIyTh K MOJEJNM HEHPOHHOM
ceru (fnk) u HOpMaM3aTOPY (NOTM), KOTOPBIE OY/IYT MCIOJIB30BATLCH B liveness-jerekTope.

sudo vi /etc/findface-video-worker-gpu.ini

## path to liveness fnk
## type:string env:CFG_LIVENESS_FNK longopt:--liveness-fnk
fnk = /usr/share/findface-data/models/faceattr/liveness.v3.gpu.fnk

## path to mormalization for liveness
## type:string env:CFG_LIVENESS_NORM longopt:--liveness-norm
norm = /usr/share/findface-data/models/facenorm/crop2x.v2_maxsize400.gpu.fnk
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sudo vi /etc/findface-video-worker-cpu.ini

## path to liveness fnk
## type:string env:CFG_LIVENESS_FNK longopt:--liveness-fnk
fnk = /usr/share/findface-data/models/faceattr/liveness.v3.cpu.fnk

## path to mormalization for liveness
## type:string env:CFG_LIVENESS_NORM longopt:--liveness-norm
norm = /usr/share/findface-data/models/facenorm/crop2x.v2_maxsize400.cpu.fnk

2. Ilepesamycture findface-video-worker.

sudo systemctl restart findface-video-worker-gpu
sudo systemctl restart findface-video-worker-cpu

8.6.2 HacTtpoiika nopora Liveness

IIpu HEOOXOIMMOCTH BBI MOXKET€ HACTPOWTBH IOPOTOBOe 3HadeHme Liveness B daitre koudurypamun /etc/
findface-security/config.py. Liveness-jerekTop oleHUBAET ‘?KUBOCTH’ JIAIA C OLIPEJIe/IEHHO JOCTOBED-
HOCTHIO. B 3aBUCHMOCTH OT IIOPOI'OBOIO 3HAUYEHUSI JIOCTOBEPHOCTH, OH BO3BPAIAET OMHAPHBIN pE3y/bTaT
XuBoi#l uenoBek uiu UsobpaxeHue.

ITpumeuanue: 3HaveHHE IO yMOJYAHUIO SBJSETCS ONTUMAJIbHBIM. llepesr m3MeHeHHMEM TOpPOTA IMPOKOH-
CYJIBTUPYHATECH ¥ HAIMUX CIEIHAJINCTOB M0 ajapecy support@ntechlab.com.

sudo vi /etc/findface-security/config.py

‘LIVENESS_THRESHOLD’: 0.75,

8.6.3 VNHdopmayusa o xusom nuue B BebO-uHtepdeiice

TTocne macrpoiiku Liveness-nerekTopa [1uist KaxKa0ro codbiTus Oymer orobpakarhes oreHka liveness obnapy-
JKEHHOTO JIUIIA.
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nakches

(Camera not...)

ITpumeuanme: Liveness MoxkeT IPUHUMATH 3HAYeHNE null, €Cu AETEKTOP YKUBBIX JIUI] OTKJIIOYEH WU Ha
[IPEIOCTABJIEHHOM M300PaKeHNN HEBO3MOXKHO JIOCTOBEPHO OIEHUTH Liveness.

Wcnonwayitre dbuabtp Liveness st IPOCMOTPaA COOBITUN TOJHKO C »KUBBIME JIFOJIBME UJIU TOJIBKO C U300pa-
JKEHUSIMU, €CJIA UMEJIU MECTO CILy(DUHIOBBIE aTaKMU.

CHpochTe PHUNLTPLI

CmMm.Tak>ke:

Liveness xax a8moHoMHvil cepsuc

8.7 Liveness kak aBTOHOMHbIi CEpBUC

CmMm.Tak>xke:
Pacnosnasanue scusux auy 6 peasvhom epemenu (Liveness)

Bbl MoxkeTe UCHONB30BATH  PACNO3HABAHUE HCUBHIT AUL, OTIEJbHO, B BHIE AaBTOHOMHOI'O CEpPBHUCA
findface-liveness-api. CepBuc Geper ompeeseHHOE KOJUIECTBO KAJIPOB U3 BuaeodparMeHTa u BO3BPa-
maeT n300pazkeHne JINIA HAUTYIIIero Ka4ecTBa u JeCATUIHBIN pe3yabTaT liveness, yecpeTHEeHHBIH 110 B3ATHIM
Kajgpam. Eciu 3a/1aHbI COOTBETCTBYIONINE HACTPONKM, CEPBUC TaKKe MOXKET BO3BPAIIATH MMOJTHOKAIPOBBIE 1
HOPMAaJIN30BAaHHBIE N300parKeHUs JIUI] U COXPAHATh Pe3yJIbTaT jJeTeKimu B kamie findface-sf-api, Bo3Bpa-
mada detection_id.
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B atom pasgene:

o Yemanoska u wacmpotixa findface-liveness-aps

o llcnoavsosanue Liveness API

8.7.1 YctaHoBka n HacTponka findface-liveness-api

Lt ycranoBku cepBuca findface-liveness-api BBIMOJHHUTE CAeIyIONNE JEHCTBUS:
1. Vemanosume APT-penosuropuit FindFace Security.

2. Uz APT-pernosuropusi yCTaHOBUTE CEPBUC CJIEYIONUM 00Pa30M:

sudo apt update
sudo apt install findface-liveness-api

3. Ilpu meobxomumocTu HacTpoiite mapamerpsl findface-liveness-api:

sudo vi /etc/findface-liveness-api.ini

listen: :18301
liveness-threshold: 0.75
fullframe-jpeg-quality: 75
max-decoded-frames: 30
min-selected-frames: 10

extraction-api:

request-batch-size: 16

timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s

extraction-api: http://127.0.0.1:18666

sf-api:
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
sf-api: http://127.0.0.1:18411

limits:
video-size: 10485760
video-length-sec: 60
video-fps: 30
video-width-px: 1920
video-height-px: 1080
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Mapametp Onucatue
fullframe-jpeg-quaXayecrso JPEG nosnnbix kajpos B 1ose photo.

max-decoded-frames 3aBepiinTh JEKOJAMPOBAHNUE IIOC/IE IOJIYUEHUs] YKA3aHHOIO KOJUYECTBa KaJl-
POB.

min-selected-framedunnmManbHOE KOJTUIECTBO (DUHAJIBHBIX KAJIPOB, YCIEITHO MIPOIIEANAX e~
Ko/impoBaHue n u3pjedeHue liveness. /[oKHO OBITH paBHBIM WM MEHBITAM
max-decoded-frames

extraction-api Pazmep makera ¢ Kajgpamu T u3BIedeHus liveness.
->

request-batch-size

limits -> | MakcumaJibHBIH pa3Mep BHUIEO, OANTHI.
video-size

limits -> | MakcuManbHas JJIMHA BUJIEO, CEKYHJIbI.
video-length-sec

limits -> | MakcumanbHoe kKoiandectso FPS Buieo.
video-fps

limits -> | MakcumaJibHasi IMUPUHA BUIEO, ITHKCEIIH.
video-width-px

limits -> | MakcuManbHast BBICOTA BUJEO, TIKCEJIH.

video-height-px

4. B daite xouduryparun findface-extraction-api ykaxkwure MO/e/b HEHPOHHON CETH, MPEIOCTAB-
JISIOIeli aBTOHOMHBII cepBuc liveness: liveness.alleyn.cpu.fnk/liveness.alleyn.gpu.fnk.

sudo vi /etc/findface-extraction-api.ini
extractors:
ﬁ;éels:
liéeness: faceattr/liveness.alleyn.cpu.fnk
extractors:
ﬁséels:

liveness: faceattr/liveness.alleyn.gpu.fnk

5. 3amycrure ceppuc findface-liveness-api u n1obaBbTe €ro B aBTO3arPy3KYy.

sudo systemctl enable findface-liveness-api.service && sudo systemctl start findface-liveness-
—api.service

8.7.2 Ncnonb3osaHune Liveness API
s B3aumoneiicTBus ¢ cepucom findface-liveness-api ucnosnsyiite 3anpocst HI'TP API. B npumepe
uamzke 3anpoc POST ormpasiisiercst co CJIyONUME ONMIIUOHAIHHBIMUA TTAPAMETDAME:

e return_detection (default=False): coXxpaHuTh Jiydiiee Juno B Kame findface-sf-api u BepHyTH
ero detection_id.
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e return_normalized (default=False): BepHYTb HOPMAJIM30BAHHOE W300payKeHWe JMIA B IIOJIE
normalized.

e return_photo (default=False): BepHYTbH IOJHBI Kajp B 10Jjie photo.

Mpumep

3anpoc

curl -i -X POST \
'http://127.0.0.1:18301/v1/video-liveness?return_detection=true&return_normalized=true&return_
—photo=true' \
-H 'Content-Type: video/mp4' \
--data-binary '@/home/my_video.mp4'

OTBer

HTTP/1.1 100 Continue
HTTP/1.1 200 OK
Content-Type: application/json
X-Request-Id: LA:WSP2NcHc
Date: Mon, 07 Sep 2020 15:30:05 GMT
Transfer-Encoding: chunked
{
"alive": true,
"average_liveness": 0.8706386,
"best_face": {
"liveness": 0.74768883,
"quality": 0.89638597,
"bbox": {
"left": O,
"top": 578,
"right": 307,
"bottom": 1154
1,
"detection_id": "btb53vbp688sinjt3bv0",
"photo": "/9j/2wCEAAgGBgcGBQgHBwcJ. .. ",
"normalized": "iVBORwOKGgoAAAANSUhEU...",
"frame_no": 1,
"frame_ts": 0.033275817

8.8 PacnosHaBaHune aTpubyTtoB nuua

FindFace Security mo3Boisier pacmo3HaBaTh B peaJbHOM BPEMEHH TaKUe ATPUOYTHI JIUIA, KAK [0JI, BO3PACT,
9MOIIUHU, OYKHU, OOpOJia W MeJuIMHCKast MacKa. Jlanubiii dyHkumonaa jgocrynen kak Ha GPU-, tak u Ha
CPU-BuieoieTeKTOpE JINII,

B atom paspene:
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e Brarouernue pPacno3nasarua ampuﬁymoc AUUQ

[ ()’ULO6[)(LL)/C€’IL’LL€ pPeE3YALMAIOE6 PACNO3HABAHUA (L'NL])U(S]]’ULUG 6 cobbImuAx

o Ampubymuo. auy 6 cobvimuAz

8.8.1 BknioyeHue pacnosHaBaHus aTpubyTOB Nuya

Baxkno: Ha jgannom miare BKJIIOYaeTcs pacrio3HaBanue arpubyros juia Ha yposue HTTP API.

Jtst TOro 9ToOBI BKJIIOYUTH aBTOMATUYECKOE PACIIO3HABaHME aTpHOyTOB JINIa, OTKpOiiTe daiin KoHdurypa-
mun /etc/findface-extraction-api.ini u BKJIIOYNTE COOTBETCTBYIOIINE MOJIEJIN: II0JI, BO3PACT, SMOIUH,
0YKM, OOPOA U MEIUIIMHCKAsT MacKa. YJI0CTOBEPBTECh, UTO JJIsl KarXKJOW MOJIE/M Bbl YKa3a/u IPABUIbHBIN
tun yckoperust CPU unn GPU: on mosmxken coBnamaTh ¢ TuoM yckopenns: findface-extraction-api. O6-
parure BHuMaHue, 9YTo findface-extraction-api na CPU moxer paborars Tosibko ¢ CPU-momersivu, B
TO BpeMs Kak findface-extraction-api na GPU momnepxkusaer kak GPU-, tak u CPU-mozemnn.

sudo vi /etc/findface-extraction-api.ini

models:
age: faceattr/age.vl.cpu.fnk
emotions: faceattr/emotions.vl.cpu.fnk
face: face/ifruit_320.cpu.fnk
gender: faceattr/gender.v2.cpu.fnk
beard: faceattr/beard.v0.cpu.fnk
glasses3: faceattr/glasses3.v0.cpu.fnk
medmask3: faceattr/medmask3.v2.cpu.fnk

JlocTyHbI ClIeAyIONue MOIEIIH:

ITpumeuanue: Brl MoxkeTe HATH MOJEN JIIs PACIIO3HABAHUS aTpuOYTOB Jiniia B KaTajore /usr/share/
findface-data/models/faceattr/.

1ls /usr/share/findface-data/models/faceattr/

age.vl.cpu.fnk age.vl.gpu.fnk beard.vO.cpu.fnk beard.vO.gpu.fnk emotions.vl.cpu.fnk emotions.
—vl.gpu.fnk gender.v2.cpu.fnk gender.v2.gpu.fnk glasses3.v0.cpu.fnk glasses3.v0.gpu.fnk
—medmask3.v2.cpu.fnk medmask3.v2.gpu.fnk liveness.v3.gpu.fnk quality.vl.cpu.fnk quality.vl.gpu.fnk
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ATpunbyT nuua VYckope- MapameTp B chaiine kKoHdurypauun
Hne
O6uoMeTpHs JIUIIA CPU face: face/ifruit_320.cpu.fnk face: face/ifruit_160.cpu.
fnk
GPU face: face/ifruit_320.gpu.fnk face: face/ifruit_160.gpu.
fnk
BO3PACT CPU age: faceattr/age.vl.cpu.fnk
GPU age: faceattr/age.vl.gpu.fnk
TIOJT CPU gender: faceattr/gender.v2.cpu.fnk
GPU gender: faceattr/gender.v2.gpu.fnk
SMOIINNI CPU emotions: faceattr/emotions.vl.cpu.fnk
GPU emotions: faceattr/emotions.vl.gpu.fnk
OYKH CPU glasses3: faceattr/glasses3.v0.cpu.fnk
GPU glasses3: faceattr/glasses3.v0.gpu.fnk
6opoa CPU beard: faceattr/beard.v0.cpu.fnk
GPU beard: faceattr/beard.v0.gpu.fnk
MeIUIUHCKAas Mac- CPU medmask3: faceattr/medmask3.v2.cpu.fnk
Ka GPU medmask3: faceattr/medmask3.v2.gpu.fnk

Coset: /Iyt TOro 9ro0bl OTKIIOYUTH MOJIE/b PACIIO3HABAHUS, II€PEJaiiTe B COOTBETCTBYIOIINI TapaMeTp
mycroe 3uagdenne. He ymassiite cam mapaMerp, MOCKOJIBKY B 9TOM CJIydae Oy/IeT BLIIOJIHATHCSA OUCK MOJIEIN
110 YMOJIYaHUIO.

models:
gender: ""
age: nn
emotions: "'

Ilepesamycture findface-extraction-api.

sudo systemctl restart findface-extraction-api

Tlocnie BRITOUEHMST MOEIElt 00SI3ATEILHO HACMPOUMeE OTOOparKenne aTpuOyTOB B BeO-uHTEpdeiice.

8.8.2 OTobpakeHue pe3ynbTaTOB pacno3HaBaHUSA aTpubyToB B COObLITUAX

st oTobparkeHusi pe3yabTaTOB PaCIO3HABAHUS ATPUOYTOB JIUIA B CIHCKE COOBITHIH, T0OABbBTE CJIETYIO-
myo cTpoky B cekiuio FFSECURITY: *EVENTS_FEATURES’: [‘gender’, ‘age’, ‘emotions’, ‘beard’,
‘glasses’, ‘medmask’], B 3aBUCHMOCTH OT TOI'O, KAKH€ MOJIEJN ObLIN BKJIOYECHDI.

IIpenynpexxaenune: JlanHas cTpoka JOJIKHA OBITH PACIOIOKEHA MeXK Iy cTpokamu SF_API_ADDRESS
u LIVENESS_THRESHOLD, KakK IIOKa3aHO B ITpUMeEPE HUXKE.

sudo vi /etc/findface-security/config.py

FFSECURITY = {

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

'SF_API_ADDRESS': 'http://127.0.0.1:18411"',
'"EVENTS_FEATURES': ['gender', 'age', 'emotions', 'beard', 'glasses', 'medmask'],
'LIVENESS_THRESHOLD': 0.75,
'BEARD_THRESHOLD': 0.7,
}

Ilepesanycture findface-security.

sudo systemctl restart findface-security

8.8.3 ATpubyTbl Nuy B CObbLITUSAX

Tlocse HacTpoiiku pacno3HaBaHust ATPUOYTOB JIUIL PE3YJIBTAT PACIIO3HABAHUS OYJIET BBIBOIUTCS JIJIsT KAZKIOIO
0OHAPYKEHHOTO JIUIA B CJEAyIommeM dhopMaTe:

AtpubyT ®PopmaT pesynbTaTa Mpumep

nnua

Bospacr ATpubyT: Bo3pacT: KOJMIECTBO JIET BO3pacT: 33

ITon Pesyubrar: Myxckolt/xeHckuit (aTpubyT: MO ): YBEPEHHOCTh AJITOPUTMA, | YKEHCKHUH  (110J1):
B pe3yabTaTe 0.95

Dmorun Pesynbrar: 3mocts/oTBpamenue/cTpax/cyacTbe/rpycTh/yAUBIEHNE | CYACTbE (3mo0-
(arpubyT: aMOIWMH): YBEPEHHOCTH AJIOPUTMA B PE3YJIbTATE uwm): 0.99

Oukn Pesynbrar: menununckue/conneuntie/HeT (aTpubyT: odkm): yBepeH- | Her (ouku): 0.87
HOCTDb JICOPUTMa B PE3yJIbTaTe

Bopona Pesysbrar: 60opona/ueT (arpubyT: 60pofa): yBEPEHHOCTb AJIOPUTMA B | HET (6opoma):
pe3ybTraTe 0.91

Mepunun- Pesyabrar: Her/ecTs (aTpubyT: MeIWIMHCKas Macka): yBEPEHHOCTb | HET  (MeJUIMH-

CKasl MACKa, | aJI'OPUTMa B PE3yJIbTaTe cKast MAacKa):

0.93

CobbiTHA

[ ]] + [loareepaMTh BCe ~ Crpannua 1 &

CoTpyoHukn @

Grouj

CTpaHuua 1 &

IIpu HEOOXOAMMOCTH BBITIOJIHUTE (PUIBTPAIIAIO COOBITUI IO aTPUOyTaM JIUIIA.
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8.9 [etekTmnpoBaHne cunysToB

,Z[.HH C60p3, Cmamucmury 1eJJIOBEYEeCKNX CUJIY9TOB B peaJIbHOM BpEMEHU HeO6XO,D;I/IMO opeaBapuTeJIbHO BKJIIO-
YUTHb UX JeTEeKTHUPOBaHUE.

B atom pasgene:

e Brarouenue ()(i’lfl/(i%?TfL'U,])O()’(ML’U,ﬂ/ CuAYIMoe6

8.9.1 Bknio4yeHne pgeTekTUpoBaAHUSA CUYITOB

,Z[.HH BKJIIOYECHUA JETEKTUPOBaHNA Y€JIOBEICCKUX CUJIYITOB BBIIIOJITHUTE CJIEAYIOIIUEe ,ZI;efICTBPIHZ

1. Orkpoiite daitn kouduryparmn /etc/findface-extraction-api u j06aBbTe HOBBIH JleTeKTOD edie
(edie_rc2.cpu.fnk/edie_rc2.gpu.fnk) ¢ COOTBETCTBYIONIUMH HACTPOMKAMH, KaK IIOKA3aHO B IIPH-
Mepe HUXKe.

sudo vi /etc/findface-extraction-api.ini

detectors:
max_batch_size: 1
instances: 1
models:
cheetah:
model: facedet/cheetah.cpu.fnk
options:
min_object_size: 32
resolutions:
- 256x256
- 384x384
- 512x512
- 768x768
- 1024x1024
- 1536x1536
- 2048x2048
edie:
model: pedet/edie_rc2.cpu.fnk
options:
min_object_size: 16
resolutions:
- 1280x720
- 1920x1080

ITpumeuanmne: 3nauenus oniuii gjerekropa edie, IPUBEIEHHBIE B IPUMEPE, CAUTAIOTCS ONTHMAJIHHBI-
Mu. Bbl MOXKeTE HACTPOUTH MX B 3aBUCUMOCTH OT CIIeH HAOJIIOIEHUST UCIIOJIb3yeMbIX Kamep. CBaKUTECh
C HAIIUMU CIIENUaIUCTaMU TI0 aJipecy support@ntechlab.com, ecim y Bac ecrs BOIpoOCHI.

2. Ilepesamycrure findface-extraction-api.

sudo systemctl restart findface-extraction-api
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8.10 Vicnonb3oBaHue HECKOJIbKUX BUAEOKaApPT

Ecin #a dusnyueckoM cepBepe yCTAHOBJIEHO HECKOJIBKO BHJIEOKAPT, BbI MOXKETE CO3/IaTh JIOIOJIHUTEIbHBIE
sk3eMIIApbl findface-extract-api-gpu uim findface-video-worker-gpu u pacupenesuTsb UX 10 OJHOMY
9K3EeMILIAPY Ha KapTy.

B atom paspgene:

o Pacnpedenenue sxsemnaapos findface-extraction-api-gpu no sudeokapmanm

o [Ipusaska findface-video-worker-gpu x donoanumesvrol eudeoxapme

8.10.1 Pacnpepenenune sk3emnnsapos findface-extraction-api-gpu no Buaeokap-
Tam

st pactipesiesienust ax3eMiusipos findface-extraction-api-gpu 110 HECKOJIBKIM BUEOKAPTAM BbBIIIOJIHU-
Te CIeaylomue aeiicTBud:

1. OcranoBure ncxo/ublii cepsuc findface-extraction-api-gpu.

sudo service findface-extraction-api stop

2. Cozpaiite HeCcKOIbKO Kommii daiina koudurypamuu findface-extract-api-gpu, B 3aBUCHUMOCTH OT
TOr0, KAKO€ KOJIMIECTBO BUIEOKAPT OY/IET UCIIOJIb30BATHCS JIJIsl M3BJIEYEHN ONOMETPUIECKIX 00PA3IIOB.
Hobasbre coorBercTByfomue HoMepa ycrpoiictB GPU k nMenaMm HOBBIX (aityioB KOH(MUTYpaIuu, Kak
nokasaHo B npumepe Hmke (ycrpoiicrea GPU NeQ u Neg).

/etc/findface-extraction-api®@0.ini
/etc/findface-extraction-api@06.ini

3. Otkpoiite HOBBIE (baitibl KOHUTyparmu. YKaxure HoMepa ycrpoiicte GPU, a Tak:xe Homepa ciryrina-
IOIIUX TIOPTOB.

sudo vi /etc/findface-extraction-api@0.ini

listen: 127.0.0.1:18666

gpu_device: 0O

sudo vi /etc/findface-extraction-api®@6.ini

listen: 127.0.0.1:18667

gpu_device: 6

4. 3amycTuTe HOBBIE CEPBUCHI.
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sudo service findface-extraction-api@0 start
sudo service findface-extraction-api@6 start

8.10.2 lpussa3ka findface-video-worker-gpu K AONONHUTENBHON BUAEOKapTe

Jiis co3manus AOMOJHUTEILHOTO dKk3eMiisgpa findface-video-worker-gpu u ero nmpuBs3Kd K CBOOOIHOM
BU/JI€OKapTe BBIIOJHUTE CJIelyIolue JefiCTBuA:

1. Orobpasure craryc ncxojHoro ceppuca findface-video-worker-gpu, BBIIIOJHUB KOMAH/LY:

sudo systemctl status findface-video-worker-gpu.service

2. Haiiqure mosHblf 1myTh K cepBucy B cTpoke Loaded: loaded (/lib/systemd/system/
findface-video-worker-gpu.service; enabled; vendor preset: enabled. B  mpuBenenHOM
upumepe 310 findface-video-worker-gpu.service (ums moxer ObiTh spyrum). Coszmaiite Komuro
CEPBHCA I10J, HOBBIM NMEHEM.

sudo cp /lib/systemd/system/findface-video-worker-gpu.service /lib/systemd/system/findface-
—vVvideo-worker-gpu2.service”

3. Takum ke 06pa30M c03,ua1‘/’1Te 110/ HOBBIM MMEHEM KOIINIO MCXOJHOI'O c])af/’ma KOHCI)I/IpraHI/II/I.

sudo cp /etc/findface-video-worker-gpu.ini /etc/findface-video-worker-gpu2.ini

4. OTKpoiiTe TOJBLKO YTO CO3JAHHBIN (haiij KOH(UIYypalui U aKTyaau3upyiTe HOMEP HUCIIOIb3YEeMOro
GPU-ycrpoiicTsa.

sudo vim /etc/findface-video-worker-gpu2.ini

## cuda device number
device_number = 1

5. OTKpoiiTe HOBBII CEPBUC U YKAYXKUTE TOJIBKO UTO CO3JAHHBIN (hailyl KOH(PUTY DA,

sudo vim /1lib/systemd/system/findface-video-worker-gpu2.service

ExecStart=/usr/bin/findface-video-worker-gpu --config /etc/findface-video-worker-gpu2.ini

6. [nsa nmpuMeHeHUs W3MEHEHUI Iepe3arpy3ure JeMoH systemd.

sudo systemctl daemon-reload

7. HobGaBbTe HOBBII CEPBUC B aBTO3arpy3Ky.

sudo systemctl enable findface-video-worker-gpu2.service

Created symlink from /etc/systemd/system/multi-user.target.wants/findface-video-worker-gpu2.
—service to /lib/systemd/system/findface-video-worker-gpu2.service

8. Bamycrure HOBBIN CepBUC.

sudo systemctl start findface-video-worker-gpu2.service

9. Ilposepsbre craTyc oboux cepBucoB findface-video-worker-gpu.
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sudo systemctl status findface-video-worker-* | grep -i 'Active:' -B 3

findface-video-worker-gpu2.service - findface-video-worker-gpu daemon

Loaded: loaded (/1ib/systemd/system/findface-video-worker-gpu2.service; enabled; vendor
—.preset: enabled)

Active: active (running) since Thu 2019-07-18 10:32:02 MSK; 1min 11s ago

findface-video-worker-gpu.service - findface-video-worker-gpu daemon

Loaded: loaded (/lib/systemd/system/findface-video-worker-gpu.service; enabled; vendor,,
—,preset: enabled)

Active: active (running) since Mon 2019-07-15 15:18:33 MSK; 2 days ago

8.11 lNpsamblie API-3anpocbl kK 6a3e gaHHbIx Tarantool

Bui moxkere ucnosbzosars HTTP API nia ussiedenns HalIpaMyio JaHHBIX U3 0a3bl gaHubix Tarantool.

B atom paspene:

o Obuue ceederun

e J[obasaerue auna

o Vdanenue auya

e [louck auya

e Pedaxmuposarue memadarHoir u/uiu 6eKmMopa NpusHaKos
o [loayuenue cnucka 2anepets

o [loayuenue ungpopmayuu o 2anepee

o (Cosdanue z2anepeu,

e Vdanenue zanepeu

8.11.1 O6wume cesepgeHuns

API-3ampocsr k 6a3e ganabix Tarantool Hy»KHO OTIIPaBJISITS O ajpecy http://<tarantool_host_ip:port>.

Coser: Ilopr mua API-3ampocoB moxkno ysnars B pasjene FindFace.start aiina xondwuryparun
Tarantool:

cat /etc/tarantool/instances.enabled/FindFace.lua

##8001:
FindFace.start("127.0.0.1", 8001)
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ITpumeuanue: B ciayuae ecsim FindFace Security passepuyT Ha ommHOYHOM (DU3UYECKOM cepBepe, Oa3a
pauabix Tarantool 1o ymosganuio 6ymeT JOCTYIHA TOJIBKO JIOKaJIbHO (127.0.0.1). Eciu Heo6xomumo o1-
KPBITB JIOCTYI K 6a3e janubix Tarantool ¢ yiasgennoro cepsepa, éHecume usmenerus B (aityl Kondurypamnnn
findface-tarantool-server.

API-zanpocs k Tarantool MOryT cojiepKaTh CJIeyIOIIne IapaMeTpbl B CeTMEHTaX ILyTH:
e :ver: Bepcua API (v2 na nanubiii MOMEHT).

® name: UM rajiepeu.

Coset: /s mojiyyeHus ClimcKa MMeEH rajiepei Ha Imapjie BBeIUTe CJIeLyIONLYI0 KOMAaHIy B aJpeCHOM
ojie Opaysepa:

’http://<tarantool_host_ip:shard_port>/stat/1ist/1/99

Ta ke camas KOMaHJa B KOHCOJIN:

’curl <tarantool_host_ip:shard_port>/stat/list/1/99 \| jq

Bo1 Takke MoxKeTe TOJyIUTH CIIMCOK UMEH Tajiepeii, ormpasuB B Tarantool mpsimoit 3ampoc:

’echo 'box.space.galleries:select()' | tarantoolctl connect <tarantool_host_ip:shard_port>

WNwmeitTe B Buy, 9TO MpU 3HAYUTEIHHOM KOJIMIECTBE MAP/IOB B CUCTEME IIPOU3BOILHO BRIOPAHHBIN TITAP
MO2KET He BKJIIOYATh B cebs BCe CYIECTBYIONINE rajieper. B aToM ciaydae oroOpasnuTe CIUCOK rajepeit
Ha HECKOJIbKUX IIap/lax.

8.11.2 [JobasneHue nuua

’PUST /:ver/faces/add/:name

I'Iapameprl B Tene:

Maccus gur B npeacrasiennn JSON co cieayommuMu mossMu:
e "id": id smuma B rajepee, uint64 t,
e ’facen’’: HeOOpaOOTAHHBIN BEKTOP IPU3HAKOB, base64,

e "meta': MeTaJaHHBIE JIAIA, CJIOBAPb.

Bosspawaert:

e HTTP 200 u mycroe TeJio B caydae ycrexa.
e HTTP 404 ¢ onucanmem ommbKM, €CjIu rajepes C 3aaHHbIM UMEHEM He CyIIeCTBYeT.

e HTTP c ommmansim o 200 craTycoMm u ommcaHue OMMOKU B Tejle B CIydae HeyIadu.
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Mpumep

3anpoc

curl -D - -s 'http://localhost:8001/v2/faces/add/testgal' --data '
[

{
"id": 9223372036854776000,
"facen": "qgI3vZRv/z...NpO9MdHavWiWuTO=",
"meta": {
"cam_id": "223900",
"person_name": "Mary Ostin",
}
}
]
Otser

HTTP/1.1 200 Ok

Content-length: 1234

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

8.11.3 VYpaneHue nuua

POST /v2/faces/delete/:name

Mapamertpbl B Tene:

Maccus B npeacrapieann JSON u3 crucka id Jinir, moajiesKalmx yIaaeHuo.

BosBpauaer:

e HTTP 200 u mycroe Tejio B ciydae ycrexa.

e HTTP 404, ecu qumo ¢ 3aganubiM id He HaiieHoO B Tajepee.

e HTTP c ommmunbiMm o 200 cTaTycoM U OIHCAHUE OIIMOKYU B Tejle B CIydae HeyTadu.

Mpumep

3anpoc

curl -D - -s 'http://localhost:8001/v2/faces/delete/testgal' --data '[1, 4, 922, 3]'

8.11. Mpsimbie APIl-3anpocsl k 6a3e ganHbix Tarantool
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OTBer

HTTP/1.1 200 0Ok

Content-length: 111

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

8.11.4 lownck nunya

POST /v2/faces/search/:name

I'Iapameprl B Tene:

TTouckossrit 3anpoc B npeacrasiaeann JSON co cemyonuMu ToIsiMu:
e limit: MakcmMaJIbHOE KOJMYIECTBO JIUI] B OTBETE.

e sort: BKJIIOYaeT COPTHUPOBKY IO CJeAyIomuM mapamerpam: id: mo Bo3pacranmio id, -id mo yOwIBa-
o id, -score: Mo yObIBAHUIO CTENEHU CXOXKECTU (€C/IU MOUCK BBLIIOJHAETCS 110 CXOKHUM BEKTOPAM

OPU3HAKOB).
e filter (dusbrpsi):

— facen: onmnuoHaIbLHBIN (DUILTP MO CXOXKECTH BEKTOpa Ipu3Hakos. Ilepenaiite ciioBapb co ciesy-
ouME 1osisiMu: data: BEeKTOp Ipu3HakoB B dopMmare base64; score: nuama3oH KadecTBa JIAIA,
[OJLJIEPKUBAIOTCS TOJIBKO 3AIIPOCKI ¢ IIPaBoil rpanureil 1 (MakcuMaabHOE KauecTBO).

— id u meta/<meta_key>: GUIBTPHI IO MOJIH30BATEIbCKOMY id JIUI[ M COAEPKUMOMY IIOJIsS meta.
g 3aganust GuiabTpa UCHOIb3YIOTCS CJIEYIOIIIE OePATOPbI:

* range: JUalla30H 3Ha‘i€HHI7I, TOJIBKO JIJId YUCJIOBBIX OJIENA.

* Set: HADOp 3HAYEHWUN, OHO U3 KOTOPBIX JIOJ2KHO IIPUCYTCTBOBATH B id MM MEeTaJaHHBIX, JJIsi
YHCJIOBBIX W CTPOKOBBIX IIOJIEH.

* subset: HADOp 3HAYEHU, KAXKJI0e U3 KOTOPBIX JOJ2KHO IIPUCYTCTBOBATH B id mim meTaian-
HBIX, JIJIs1 YUCJIOBBIX U CTPOKOBBIX IIOJIEH.

x like: amajormuno like B SQL-zsampocax: momuep:kupaioTcss TOabKO ‘aa%’ mmu ‘aa%’ wam
‘%aa%’. Tombko Jyuist moneil string um set[string]. Ilpm ucnosbzoBannu set[string]
GUIBTp BepHET Pe3yNIbTAT, €CJIU XOTsI ObI ONHO N3 3HAYEHHI IPOINLIO IPOBEPKY.

* ilike (TousbKO jiyist mosielt string u set [string]): anamornuno like, HO Ge3 yuera perucTpa.

Bo3Bpauaer:

e B ciyuae ycnexa maccus JSON c sumamu. 3nadenne B 3arojioBke X-search-stat nokasbiBaet, ObLT JI1
MCIIOJIH30BAH OBICTPDIN WHJIEKC JITs TToncKa: with_index wmm without_index.

ITpumeuanue: B API v2 GbicTpbIit HHIEKC HE UCIOIB3YeTCsI.

e HTTP c owmmansim or 200 craTycoMm u ommcaHue OMMOKU B TeJle B CIydae HeyIadu.
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Mpumep

3anpoc

curl -D - -s 'http://localhost:8001/v2/testgal/search' --data '

{
"limit": 2,
"sort": {
"score": -1
},
"filter": {
"facen": {
"data": "qgI3vZRv/zOBQTk9rcir0yZrNpO9MdHavW1iWuTO=",
"score": [0.75, 1]
},
id: {
"range": [9223372036854000000, 9223372036854999000]
},
"meta": {
"person_id": {
"range": [444, 999]
},
"cam_id": {
"set": ["12767", "8632", "23989"]
}
}
}
}I
Ovser

HTTP/1.1 200 Ok
Content-length: 1234

X-search-stat: without_index
Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)

Connection: keep-alive

{

"results": [

{

"facen": " qgI3vZRv/zO0BQTk9rcirOyZrNpO9MdHavW1WuTO=",

"meta": {
"timestamp": O,

"photo_hash": "",
"person_id": 777,

"cam_id": "8632"

},
"score": 0.9964,

"id": 9223372036854776000
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8.11.5 PepakTupoBaHue meTagaHHbIX U/WAN BEKTOPA NMPU3HAKOB

POST /v2/faces/update/:name

I'Iapameprl B Tene:

Maccus jun B upeacrasieaun JSON co ciieayromyuMu TOJIsIME:
e "id": id juna, uint64 t,

e ’facen’”: (OHI_LI/IOHa.HbHO) HOBBIIl BEKTOp IPU3HAKOB, base64. Ecim napamerp orcyrcrByer miam null,
roJsie B Oa3e JAHHBIX HEe OOHOBJISIETCSI.

e ’’meta’’: cJIOBapb, B KOTOPOM IIE€PEIAIOTCs HOBbIE MeTaaHHble. Ecin mose meta orcyTerByer wium null,
OHO He ODOHOBJIsIeTCH B Oa3e JIaHHDBIX.

BosBpauaer:

e HTTP 200 u cioBapb co BceMu mapaMeTpaMu JIMIA, B TOM YUC/€ HEM3MEHHBIMU, B CIy9ae yCIIeXa.
o HTTP 404 c onucanmem OmubKH, €CaU JUIA C TAKUM id HE CYIIIECTBYeT.

e HTTP c ommmuneiMm ot 200 cTaTycoM U ONHCAaHUE OIIMOKYU B Tejle B CIydae HeyTadu.

Mpumep

3anpoc

curl -D - -s 'http://localhost:8001/v2/faces/update/sandbox' --data '[{"id":1,"facen":null,"meta":{
—"m:timestamp":1848}}]"

OTBer

HTTP/1.1 200 Ok

Content-length: 151

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{"meta":{"m:timestamp":1848, "normalized_id":"1_bO9pkrfOOmjt6hlvmqlkg.png","m:cam_id":"a9f7a973-£07e-
—469d-a3bd-41ddd510b26f", "feat":"{\"score\":0.123}"}, "id":1, ... }

8.11.6 lNlonyyeHue cnucka ranepeim

POST /v2/galleries/list

Bo3sspawaer:

MaccuB ¢ rajepesiMu, Jijisi KaxKJI0il U3 KOTOPOil Bo3Bpaiaercs uMs (name) u ducio Jui (faces).
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Mpumep

3anpoc

curl -D - -s -X POST http://localhost:8001/v2/galleries/list

OTBer

HTTP/1.1 200 Ok

Content-length: 42

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{
"results": [
{
"name": "testgal",
"faces": 2
}
]
}

8.11.7 Mony4eHune uHcpopmauymmn o ranepee

POST /v2/galleries/get/:name

Bo3sspauwaer:

e HTTP 200 u cioBaphb C rmapameTpaMu rajepen B CIydae yCrexa.

e HTTP 404 ¢ onucanmem ommbOKM, €CIU TAJIEPEN C TAKIM MUMEHEM He CYIECTBYET.

e HTTP c ommmansim o 200 craTycoMm u ommcaHue OMMOKU B TeJle B CIydae HeyIadu.
Mpumep

3anpoc

curl -D - -s -X POST http://localhost:8001/v2/galleries/get/testgal

HTTP/1.1 200 Ok

Content-length: 11

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{"faces":2}
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8.11.8 Cos3paHue ranepeu

POST /v2/galleries/add/:name

Bo3sspawaert:

e HTTP 200 u mycroe Tesio B caydae ycrexa.

e HTTP c ornmuunasiM ot 200 cTaTycoM ¥ onucaHue onmOKU B TeJie B CIydae HeyIadn.
Mpumep

3anpoc

curl -D - -X POST -s 'http://localhost:8001/v2/galleries/add/123"

OTBer

HTTP/1.1 409 Conflict

Content-length: 57

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{"error":{"message":"gallery already exists","code":409}}

8.11.9 VYpaneHue ranepen

POST /v2/galleries/delete/:name

Bo3Bpauaer:

e HTTP 200 u mycroe Tejio B ciIydae ycrexa.

e HTTP c ommmanbim o 200 craTycoM U OmmMcCaHue OMMUOKU B TeJle B CIydae HeyIadu.
Mpumep

3anpoc

curl -D - -X POST -s 'http://localhost:8001/v2/galleries/delete/123"

OTBer

HTTP/1.1 204 No content

Content-length: O

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive
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8.12 AyteHtundpukayus no ceptucdpumkatam Kpuntollpo

ITo ymomganuio BXoJ1 MOIB30BaTE e B CHCTEMY OCYIIECTBIISIETCS 110 JIOTWHY U napostio. [Ipu HeoGxommmocTn
MOXKHO BKJIIOUHMTDH ayTeHTH]UKaImo mo ceprudukaram Kpunrollpo.

B atom pasgene:

e Hacmpotixa aymenmugpurayuu no cepmuguramam Kpunmollpo

L] 3(112[):[/3%‘(1 CG[)TH/LL{/)U%‘(L’NL(L NnoADB306AMNENA

8.12.1 Hacrtpoiika ayteHTudpumkaymnm no ceptucdpukatam Kpuntollpo

st macTpoiiku ayrentudunkamnuu 1o ceprudukaram Kpunrollpo BoionnuTe ciemayromme aeficTBUS:

1. Barpysure na cepsep FindFace Security apxussr Kpunrollpo CSP 4.0 sjyis Linux (x64, deb) u Kpun-
tollpo IIIIT SDK 2.0 Linux x64.

2. PacnakyiiTe 3arpy>keHHbIE aPXUBBI.

3. U3 gupexkropum /opt/findface-security/lib/python3.6/site-packages/ffsecurity_cproauth
3amycTuTe cKpuur build. sh.

chmod +x build.sh
sudo ./build.sh

ITo TpeGoBanmio cKpuIrTa yCTAHOBUTE JOMOJTHUTEIbHBIE deb-TTaKkeThl U3 pacmakOBaHHBIX APXUBOB.

Please install 1lsb-cprocsp-devel from CryptoPro CSP ( https://www.cryptopro.ru/
—products/csp/downloads )

apt install lsb-cprocsp-devel

4. Orkpoiite daits kouduryparun findface-security.

’sudo vi /etc/findface-security/config.py

5. JlobGaBbre,/ packOMMEHTHPYITE CIIe/IyOIIe HACTPOHKM:

UVICORN_SETTINGS = {

'proxy_headers': True

# ======= (CryptoPR0O authentication =======

INSTALLED_APPS.append('ffsecurity_cproauth')

REST_FRAMEWORK [ ' DEFAULT_AUTHENTICATION_CLASSES'] = [
'ffsecurity.auth.TokenAuthentication',
'ffsecurity_cproauth.auth.CryptoProOrTokenAuthentication'

6. Ilepezamycture findface-security.
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sudo systemctl restart findface-security.service

Ha sTom HacTpoiika ayrentTudukamnuu mo ceprudpukaram Kpunrollpo 6yaer 3aBepiena. MoxkHO npucTynuTh
K 3arpy3Ke CepTudUKATOB B CUCTEMY.

8.12.2 3arpys3ka ceptudpmkata nonb3oBaTtens

Ilj1st TOro 4TOoOBI 3arpy3UTh CEPTUMPUKAT II0JIb30BATENS B CUCTEMY, BBIIIOJHUTE CJIELYIOIIHe JefCTBHSA:
1. Tlepetinure Ha BKIaAKy Hacmpotxu. Beibepure Iloavsosamenu.
2. OTkpoiiTe KAPTOUKY ITOJTH30BATEIIS.

3. Haxxmure Jobasums cepmugduram.
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PykoBofcTBO no nHTerpauny

Jannas riaBa mocBsiiena Bo3MoxkuocTsaM naTerpanun ¢ FindFace Security. s waTerpanuu cBoeit cucremsr
ncnonbsyiite HT'TP API, Beb-xyku u marunbl. Tak:ke oOparuTe BHUMAHHAE HA CIIMCOK HAINUX I'OTOBBIX
UHTerpaluii ¢ napTHepaMu.

9.1 HTTP API

TTonpobuast unrepakrupnas jgokymentarus HTTP API FindFace Security jpocrynua mocje yCTaHOBKH 1O
anpecy http://<ffsecurity_ip:port>/api-docs. Uzyuaiire u mpobyiire.

Cosert: JloKyMeHTaIMIO TaK»Ke MOXKHO HaiiTu B BeO-uHTEp(eiice, mepeiijis B MeHIO 110 myHKTaMm Hacmpotiku
-> Jokymenmayus APL
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& FindFace Security API doc

Internal APl documentation

[ Base URL: 172.17.46.22/ ]

Iswagger,json

Authentication

All APl methods require a simple token-based HTTP Autt 1. In order to aL you should put word "Token" and a key into the Authorization HTTP header, separated by a whitespace:
"Authorization: Token be94403fb59¢3( 7eal1f20e018bef3: 10e0 1a3"

All requests that fail to provide a valid authentication token will result in a HTTP 401 Unauthorized response.

Parameters Format
There are two ways to pass parameters to the APl methods:

. licationfjson: are by a JSON contained in the body.
« multipart/form-data: parameters are encoded into separate parts. This way supports uploading a photo image file in the same request.

Additional Information
Standard extraction limits:

« Image formats: JPEG, PNG, WEBP
« Maximum photo file size: 10 MB
« Maximum photo resolution: 6000 pixels on the biggest side
+ Minimal size of a face: 50x50 pixels
Check /ete/linaface-extraction-api.ini for custom definition

Contact the developer

Schemes

System Preferences
auth >

9.2 Bebxykn

Bui mozkere Hacrpouts FindFace Security st aBromMaTuyeckoil OTIIpaBKK YBeIOMJIEHUI 00 OIpejeleHHbIX
COOBITHUSIX, MU30/IaX, 3AIMMCIX cueTdnKa Ha 3aanubii URL-anpec. st aToro cosmaiite u HacTpoiiTe BEOXyK.
Ipu HacTyILIEHUN Hy2KHOT'O COObITHS /31u30/1a,/3anucu cyerunka FindFace Security ornpasur HTTP-3anpoc
na URL-anpec, ykazannbiii B HACTPOHKax BEOXyKa.

Bebxyku MOYXKHO MCIOJIB30BATD [IJIsI PEIeHns] PA3HOOOPA3HbBIX 3324, HAIIPUMED, /I YBEIOMJIIEHHUS [I0JIH30-
BaTeJis 00 OIpeJIesIEHHOM COOBITHH, BBI30Ba OIIPEJIEJIEHHBIX JIEHCTBHUIl Ha I1€JIEBOM BeO-caiiTe, IPHU PelIeHnn
3a/1a1 0E30IIaCHOCTH, TAKAX KaK Y/IAJEHHOE aBTOMATHYIECKOE YIIPABJIEHUE JIOCTYIIOM U JIp.

B atom paspgene:

e Hacmpotixa sebxyxa
e Kax pabomaem eebxyx

e [Todpobnwie darnwie 6 sebryrax (Verbose)

9.2.1 Hactpoiika Bebxyka

Baxkno: [ljis coznanns BeOXyka HEOOXOMMMBI IIPABA AJIMIHIUCTPATOPA.

HpI/IMe‘IaHI/Ie: ILTIH TOr'0 4TOOBI MCIIOJIb30BaTh Be6XyKI/I, 00s13aTeILHO YKaxKuTe 110 Kpa,leefI Mepe OJIuH U3
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napamerpos SERVICE_EXTERNAL_ADDRESS/EXTERNAL_ADDRESS B daiise /etc/findface-security/config.
py-

s co3manus BeOXyKa BBITOJHUTE CJIEIYIOMNINE TeHCTBU:
1. IlepeitauTe Ha BKIaAKYy Hacmpotixu. Boibepure Bebxyxu.

2. Haxxkmure +.

FindFace Security Hactpounku Bebxyku

OMCK

OcHoeHble

BHeLlHWIA BMA,

Ponu

Mons3oeatenw

[pynnbl Ka
BupeocTteHa

JNnueHzna
Oo

Genetec

AeHTauma APl

Bebxyku

ﬂ HacTpoiiku

3. Beemure umsa BeOXyKa.
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Coszpgatb BebxyK

hitty

Fazmep nadki 16 L EH KA

I'I-.]-

w| AKTHEHBIMA

CoXpaHWTh

4. Ykaxure ajpec, Ha KOTOPBIl OYIyT OTIPABIISATHCHA OIIOBEIICHUA.

5. Bbr moxkeTe OTHIPABJIATH YBEJIOMJIEHNA B IIaAaKETHOM DEXKHMeE. VkaxKuTe MaKCUMaJIbHOE KOJUIECTBO yBe-
ILOMJIeHI/Iﬁ B nakere. akTrUYecKoe KOJUIECTBO MOXKET OLITH MEHDLIITIM.
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6. YKaxknTe MaKCHUMAJIbHOE KOJIUIECTBO ITOIIBITOK OTIIPaBUTH yBEJIIOMJIECHUE. I/IHTepBaJI Me2K/1y ITOIIbITKaMM1
yYBEINYINUBACTCA IKCIIOHECHIINAJIBHO C MaAKCUMYMOM 100 CEKYH/I.

7. FindFace Security 6ymer aBToMaTniecku OTIIPABJISTH OITOBEIIEHNUS O COOBITUSX, MU30/aX U TOKA3AHI-
AX CIETYNKA, VIOBIECTBOPATOMNX 3aJaHHBIM PUALTPaM. PUIbTPOBATD COOBITHST MOYKHO TIO CJIETYIOTITM
rapaMerpaM:

CobbiTus:
e allowed_bs_types: pesrcum OMCAENHCUBAHUA AUY, 1A 6UJEO, BOSMOXKHBIE 3HadeHUs:: overall,
realtime.
e camera_group_in: id rpynmnsl Kamep, UUCIO.
e camera_in: id KaMepbl, YUCJIO.
e matched_lists_in: id cumcka HAOJIOAEHUS, YUACTIO.
e matched_dossier_in: id coBmaBmiero mochbe, 9uco.
e matched: craryc cOOBITUSI COBIaZeHNE (true nJi false), JIOTMYCCKUI.

e confidence_gte: MUHUMAJIBbHOE 3HAUEHNUE YBEPEHHOCTH AJrOPUTMA, YUCIIO.

Anu3oabl:
e allowed_types: CTaTyC 3MM30/1a, BOSMOXKHbIE 3HAUEHHUs: OTKPHITHE 3u301a (episode_open), J10-
GapieHre HOBOrO COOBITHsI B 31n307 (episode_event), 3akpbiTue s1u3o/a (episode_close).
e camera_group_in: id rpymnmusl kKamep, IUCIIO.
e camera_in: id KaMepwl, TUCTIO.
e matched_lists_in: id criiucka HaOJIIO/IEHUST, YUCIIO.
e matched: craryc cobbiTusi coBnanenue (true win false), JOrHUECKUiL.
e events_count_gte: MUHUMAJIbHOE KOJIMYECTBO COOBITUI B 31IN3071€, THCJIO.

e events_count_lte: MakKCHMaJbHOE KOJUYIECTBO COOBITHI B SIMU30J€, UNCJIO.

CueTtyuknu:

e counter_in: id cuerumka, 4mciIO.

e camera_group_in: id rpynmnsl kamep, 4UCIIO.

e camera_in: id Kamepsl, IucIIO.

e faces_gte: MUHUMAJLHOE KOJIMYECCTBO JIMIL B 3AIIUCH CICTINKA, IHUCJO.

e faces_lte: MaKCUMaJbHOE KOJMYECTBO JIUI B 3aIIUCU CUETUUKA, YHUCJIO.

e silhouettes_gte: MUHUMAJJIbHOE KOJIMIECCTBO CUJIY9TOB B 3aIICU CUCTUYNKA, YUCJIO.

e silhouettes_lte: MakKCUMaJIbLHOE KOJIUYECTBO CUAYITOB B 3aIIUCU CYCTUYUKA, IUCIO.

"events": {
"allowed_bs_types": [
"overall",

(continues on next page)
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"realtime"

1,

"camera_group_in": [],

"camera_in": [],

"matched_lists_in": [],

"matched_dossier_in": [],

"matched": true,

"confidence_gte": 0.75

}’
"episodes": {

"allowed_types": [
"episode_open",
"episode_event",
"episode_close"

]’

"camera_group_in": [],

"camera_in": [],

"matched_lists_in": [],

"matched": true,

"events_count_gte": O,

"events_count_lte": 999

},
"counters": {

"counter_in": [],

"camera_group_in": [],

"camera_in": [],

"faces_gte": O,

"faces_1lte": O,

"silhouettes_gte": O,

"silhouettes_1lte": O

Baxkno: lcnonb3yiite TobKO (DUIBTPHI, COOTBETCTBYIOIINE 11€JIA TOUCKA. i1t BBIKIIIOUeHNs (DUIBTPa
yaagure ero u3 Bebxyka. He ocrasusiive dusbrp mycreiM ([1), mockoibKy B 9TOM ciydae DUILTD
BEPHET IIyCTON pe3ysIbTar.

IIpumeuanne: [z mosyueHns BceX OMOBEINEHMIT epegaiiTe CKOOKN 06e3 BIIOKEHHBIX (DUIBTPOB:

{3

Coser: Ilpumep Nel. TTosryyenue omosenieHuii 060 Bcex COOBITHSX:

{ "events": {} }

[Ipumep Ne2. TTonyduenue onoBenieHuit 06 OTKPBITUN MU30/0B C COBIAJICHUSIME B JIOCHE:

{ "episodes": { "allowed_types": ["episode_open"], "matched": true 1}}

IIpumeuanune: Brr Mmoxere 3a7aTh HECKOIBKO 3HAYEHUN B (pUIbTPAx C KBaJApaTHBIMEU CKOOKamMu. B
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9TOM cJIydae BeOXYK OyIeT aKTUBUPOBATHCS IIPY COBIIAIEHUH OJHOTO U3 3HadYeHn huabrpa. B mpumepe
HUKe BbI OyJ1eTe OIMOBEIIEHbI O COOBITUU C TPYIIbI Kamep 1 uian 3, ecau coBuaJio jocke ¢ id 12 uaum 25.

{
"events": {
"camera_group_in": [1, 3],
"matched_dossier_in": [12, 25],
},
}

8. Ilocrapbre iaxkok AxmueHbiil.
9. Haxxmure Coxparums.
9.2.2 Kak paboTtaeT Bebxyk

st TecTupoBamus paboThl BeOXyKa MOXKHO UCITOIb30BATH CACIYIONINIT MPpocToit BeO-cepBep Ha Python, obec-
MIEIMBAIOIIII 3aXBAT OTIPABICHHBIX BEOXYKOM OITOBENICHUIA O COOBITUSIX:

from pprint import pprint
from aiohttp import web

async def handle(request):
pprint (await request.json())
return web.Response(status=200)

app = web.Application()
# for aiohttp v 3.z
# app.add_routes([web.post('/', handle)])

# for aiohttp v 2.z
app.router.add_post('/', handle)

web.run_app(app, port=8888)

Baxkno: Vcnonb3yembrit BaMu cepBep-JIOBYIIIKA OMOBEIIEHU 10 BEOXYKY TOJI2KEH BO3BpaInarh orserT HTTP
200 mocJie mostyvyenust Beoxyka ot FindFace Security, mo anajorum ¢ mpumMepom BbIIIIE.

Eciu i Bebxyka He 3aJ1aHO HU OJHOrO (BWIbLTPA, JAHHBIN BeO-cepBep Oy/eT IOIydYaTh OIOBEIIEHUS O
KaXKJIOM IIPOU3O0IIEIIIeM B CHCTeMe COOBITUH, 3u30/e u 3amnucu cuerdnka. OIOBeIeHns OTIIPABIAIOTC B
ciemytomemM hopMaTe:

CobbiTne

[{'acknowledged': True,
'acknowledged_by': None,
'acknowledged_date': '2020-05-18T15:08:38+00:00"',
'acknowledged_reaction': '',
'bs_type': 'overall',
'camera': None,

(continues on next page)

9.2. Bebxyku 151




FindFace Security, Boinyck 4.3

(mpomosKeHre ¢ NpeAbLAyIeil CTPAHHIb)

'camera_group': 1,

'confidence': 0.0,

'created_date': '2020-05-18T15:08:38+00:00"',
'episode': None,

'event_type': 'event_created',

'face': 'http://172.17.46.134/uploads/2020/05/18/event/150842_face_AgohWm. jpg',

'features': {'age': None,
'beard': None,
'emotions': None,
'gender': None,
'glasses': None,
'liveness': None,
'medmask': Nonel},

'frame': 'http://172.17.46.134/uploads/2020/05/18/event/150842_full_frame_Y3vtGe. jpg',

'frame_coords_bottom': 320,
'frame_coords_left': 117,
'frame_coords_right': 170,
'frame_coords_top': 242,
'id': '4267625862518432158"',
'looks_like_confidence': None,
'matched': False,
'matched_dossier': None,
'matched_face': '',
'matched_lists': [-1],
'quality': -0.000766,
'scores': {'liveness_score': None,
'quality': -0.000766480341553,
'track': {'first_timestamp': '2020-05-18T15:08:38"',
'id': '43277el7blc2-44"',
'last_timestamp': '2020-05-18T15:08:39'},
'track_duration_seconds': 2.502499999999997},
'video_source': 1,
'webhook_type': 'events'}]

OrkpbiTe anu3oga

[{'acknowledged': True,
'acknowledged_by': None,
'acknowledged_date': None,

'acknowledged_reaction': '',
'best_event': '4267637154774219594"',
'camera_groups': [1],

'cameras': [],

'closed_date': None,

'created_date': '2020-05-18T16:18:49.111880Z"',

'event_type': 'episode_open',

'events_count': 1,

'features': None,

'id': 2118,

'last_event': {'acknowledged': True,
'acknowledged_by': None,
'acknowledged_date': '2020-05-18T16:18:46+00:00',
'acknowledged_reaction': '',
'camera’': None,

'camera_group': 1,

(continues on next page)
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'confidence': 0.0,
'created_date': '2020-05-18T16:18:46+00:00"',
'episode': 2118,
'face': 'http://172.17.46.134/uploads/2020/05/18/event/161849_face_j2TQuk. jpg',
'features': {'age': None,
'beard': None,
'emotions': Nomne,
'gender': None,
'glasses': None,
'liveness': None,
'medmask': Nonel},
'frame': 'http://172.17.46.134/uploads/2020/05/18/event/161849_full_frame_vTfuH9.
—Jjprg',
'frame_coords_bottom': 327,
'frame_coords_left': 778,
'frame_coords_right': 901,
'frame_coords_top': 161,
'id': '4267637154774219594"',
'looks_like_confidence': None,
'matched': False,
'matched_dossier': None,
'matched_face': '',
'matched_lists': [-1],
'quality': -0.000311,
'scores': {'liveness_score': None,
'quality': -0.000311948591843,
"track': {'first_timestamp': '2020-05-18T16:18:46',
'id': 'lee9a3612af3-9',
'last_timestamp': '2020-05-18T16:18:47'},
'track_duration_seconds': 2.039999999999999},
'video_source': 2},
'matched_event': None,
'matched_lists': [-1],
'open': True,
'webhook_type': 'episodes'}]

3akpbiTne anusoaa

[{'acknowledged': True,
'acknowledged_by': None,
'acknowledged_date': None,
'acknowledged_reaction': '',
'best_event': {'acknowledged': True,
'acknowledged_by': None,
'acknowledged_date': '2020-05-18T15:09:57+00:00',
'acknowledged_reaction': '',
'camera': None,
'camera_group': 1,
'confidence': 0.0,
'created_date': '2020-05-18T15:09:57+00:00"',
'episode': 518,
'face': 'http://172.17.46.134/uploads/2020/05/18/event/151012_face_5L1HQL.jpg',
'features': {'age': None,
'beard': None,
'emotions': None,

(continues on next page)
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'gender': None,
'glasses': None,
'liveness': None,
'medmask': Nonel},
'frame': 'http://172.17.46.134/uploads/2020/05/18/event/151012_full_frame_CdNn2N.
—Jjpg',
'frame_coords_bottom': 299,
'frame_coords_left': 917,
'frame_coords_right': 1005,
'frame_coords_top': 179,
'id': '4267626103667833809"',
'looks_like_confidence': None,
'matched': False,
'matched_dossier': None,
'matched_face': '',
'matched_lists': [-1],
'quality': -0.653877,
'scores': {'liveness_score': None,
'quality': -0.653877139091491,
'track': {'first_timestamp': '2020-05-18T15:09:57',
'id': '43277el7blc2-231',
'last_timestamp': '2020-05-18T15:09:57'},
'track_duration_seconds': 0.250255555555554},
'video_source': 1},
'camera_groups': [1],
'cameras': [],
'closed_date': '2020-05-18T15:10:42.870851Z"',
'created_date': '2020-05-18T15:10:12.201230Z"',
'event_type': 'episode_close',
'events_count': 1,
'features': None,
'id': 518,
'last_event': {'acknowledged': True,
'acknowledged_by': None,
'acknowledged_date': '2020-05-18T15:09:57+00:00"',
'acknowledged_reaction': '',
'camera’': None,
'camera_group': 1,
'confidence': 0.0,
'created_date': '2020-05-18T15:09:57+00:00"',
'episode': 518,
'face': 'http://172.17.46.134/uploads/2020/05/18/event/151012_face_5L1HQL.jpg',
'features': {'age': None,
'beard': None,
'emotions': None,
'gender': None,
'glasses': None,
'liveness': None,
'medmask': Nonel},
'frame': 'http://172.17.46.134/uploads/2020/05/18/event/151012_full_frame_CdNn2N.
—jpg',
'frame_coords_bottom': 299,
'frame_coords_left': 917,
'frame_coords_right': 1005,
'frame_coords_top': 179,
'id': '4267626103667833809"',

(continues on next page)
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'looks_like_confidence': None,
'matched': False,
'matched_dossier': None,
'matched_face': '',
'matched_lists': [-1],
'quality': -0.653877,
'scores': {'liveness_score': None,
'quality': -0.653877139091491,
"track': {'first_timestamp': '2020-05-18T15:09:57",
'id': '43277el17blc2-231"',
'last_timestamp': '2020-05-18T15:09:57'},
'track_duration_seconds': 0.250255555555554},
'video_source': 1},
'matched_event': None,
'matched_lists': [-1],
'open': False,

'webhook_type': 'episodes'}]

3anucb cHeTyvumka

[{'camera': 3,

'camera_group':
'counter': 2,

'counter_name':
'created_date':

1,

'smosh',

'2020-05-18T16:15:06.679592Z",

'event_type':

'counter_record',

[894, 464],
[304, 394],

[700, 46411,
(160, 394111,

[[[700, 2101, [894, 210],
[[160, 1901, [304, 190],

'faces_count': 2,
'fullframe': 'http://172.17.46.134/uploads/2020/05/18/counters/161506_fullframe_7Z8n7X. jpg',

'id': 16,

'faces_bbox':

'silhouettes_bbox': [[[15, 135], [584, 135], [584, 709], [15, 70911,
[[585, 801, [1194, 801, [1194, 684], [585, 68411,
[[o, 380], [69, 3801, [69, 7141, [0, 714111,

'silhouettes_count': 3,
'thumbnail': 'http://172.17.46.134/uploads/2020/05/18/counters/161506_thumb_XLMFWE. jpg',

'webhook_type': 'counters'}]

st mpocmorpa craryca orupasku Bedxyka B FindFace Security, BbimtosiHuTE CIIEYIONYIO KOMAH/TY:

sudo journalctl -u findface-security.service | grep 'WebhooksManager!'

OTBet B cnyvae ycnexa:

May 18 21:21:38 qa-2 ffsecurity[17851]: INFO [WebhooksManager] Updating "events" workers for

—webhooks: {2}

May 18 21:21:52 qa-2 ffsecurity[17851]: INFO
—Webhook updater processing message(type-"events:event_created").
—002617

May 18 21:21:52 qa-2 ffsecurity[17851]: INFO [WebhooksManager:2] <queue:
—2, type-"events") sent batch(len-1, type-"events"): ['4267685965791894192"']
May 18 21:21:53 ga-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:v59UsC1V-VW:75c4a9ec]
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
002386

[WebhooksManager] [SC:9KHqkQg7-VW:aa3afb8f]
Consumer reception delta: O.

0> Webhook worker(id-

(continues on next page)
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May 18 21:21:53 qa-2 ffsecurity[17851]: INFO [WebhooksManager:2] <queue: 0> Webhook worker (id-
—2, type-"events") sent batch(len-1, type-"events"): ['4267685968207813297"']
May 18 21:21:53 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:vKN1XiIn-VW:c0219d31],

—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: 0.
—004499

May 18 21:21:53 qa-2 ffsecurity[17851]: INFO [WebhooksManager:2] <queue: 0> Webhook worker (id-
2, type-"events") sent batch(len-1, type-"events"): ['4267685968837561053"']
May 18 21:21:55 ga-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:zZ08v4LJ-VW:feff75dd]

—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: 0.
—001905

May 18 21:21:55 ga-2 ffsecurity[17851]: INFO [WebhooksManager:2] <queue: 0> Webhook worker (id-
—2, type-"events") sent batch(len-1, type-"events"): ['4267685973269790230"']
May 18 21:21:57 ga-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:EbpDel24-VW:083688e2],

< Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
—002017

May 18 21:21:57 ga-2 ffsecurity[17851]: INFO [WebhooksManager:2] <queue: 0> Webhook worker (id-
—2, type-"events") sent batch(len-1, type-"events"): ['4267685977917324748']
May 18 21:21:57 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:L5XoQTdq-VW:6f1e397£]

—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
—009237

May 18 21:21:57 qa-2 ffsecurity[17851]: INFO [WebhooksManager:2] <queue: 0> Webhook worker (id-
—2, type-"events") sent batch(len-1, type-"events"): ['4267685979796372941']
May 18 21:21:58 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:ZZ33mwuv-VW:adcad3a2]

—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
008542

May 18 21:21:58 qa-2 ffsecurity[17851]: INFO [WebhooksManager:2] <queue: 0> Webhook worker (id-
2, type-"events") sent batch(len-1, type-"events"): ['4267685980899116054"']
May 18 21:21:58 ga-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:BfAQRgpO-VW:4c19b207]

—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
—003183

May 18 21:21:58 ga-2 ffsecurity[17851]: INFO [WebhooksManager:2] <queue: 0> Webhook worker (id-
—2, type-"events") sent batch(len-1, type-"events"): ['4267685982215838395']

OTBET, ecnn nonbiTka 6bina Heyp,aHHoﬁ:

May 18 21:29:09 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:jrGdiC7e-VW:2def51cf],
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
—003909

May 18 21:29:09 qa-2 ffsecurity[17851]: WARNING [WebhooksManager:2] <queue: 1> Webhook worker(id-
2, type-"events") Error sending webhook: 405, message='Not Allowed'. Attempt 2 out of 10. Next
—attempt in 0.729 seconds.

May 18 21:29:10 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:jgqlszI7-VW:6a7feald]
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
—002402

May 18 21:29:10 qa-2 ffsecurity[17851]: WARNING [WebhooksManager:2] <queue: 2> Webhook worker(id-
2, type-"events") Error sending webhook: 405, message='Not Allowed'. Attempt 3 out of 10. Next
—attempt in 1.968 seconds.

May 18 21:29:10 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:LLGB1RRR-VW:053d7c7d]
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
—003794

May 18 21:29:11 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:4V123NQD-VW:a4640479],
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
037162

May 18 21:29:11 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:QKY577ed-VW:41cd531al,
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
—005274 (continues on next page)
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May 18 21:29:12 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:SVSrljln-VW:973ae0dd]
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
004273

May 18 21:29:12 qa-2 ffsecurity[17851]: WARNING [WebhooksManager:2] <queue: 6> Webhook worker(id-
—2, type-"events") Error sending webhook: 405, message='Not Allowed'. Attempt 4 out of 10. Next
—attempt in 5.314 seconds.

May 18 21:29:12 ga-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:phoO3HFd-VW:9c6812d1],
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: 0.
—019604

May 18 21:29:13 ga-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:WDMmZ5MO-VW:842b3397],
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
—231164

9.2.3 MNoppobHble paHHble B Bebxykax (Verbose)

Ilo ymosrganuio onoBemiennst MO0 BEOXYKY COIEPIKAT TOJBKO UACHTU(MOUKATOPHI TAKUX O0DHEKTOB, KaK JI0CHE,
CIIUCKY HAOJIONAEHUsI, KAMEPhl U TPyHbl KaMmep. JIIst TOro ITo0bI MOIydaTh MOAPOOHYI0 HH(MOPMAIIHIO 1O
JIAHHBIM O0O'bEKTaM, BKJIIOYHUTE TOAPOOHBII PeXKUM onoBernennii mo sedxykam (pexkum verbose).

st aroro orkpoitre daitsr konduryparun findface-security u ycranosure B HeMm 'VERBOSE_WEBHOOKS' :
True:

sudo vi /etc/findface-security/config.py

FFSECURITY = {

# send serialized dossiers, dossier-lists, camera and camera groups in webhooks
'VERBOSE_WEBHOOKS': True,

B monpobrom pexkume oroBerneHns Mo BeOXyKy UMEIOT CJIeIyIonumii (hopMar:

CobbiTne (Verbose)

[{'acknowledged': True,
'acknowledged_by': None,
'acknowledged_date': '2020-07-30T14:41:52+00:00',
'acknowledged_reaction': '',
'bs_type': 'overall',
'camera': {'active': True,
'azimuth': None,

'comment': '',

'created_date': '2020-07-12T05:57:50.459974Z",
'group': 1,

'health_status': {'code': 'yellow',

'code_desc': 'Some faces from this camera '
"couldn't be processed",

'enabled': True,

|msgl: |I’

'statistic': {'decoding_soft_errors': O,
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'faces_failed': 17,
'faces_not_posted': O,
'faces_posted': 185,
'frames_dropped': 1066,
'frame_height': 1080,
'frames_imotion_skipped': O,
'frames_processed': 36421,
'frame_width': 1920
'job_starts': 1,
'processed_duration': 1499.44,
'processing_fps': 38.595585},
'status': 'INPROGRESS'},
'id': 1,
'latitude': None,
'longitude': None,
'modified_date': '2020-07-20T06:38:58.607160Z',
'name': '1',
'screenshot': 'http://172.17.47.245/cameras/1/screenshot/",
'stream_settings': {'api_timeout': 15000,
'draw_track': False,
'fd_frame_height': -1,
'ffmpeg_format': '',
'ffmpeg_params': [J,
'jpeg_quality': 95,
'max_face_size': O,
'md_scale': 0.3,
'md_threshold': 0.002,

'min_d_score': -1000,
'min_face_size': 0,
'min_score': -2,

'npersons': 4,

'overall': True,

'realtime': False,

'realtime_dly': 500,

'realtime_post_perm': False,

'roi': '',

'rot': '',

'tracker_threads': 4},

'stream_settings_gpu': {'ffmpeg_format': '',

'ffmpeg_params': [],
'filter_max_face_size': 8192,
'filter_min_face_size': 1,
'filter_min_quality': 0.45,
'imotion_threshold': O,
'jpeg_quality': 95,
'overall_only': True,
'play_speed': -1,
'realtime_post_every_interval': False,
'realtime_post_first_immediately': False,
'realtime_post_interval': 1,
'roi': '',
'rot': '',
'router_timeout_ms': 15000,
'router_verify_ssl': True,
'start_stream_timestamp': O,
'use_stream_timestamp': False},
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'threshold': None,
'url': 'http://a3569458063-s26881.cdn.ngenix.net/live/smil:r24.smil/chunklist_
—b1200000.m3u8?codec=mpeg4 '},
'camera_group': {'active': True,

'comment': ''
'created_date': '2020-07-12T05:48:09.537724Z"',
'deduplicate': True,
'deduplicateDelay': 10,

rid': 1,
'labels': {7},

'modified_date': '2020-07-17T01:41:22.944825Z"',

'name': 'Default Camera Group',

'permissions': {'1': 'view', '2': ‘'view', '3': 'view'},

'threshold': Nonel},

'confidence': 0.0,
'created_date': '2020-07-30T14:41:52+00:00"',
'episode': None,
'event_type': 'event_created',
'face': 'http://172.17.47.245/uploads/2020/07/30/event/144203_face_5ks7RN. jpg',
'features': {'age': None,

'beard': None,

'emotions': None,

'gender': None,

'glasses': None,

'liveness': None,

'medmask': None},
'frame': 'http://172.17.47.245/uploads/2020/07/30/event/144203_full_frame_0C4sG3. jpg',
'frame_coords_bottom': 427,
'frame_coords_left': 367,
'frame_coords_right': 600,
'frame_coords_top': 119,
'id': '4284552331019521692"',
'looks_like_confidence': None,
'matched': False,
'matched_dossier': None,
'matched_face': '',
'matched_lists': [{'acknowledge': False,

'active': True,

'camera_groups': [],

'color': '"ffffff',

'comment': 'Default list for unmatched evenets',
'created_date': '2020-07-12T05:48:09.3242647Z"',
'id': -1,

'modified_date': '2020-07-12T05:48:09.324369Z"',
'name': 'Unmatched',

'notify': False,
'permissions': {},
'remote_url': None,
'threshold': Nonel}],
'quality': -0.000112,
'scores': {'liveness_score': None,
'quality': -0.00011235895362900001,
"track': {'first_timestamp': '2020-07-30T14:41:51"',
'id': '313e117d86b3-203',
'last_timestamp': '2020-07-30T14:42:01'},
'track_duration_seconds': 4.799999999999272},
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'temperature': None,
'webhook_type': 'events'}]

OvkpbiTue anusopa (Verbose)

[{'acknowledged': True,
'acknowledged_by': None,
'acknowledged_date': None,
'acknowledged_reaction': ''

'best_event': '4284565234541639834"',

'camera_groups': [{'active': True,

'comment': '',

'created_date': '2020-07-12T05:48:09.537724Z"',
'deduplicate': True,

'deduplicateDelay': 10,

'id': 1,
'labels': {},
'modified_date': '2020-07-17T01:41:22.944825Z"',
'name': 'Default Camera Group',
'permissions': {'1': 'view', '2': 'view', '3': 'view'},
'threshold': Nonel],
'cameras': [{'active': True,
'azimuth': None,
'comment': ''
'created_date': '2020-07-12T05:57:50.459974Z"',
'group': 1,
'health_status': {'code': 'yellow',
'code_desc': 'Some faces from this camera '
"couldn't be processed",
'enabled': True,
'msg': '',
'statistic': {'decoding_soft_errors': 0,
'faces_failed': 20,
'faces_not_posted': O,
'faces_posted': 1027,
'frames_dropped': 4082,
'frame_height': 1080,
'frames_imotion_skipped': O,
'frames_processed': 153841,
'frame_width': 1920,
'job_starts': 1,
'processed_duration': 6320.04,
'processing_fps': 49.990253},
'status': 'INPROGRESS'},
'id': 1,

'latitude': None,
'longitude': None,
'modified_date': '2020-07-20T06:38:58.607160Z"',
'name': '1',
'screenshot': 'http://172.17.47.245/cameras/1/screenshot/"',
'stream_settings': {'api_timeout': 15000,
'draw_track': False,
'fd_frame_height': -1,
'ffmpeg_format': '',
'ffmpeg_params': [],

(continues on next page)

160 FnaBa 9. PykoBogctBo no uHterpauyun




FindFace Security, Boinyck 4.3

(mpomosKeHre ¢ NpeAbLAyIeil CTPAHHIb)

'jpeg_quality': 95,
'max_face_size': O,
'md_scale': 0.3,
'md_threshold': 0.002,

'min_d_score': -1000,
'min_face_size': O,
'min_score': -2,

'npersons': 4,
'overall': True,
'realtime': False,
'realtime_dly': 500,
'realtime_post_perm': False,
'roi': '',
'rot': '',
'tracker_threads': 4},
'stream_settings_gpu': {'ffmpeg _format': '',
'ffmpeg_params': [],
'filter_max_face_size': 8192,
'filter_min_face_size': 1,
'filter_min_quality': 0.45,
'imotion_threshold': O,
'jpeg_quality': 95,
'overall_only': True,
'play_speed': -1,
'realtime_post_every_interval': False,
'realtime_post_first_immediately': False,
'realtime_post_interval': 1,
'roi': '',
'rot': '',
'router_timeout_ms': 15000,
'router_verify_ssl': True,
'start_stream_timestamp': O,
'use_stream_timestamp': Falsel},
'threshold': None,
'url': 'http://a3569458063-s26881.cdn.ngenix.net/live/smil:r24.smil/chunklist_
—b1200000.m3u8?codec=mpeg4'}],
'closed_date': None,
'created_date': '2020-07-30T16:01:52Z"',
'event_type': 'episode_open',
'events_count': 1,
'features': None,
'id': 104229,
'last_event': {'acknowledged': True,
'acknowledged_by': None,
'acknowledged_date': '2020-07-30T16:01:52+00:00',
'acknowledged_reaction': '',
'camera': 1,
'camera_group': 1,
'confidence': 0.0,
'created_date': '2020-07-30T16:01:52+00:00"',
'episode': 104229,
'face': 'http://172.17.47.245/uploads/2020/07/30/event/160210_face_LnGXeX. jpg',
'features': {'age': None,
'beard': None,
'emotions': None,
'gender': None,
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'glasses': None,
'liveness': None,
'medmask': Nonel},
'frame': 'http://172.17.47.245/uploads/2020/07/30/event/160210_full_frame_2N1x5Y.
—jpg',
'frame_coords_bottom': 254,
'frame_coords_left': 223,
'frame_coords_right': 319,
'frame_coords_top': 137,
'id': '4284565234541639834"',
'looks_like_confidence': None,
'matched': False,
'matched_dossier': None,
'matched_face': '',
'matched_lists': [-1],
'quality': 0.000206,
'scores': {'liveness_score': None,
'quality': 0.00020667129138,
'track': {'first_timestamp': '2020-07-30T16:01:48"',
'id': '313e117d86b3-1047"',
'last_timestamp': '2020-07-30T16:02:09'},
'track_duration_seconds': 19.56000000000131},
'temperature': None,
'video_source': None}l,
'matched_event': None,
'matched_lists': [{'acknowledge': False,
'active': True,
'camera_groups': [],
'color': 'ffffff',
'comment': 'Default list for unmatched evenets',
'created_date': '2020-07-12T05:48:09.324264Z"',
'id': -1,
'modified_date': '2020-07-12T05:48:09.324369Z"',
'name': 'Unmatched',
'notify': False,
'permissions': {},
'remote_url': None,
'threshold': Nonel}],
'open': True,
'temperature': None,
'webhook_type': 'episodes'}]

3akpbiTue anusoga (Verbose)

[{'acknowledged': True,

'acknowledged_by': None,

'acknowledged_date': None,

'acknowledged_reaction': '',

'best_event': {'acknowledged': True,
'acknowledged_by': None,
'acknowledged_date': '2020-07-30T16:05:09+00:00",
'acknowledged_reaction': '',
'camera': 1,
'camera_group': 1,
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'confidence': 0.0,
'created_date': '2020-07-30T16:05:06+00:00"',
'episode': 104236,
'face': 'http://172.17.47.245/uploads/2020/07/30/event/160509_face_PXGmaZ. jpg',
'features': {'age': None,
'beard': None,
'emotions': Nomne,
'gender': None,
'glasses': None,
'liveness': None,
'medmask': Nonel},
'frame': 'http://172.17.47.245/uploads/2020/07/30/event/160509_full_frame_YeIRKk.
—Jjprg',
'frame_coords_bottom': 322,
'frame_coords_left': 465,
'frame_coords_right': 574,
'frame_coords_top': 190,
'id': '4284565716150084776',
'looks_like_confidence': None,
'matched': False,
'matched_dossier': None,
'matched_face': '',
'matched_lists': [-1],
'quality': -0.000468,
'scores': {'liveness_score': None,
'quality': -0.000468814512714,
"track': {'first_timestamp': '2020-07-30T16:04:56',
'id': '313e117d86b3-1071",
'last_timestamp': '2020-07-30T16:05:08'},
'track_duration_seconds': 8.159999999999854},
'temperature': None},
'camera_groups': [{'active': True,
'comment': '',
'created_date': '2020-07-12T05:48:09.537724Z"',
'deduplicate': True,
'deduplicateDelay': 10,

'id': 1,

'labels': {},

'modified_date': '2020-07-17T01:41:22.944825Z"',

'name': 'Default Camera Group',

'permissions': {'1': 'view', '2': 'view', '3': 'view'},

'threshold': Nonel}],
'cameras': [{'active': True,
'azimuth': None,

'comment': '',

'created_date': '2020-07-12T05:57:50.459974Z"',
'group': 1,

'health_status': {'code': 'yellow',

'code_desc': 'Some faces from this camera'
'cannot be processed',
'enabled': True,

msg': s

'statistic': {'decoding_soft_errors': 0,
'faces_failed': 20,
'faces_not_posted': O,
'faces_posted': 1051,
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'frames_dropped': 4253,
'frame_height': 1080,
'frames_imotion_skipped': O,
'frames_processed': 158401,
'frame_width': 1920,
'job_starts': 1,
'processed_duration': 6509.28,
'processing_fps': 48.428185},
'status': 'INPROGRESS'},
'id': 1,
'latitude': None,
'longitude': None,
'modified_date': '2020-07-20T06:38:58.607160Z"',
'name': '1',
'screenshot': 'http://172.17.47.245/cameras/1/screenshot/',
'stream_settings': {'api_timeout': 15000,
'draw_track': False,
'fd_frame_height': -1,
'ffmpeg_format': '',
'ffmpeg_params': [J,
'jpeg_quality': 95,
'max_face_size': O,
'md_scale': 0.3,
'md_threshold': 0.002,

'min_d_score': -1000,
'min_face_size': O,
'min_score': -2,

'npersons': 4,
'overall': True,
'realtime': False,
'realtime_dly': 500,
'realtime_post_perm': False,
'roi': '',
'rot': '',
'tracker_threads': 4},
'stream_settings_gpu': {'ffmpeg_format': '',
'ffmpeg_params': [],
'filter_max_face_size': 8192,
'filter_min_face_size': 1,
'filter_min_quality': 0.45,
'imotion_threshold': O,
'jpeg_quality': 95,
'overall_only': True,
'play_speed': -1,
'realtime_post_every_interval': False,
'realtime_post_first_immediately': False,
'realtime_post_interval': 1,
'roi': '',
'rot': '',
'router_timeout_ms': 15000,
'router_verify_ssl': True,
'start_stream_timestamp': O,
'use_stream_timestamp': False},
'threshold': None,
'url': 'http://a3569458063-s26881.cdn.ngenix.net/live/smil:r24.smil/chunklist_
—b1200000.m3u8?codec=mpeg4'}],
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'closed_date':
'created_date':

'2020-07-30T16:05:24.0773317Z2",
'2020-07-30T16:04:02Z",

'event_type': 'episode_close',

'events_count':

4,

'features': None,

'id': 104236,

'last_event': {'acknowledged': True,

;’jpg’ >

'matched_event':

'matched_lists'

'acknowledged_by': None,
'acknowledged_date': '2020-07-30T16:05:09+00:00',
'acknowledged_reaction': '',
'camera': 1,
'camera_group': 1,
'confidence': 0.0,
'created_date': '2020-07-30T16:05:06+00:00"',
'episode': 104236,
'face': 'http://172.17.47.245/uploads/2020/07/30/event/160509_face_PXGmaZ. jpg',
'features': {'age': None,
'beard': None,
'emotions': Nomne,
'gender': None,
'glasses': None,
'liveness': None,
'medmask': None},
'frame': 'http://172.17.47.245/uploads/2020/07/30/event/160509_full_frame_YeIRKk.

'frame_coords_bottom': 322,
'frame_coords_left': 465,
'frame_coords_right': 574,
'frame_coords_top': 190,
'id': '4284565716150084776',
'looks_like_confidence': None,
'matched': False,
'matched_dossier': None,
'matched_face': '',
'matched_lists': [-1],
'quality': -0.000468,
'scores': {'liveness_score': None,
'quality': -0.000468814512714,
"track': {'first_timestamp': '2020-07-30T16:04:56',
'id': '313e117d86b3-1071",
'last_timestamp': '2020-07-30T16:05:08'},
'track_duration_seconds': 8.159999999999854},
'temperature': None},
None,
: [{'acknowledge': False,
'active': True,
'camera_groups': [],
'color': 'ffffff',
'comment': 'Default list for unmatched evenets',
'created_date': '2020-07-12T05:48:09.324264Z"',
'id': -1,
'modified_date': '2020-07-12T05:48:09.324369Z"',
'name': 'Unmatched',
'notify': False,
'permissions': {},
'threshold': Nonel],
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'open': False,
'temperature': None,
'webhook_type': 'episodes'}]

3anuck cuetunka (Verbose)

[{'camera': {'active': True,
'azimuth': None,

'comment': '',
'created_date': '2020-07-12T05:57:50.459974Z",
'group': 1,
'health_status': {'code': 'green',
'code_desc': 'Bcé B mopsazmke',
'enabled': True,
'msg': '',
'statistic': {'decoding_soft_errors': 0,
'faces_failed': O,
'faces_not_posted': O,
'faces_posted': 55,
'frames_dropped': 309,
'frame_height': 1080,
'frames_imotion_skipped': O,
'frames_processed': 3181,
'frame_width': 1920,
'job_starts': 3,
'processed_duration': 139.68,
'processing_fps': 184.37485},
'status': 'INPROGRESS'},
'id': 1,

'latitude': None,

'longitude': None,

'modified_date': '2020-07-30T19:56:40.773455Z",

'name': '1',

'screenshot': 'http://172.17.47.245/cameras/1/screenshot/"',

'stream_settings': {'api_timeout': 15000,
'draw_track': False,
'fd_frame_height': -1,
'ffmpeg_format': '',
'ffmpeg_params': [],
'jpeg_quality': 95,
'max_face_size': 0,
'md_scale': 0.3,
'md_threshold': 0.002,

'min_d_score': -1000,
'min_face_size': O,
'min_score': -2,

'npersons': 4,

'overall': True,

'realtime': False,
'realtime_dly': 500,
'realtime_post_perm': False,

roi': .
lrotl: ll,
'tracker_threads': 4},
'stream_settings_gpu': {'ffmpeg_format': '',
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'ffmpeg_params': [],
'filter_max_face_size': 8192,
'filter_min_face_size': 1,
'filter_min_quality': 0.45,
'imotion_threshold': O,
'jpeg_quality': 95,
'overall_only': False,
'play_speed': -1,
'realtime_post_every_interval': False,
'realtime_post_first_immediately': False,
'realtime_post_interval': 1,
'roi': '',
'rot': '',
'router_timeout_ms': 15000,
'router_verify_ssl': True,
'start_stream_timestamp': O,
'use_stream_timestamp': False},
'threshold': None,
'url': 'http://a3569458063-s26881.cdn.ngenix.net/live/smil:r24.smil/chunklist_
—b1200000.m3u8?codec=mpeg4 '},
'camera_group': {'active': True,

'comment': '',

'created_date': '2020-07-12T05:48:09.537724Z"',

'deduplicate': True,

'deduplicateDelay': 10,

'id': 1,

'labels': {3},

'modified_date': '2020-07-17T01:41:22.944825Z",

'name': 'Default Camera Group',

'permissions': {'1': 'view', '2': 'view', '3': 'view'},

'threshold': Nonel},
'counter': {'active': True,
'camera': 1,
'count_interval': 5,
'created_date': '2020-07-30T17:56:01.469273Z"',
'detect_faces': True,
'detect_silhouettes': False,

'id': 1,
'modified_date': '2020-07-30T19:58:31.544631Z',
'name': '123',
'roi': [[0, 0], [1024, 0], [1024, 5761, [0, 57611},
'counter_name': '123',
'created_date': '2020-07-30T20:17:01.4435327"',
'event_type': 'counter_record',

'faces_bbox': [[[327, 289], [474, 289], [474, 485], [327, 485]11,

'faces_count': 1,

'fullframe': 'http://172.17.47.245/uploads/2020/07/30/counters/201701_fullframe_fDHIf4. jpg',
'id': 1253,

'silhouettes_bbox': None,

'silhouettes_count': O,

"thumbnail': 'http://172.17.47.245/uploads/2020/07/30/counters/201701_thumb_I5fzIP. jpg',
'webhook_type': 'counters'}]
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9.3 NHTerpayuun c napTHepamun

9.3.1 Genetec Security Center

Murerpanust FindFace Security ¢ mporpammubim komiuiekcom Genetec Security Center mozBosisier 106aBisiTh
GbYHKIMOHAJI PACITO3HABAHUS JIAIL B CUCTEMBI Oe3onacHocTu Ha Oaze Genetec.

Hacrpoiika nHterpayun

WNurerpanusa ¢ Genetec Security Center peasmsdyercsi uepes mrarnn findface-genetec. Ilo ymosrganuio
IJIarnH OTKJIIOYEH.

Ilepen, macrpoiikoit maTerparmuu na croporne FindFace Security paseeprnure mporpammuoe obecriedenne
Genetec Web SDK u Media Gateway u cozmaiite B Genetec Security Center oroserenre Alarm, KOTopoe
Oyaer orobpaxkarbcsi Ipu HacTyiiernn B FindFace Security cobbiTusi pacrio3HaBaHus JIUIA.

Baxkno: st Toro urobsr marerpanus Genetec-FindFace paborasa, Bam Takxke monamoburcs mpuobpe-
CTH COOTBETCTBYIOILYIO junen3uio y Genetec (Homep 1o karasiory sunensuii GSC-1SDK-Ntech-FindFace) u
akTuBupoBaTh ee B Genetec Security Center.

Furchase order

Part # Description Quantity

GSC-5.8 Yersion 5.8 1

GSC Omnicast Enterprise Package which includes: Archiving and Auziliary Archiving support, Media Router, Audio, Remote
Security Desk, Camera Sequences, Camera Blocking, Camera Dewarping, Hardvrare Malbrix Support, Time Zone, Edge
recording and trickling, Keyboard and Joystick Support, Max. 300 cameras per Archiver / 100 cameras on the Directory
machine

Genetec Security Center (GSC) Base Package - Yersion 5.8 which includes: 1 Directory, 5 Security Desk client connections
(incl. Web Client), Plan Manager Basic, Alarm Manage ment, Advanced Reporting, System Partitioning, Zone Monitoring,
K Modules Support, Email Support, Macros Support (actual macro

GSC-
Base-5.8

GSC-Om- 4 2 mera connection

E-1C

GSC- One (1) Genetec Security Mobile app connection Supported only with GSC Mobile
1Mobilel " ' ’ " B y B

GSC-

15DK-

Mtech-

FindFace

One (1) Genetec SDK connection for Mtech with FindFace

B 3Toin rnase:
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e Hacmpotixa Genetec Web SDK u Media Gateway

Cosdanue onosewenus 6 Genetec Security Center
o Brarwuenue unmezpavuy Genetec 6 FindFace Security
e Hacmpotixa movex docmyna 6 FindFace Security

o Hmnopm xamep us Genetec Security Center

e (Cosdanue cnuckos nabaodenus u docve 6 FindFace Security

Hacrpoiika Genetec Web SDK u Media Gateway

st Toro arobsr pazsepuyTh Web SDK, ucnonbsyitre I1I0 Genetec Config Tool. Jlerasun macTpoilku mpu-
BeJieHbl B oUIUAIBHON ciipaBodnoii mokymentaruu Security Center Administrator Guide -> Chapter 52:
Role Types -> Web-based SDK configuration tabs.

® General settings  Roles B Schedules @ Scheduled tasks % Macros Output behaviors B i Web-based SDK

hd m =} L

Identity | Properties | Resources

B Health Monitor
Map Manager
® Media Gateway Streaming port:
—T Media Router

B Report Manager

- Web-basedSDK | cl
EREEETT S Us- ss. comection: (@)

Zone Manager

Base URE | WebSdk

=4 Addanentity 2 Delete 4% Maintenance ~

st Toro urobbl paszsepuyTh Media Getaway B Genetec Config Tool, o3HakoMbTECH € COEP:KAHUEM IJIABbI
Security Center Administrator Guide -> Chapter 24: Video Deployment.
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* System = Video /] © Mams /. Network view

® General settings * Roles BB Schedules @ Scheduled tasks $ Macros Output behaviors £

? Media Gateway

L]

Identity | Properiss | Resources

Start multicast addr

Media Router
B Report Manager
wx Web-based SDK Sample URL:

User authentication: (R

%% Admin
%9 ntech

Listening port

Zone Manager

Use the default web ports of the

Web address:

= Addanentity ) Delete ¥ Mainterance =

Baxkno: VYo6emurech, uTo daiipBos HacTpoeH takuMm obpazom, uaro moptel WebSDK u Media Gateway

OCTAaIOTCA OTKPBITBIMMU.

Cozpanue onoseuweHns B Genetec Security Center

Cospaiite u macrpoiite HoBoe onosernenne Alarm B Genetec Config Tool, pykoBoscTBysich pazjesnom Security
Center Administrator Guide -> Chapter 48: Alarms -> Creating Alarms.
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# Config Tool " J/ B Video & Alarms Network view
© Marms "= Monitor groups iy © ntech test alarm

=] = B
Identity | Properties | Advanced

+| highest T lowest

Recipients: | Recipient
% ntech
% Admin

% Administrators
T

Broadcast mode: All at once

Attached entities:

+

ption: | Playback - Playii :}SEC before alarm

Live
Content cycling:
A = |Playback
Live and playback
Live and still frames

sk flarm v X Delete  ® Trigger alarm Still frames lopy configuration tool = Audit trails

Coset: Ha Bknanke Properties BeiOepute Ty om0 oTobparkenusi Bujeo Video display option, koropas B
HanbOJIBIIel CTeIreHn COOTBETCTBYeT BamuM HyxkKmaaM. ocrymnnse ommun Live, Playback, n . m.

Coser: JIjist Toro 4To6bl aKTUBUPOBATE orepaluu ¢ onoseniearneM Alarm Procedures u aBronoBopor Bujieo
HEITOCPEICTBEHHO BO BCILIBIBAIOINEM OKHe omoBemteHus, Bkaounte Content cycling.

IIpu macrpoiike unTerpaiun Ha cropone FindFace Security Bam morpebyercst BBecTn Jiormdeckoe id omose-
IeHnsI, KOTOpOe 3a/1aeTcs Ha BKJajke Identity.
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/™ Video 2 " Netwoark view

= Monitor groups i © ntech test alarm

(=] =
Identity | Properties  Advanced

Type: Alarm

ech test alarm

* ntech test alarm
» 1 Redpients

»  Actions

= Alarm v ) Delete  ® Triggeralarm ¥/ Forcibly acknowledge all slarms P Copy configurationtool = Audit trails

Bkntouenne unterpauumn Genetec 8 FindFace Security

Hna sximrovyenns: nnarnHa findface-genetec orkpoiite daiin konduryparuu findface-security u pac-
KOMMeHTupyiTe cTpoky INSTALLED_APPS.append(‘ffsecurity_genetec’).

Takxke yOemurech, 9YTO 1O KpaifHei#i Mepe OIWH ®3  CJEAYIONUX  I[APAMETPOB  3aJIaH:
SERVICE_EXTERNAL_ADDRESS niu EXTERNAL_ADDRESS.

sudo vi /etc/findface-security/config.py

# SERVICE_EXTERNAL_ADDRESS ts prioritized for FFSecurity webhooks and Genetec plugin.
# EXTERNAL_ADDRESS is used instead tf SERVICE_EXTERNAL_ADDRESS is mot provided.

# You must provide either SERVICE_EXTERNAL_ADDRESS or EXTERNAL_ADDRESS in order

# to be able to work with FFSecurity webhooks and Genetec plugin.
SERVICE_EXTERNAL_ADDRESS = 'http://127.0.0.1'

# EXTERNAL_ADDRESS is used to access objects created inside FFSecurity via exzternaly
—links.

EXTERNAL_ADDRESS = ''

# FINDFACE SECURITY PLUGINS

# Uncomment lines below to enable plugins. Please consult documentation for
# a plugin specific settings.

# =============== (enetec s===============
INSTALLED_APPS.append('ffsecurity_genetec')

Ilepezamycrure findface-security.
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sudo systemctl restart findface-security.service

Hacrpoiika touek gocryna B FindFace Security

Ijist Toro uTobbl ycraHoBUTH coequHeHue Mexk iy FindFace Security u Genetec Security Center, BoimoJiHuTe
caenyomue neicTBus:

1. Tlepeitgure Ha BRIaAKY Hacmpotixu. Beibepure Genetec.

HacTponku genetec

KoHburypauus

Cepeep

2. B cekmusax Cepsep u Media, ykaxkure nacmpotku Todek poctyna Web SDK u Media Gateway.
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Baxkno: ITlopret WebSDK u Media Gateway mo0/izKHBI OBITH OTKPBITHI.

3. B cekmun guilabel:Ids ykaxkure sozuveckuti id onoBemenusi Alarm, KOTopoe OymeT 0TOOpaxKaTbCsd B
Genetec Security Center npu nacrymieHnn cobbitusi pacro3naBanus Jjuia B FindFace Security.

CoXpaHuTb

4. Haxmure Coxparnums. Ecau coenunenune ¢ Genetec Security Center ycremmno ycTaHOBJIEHO, CTaTyC
OysieT aBTOMATHYeCKU n3MeHeH Ha Ckondu2ypuposan.

Umnopt kamep n3 Genetec Security Center

Kak rmosibko coemmuenne ¢ Genetec Security Center ycTaHOB/IEHO, MOXKHO UMIIOPTHPOBATH Kamepbl. Jljist
sroro BeibepuTe Kamepv, Ha BKIajke Genetec u Haxkmure Mmnopm.

Genetec Settings

EINEIES

Import Cameras

Import

Janrnoe geiicTBue cosmact 2pynny kamep Genetec, BKIIOTAIONLYIO B cebs Bce kamephl m3 Genetec Security
Center.

Camera Groups

Jlj1st Toro 9TOOBI TOCMOTPETH CIUCOK KaMep, Ha nanen Hapurarun FindFace Security nepeiigure Ha BKIAIKY

Kamepo. st TOro 9100BI UCKIIIOUUTH KAMEPY M3 PACIO3HABAHUS JIUIL, IPOCTO E3aKTUBUPYITE €€ B 3TOM
CITHCKE.
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Cospganue cnnckos Habnogenns n gocbe B FindFace Security

Tlocie macTpoiiky TOUEK JOCTyIIa W UMIIOPTA KaMep 3aBEPINTUTE WHTETPAIUIO, CO3MAB 003y Jannvir Jocve.
ITocste aToro omnoBerrennst 0 COOBITHSAX PACIIO3HAHUS JIAIL OYIyT aBTOMATHYECKH OTHPABJIsSThC B Genetec
Security Center. Cm. Onosewerus ¢ Genetec Security Center.

Onoseuienusn B8 Genetec Security Center

Kazkmoe cobbiTre pacro3HaBaHus Juia ¢ Kamepbl Genetec, Jist KOTOPOIo HaiieHO 10Che, AKTUBUPYET COOT-
BeTcTByOIIEee onoselenne alarm B Genetec Security Center. Kaxxioe onosernienne, ormnpasiiennoe FindFace
Security, cBsi3pIBaeTCsI ¢ KAMEPOH-NCTOYHUKOM COOBITHsI PACIIO3HABAHIS JIUIA, TIO9TOMY BBl MOYKETE Cpa3y Ke
IPOCMATPUBATH KUBOE WU apXUBHOE Bueo B 3ajade Alarm Monitoring B Genetec Security Desk. FindFace
Security Takke ucnosb3yer omepanuu ¢ omnosernennem Alarm Procedures jjist obecriedenus moJib30BaTENs
JIOIOJIHUTEIbHBIMU JAHHBIMU 110 COOBITUIO, TAKUMU KaK:

e oDHapy’KeHHOE Ha BUJEO JIUIIO

® HaliJIEHHOE MTOX0XKee JINIO U3 06a3bl JAHHBIX J0ChE

® IIMs YeJIOBeKa M KOMMEHTApHUil U3 JI0Che

® CTENeHb CXOXKecTH JuI (YBEPEHHOCTDh AJTOPUTMA B COBIIAJIEHVN )
® Ha3BaHUE CITUCKA HAOJIIOICHUS

® IIO/IHBIA KaJap

Current entity:

= 1722321711 - Camera.. |

O6paboTKa MOJIYyUIEHHOTO OIMOBEIIEHNs] O PACIIO3HABAHWS JIMIA BBITOJHSIETCsSI AaHAJIOTUIHO JIPYTUM OIOBeIIe-
uusim B Genetec Security Center.

9.3.2 Axxon Next

WNurerpanus FindFace Security ¢ mporpammubivm komrmurekcom Axxon Next moszsosisier o6pabarbiBaTh BH-
JIEOTIOTOKU M3 CHCTEMbI 6e30macHOCTH Ha 6a3e AXXon W aHAJM3WPOBATHL WX HA IMPEAMET HAJWYUs JIAI U3
JIoChe.
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Baxkno: Omun sk3emmisp FindFace Security MmoxkeT B3anMoieficTBOBaTh TOJILKO C OTHUM cepBepoM Axxon

Next.

WNurerpanus ¢ Axxon Next BBITOJIHsIETCST ¢ UCTIOJIB30BanneM marnia ffsecurity_axxon.

st Toro urobs! HacTpouTh nHTErpanuio ¢ Axxon Next B OC Ubuntu, BeInoJiHUTE Clieyolue AeificTBUsI:

1. AxruBupyiiTe mIaruH, packKOMMEHTHpPOBaB B aile koudurypammu /etc/findface-security/
config.py crpoky INSTALLED_APPS.append(‘ffsecurity_axxon’).
sudo vi /etc/findface-security/config.py
#f ===========================================S=====S=============S=S================
# FINDFACE SECURITY PLUGINS
# ==============================================================================
# Uncomment lines below to enable plugins. Please consult documentation for
# a plugin specific settings.

# =============== Jppom ================
INSTALLED_APPS.append('ffsecurity_axxon')

2. B daite koudurypanun packommernTupyiire cexnuio FFSECURITY->AXXON. 3amosHure ee Tak, Kak
[OKa3aHO B IpuMepe HiKe. B mapamerpe api ykaxkure ajpec cepBepa Axxon Next, mo kKoropomy
FindFace Security 6ymer obpamarsest k APl Axxon n 3a HLS-morokamu apxusa. B mapamerpe rtsp
yKaxKuTe obImil ajJpec BUIEONOTOKOB Ha cepBepe Axxon Next. name, user, password: uMsl cepBepa
Axxon Next u y4yeTHbIe JaHHBIE JJIsI JIOCTYIIA K HEMY.

FFSECURITY['AXXON'] = [
{
'name': 'server_name',
'api': 'http://example.com/',
'rtsp': 'rtsp://example.com:554/"',
'user': 'user',
'password': 'password',
}
]

3. (OunumonanbHo). Ecin B cOOBITHSIX paCIlO3HABAHUS JIUIL TPeOyeTcst 0ToOparkaTh KJIUIIbI BUJIEO U3 AXxon
Next, packommenTupyiite cekimioo FFSECURITY_UI_CONFIG[‘dossier’].
FFSECURITY_UI_CONFIG['dossier'] = {

'video': True,
}

4. Coznaiire kameps! B FindFace Security (cm. Ynpasaenue sudeoxamepamu). Ilpu coznannm kamep Bam
norpebyercs BBectn ux URL B dopmare axxon:<friendlyNameLong>, rne friendlyNameLong - mms
kaMepsl Ha cepBepe Axxon Next. /lanHoe uMsi MOKHO IIOCMOTpPeTh B MHTepdeiice Axxon, uiau yepes
API Axxon, BBITIOJTHUB KOMaHTY:
curl http://user:password@127.0.0.1/video-origins/

{
"OLOLOE-DEV/DevicelIpint.vhod_1/SourceEndpoint.video:0:0" : {
"friendlyNameLong" : "vhod_1.Vhod_1",
"friendlyNameShort" : "Vhod_1",
(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

"origin" : "OLOLOE-DEV/Devicelpint.vhod_1/SourceEndpoint.video:0:0",
"state" : "signal_restored"

Jis equncTBEeHHON KaMepbl n3 mpumMepa Bbite URL mommken O6bITH 3a7a0 Kak axxon:vhod_1.Vhod_1.

Ha sToM Hacrpoiika uHTerpaiuu OyneT 3aBeplieHa. Eciu MHTerpalysi HacTpoeHa KoppekTHo, FindFace
Security Gy/jieT BBIIOJIHSATH IPOBEPKY HAJUYUS JHI U3 JI0che B Bujeonorokax Axxon Next, a B coObITHsIX
pacro3HaBaHUs JIAI Oy/IyT 0TOOpaykaThesd KIUIbl Bueo n3 Axxon Next (IpH COOTBETCTBYIONUX HACTPOW-
Kax).

9.3.3 Sigur

Warerpanust FindFace Security co CKY/I Sigur obecrieunBaer 3¢ppeKTUBHBIN KOHTPOJIb YIIPABJIEHUS JOCTY-
[IOM C UCIOJIb30BAHNEM CHCTEMbI PACIIO3HABAHUS JIUIIL.

B atom paspene:

e Ocobennocmu uwmezpayuu FindFace Security u Sigur
e Vemanoska u wacmpotika FindFace Security

e Vemanoska u nacmpotika 110 Sigur

Yemanosxa ITO Sigur

Hacmpotixa ydarenrozo nodkaouenus x basze 0annur (0nyuonasvro)

Hacmpotixa Cepsepa Sigur
— Hacmpotika Kauenwma Sigur

— Jlobasaenue nosvzosamenet

[ Upoe(’p%a CUHTPOHU3AUUU CUCTNEM

OcobenHoctn nurerpauumn FindFace Security u Sigur

L] MHTeraHHH HE IIOJAEP2KUBAECT ITarnHAIIHUIO.

Kiment Sigur ormaer FindFace Security Bce Jjinia cpady B ogHOM json. JIjist 60IbIIION0 KOJIMYECTBA JIAI]
570 3aHMMaeT MHOro Bpemenn (10k s Gostee 30 cexkynn). IIpu HacTpoiike HEOOXOIMMO yBeJUUEHUE
TafiMayTOB, a TAKXKe HCIOJL30BAHUE BEPCUU CepBepa/K/AMEHTa Sigur ¢ yBEeJUYEHHLIMU TaiMayTaMmu
(>= 1.0.60.23).

e Uurerparus He MOAaEePKUBAET 00PAOOTKY OIMMUOOK (poTorpadmii.

B ciiyuae eciim Ha doro Gosiee oHOrO Jiniia MO0 KAYECTBO JIUIA HUXKe TPeOyeMoro ypoBHS, J1OCHE
Oyaer cozmaBarbes 0e3 doro. [Ipu Hammuum Ha HOTO HECKOJIBKHUX JIAIl PEKOMEHIYeTCsl UCIIOJIB30BaTh
onuuio biggest st BBIOOpA caMOro HOJIBIIOTO JIUIIA.
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YcraHoBka u Hactpoiika FindFace Security

Vceranoska FindFace Security me orimaaercst ot munosot.

Baxkno: Ecau Bbl HacTpamBaeTe HHTEIPAIMAIO C YK€ CYIIECTBYIOIIEH CHUCTEMOM, yOeIUTeCh, YTO B CIIHCKE
Habuitonennst Default watch list ¢ id = 1 OTCYTCTBYIOT JIMIIA, IIOCKOJIBKY 10 YMOJIYAHIIO CHHXPOHU3AIIUST
Joche Sigur uIeT ¢ JaHHBIM CIIUCKOM HAOJIIOJEHUsT U OH JIOJI?KEH OBITh ILYyCTHIM.

L1t BKITIOYEHWsT MHTErPAIIAN C Sigur BBIMOJIHUTE CJIEJIYTONIHe JeHCTBUS:

1.

Orkpoiite daitn kouduryparun findface-security m packommenTupyiite 60K miaruaa SIGUR u
6s10k CUSTOM_FIELDS.

sudo vi /etc/findface-security/config.py

#====s===ss====== Jigur ss=sssssss==s=s===
# keep in mind, that SIGUR plugin also uses CUSTOM_FIELDS and THUMBNAIL_MAX_WIDTH settings
INSTALLED_APPS.append('ffsecurity_sigur')
SIGUR = {

'LOGIN': 'admin',

'PASSWORD': 'admin',

'MF_SELECTOR': 'biggest', # what to do with several faces in sigur person photo;
—allowed ['biggest’, 'reject']

'ONLY_RT_EVENTS': True # only events with bs_type == realtime
}

FFSECURITY = {
# -- Optional parameters --

# Edit CUSTOM_FIELDS section to customize dossier content.
# Below is an example for integration FindFace Security with Sigur.

'CUSTOM_FIELDS': {
'dossier_meta': {
‘items': [
{

'name': 'personid',
'default': '',
'label': 'PersonID',
'display': ['list', 'form'],
'description': 'Sigur person ID'

'name': 'firstname',

'default': '',

'label': 'First Name',

'display': ['list', 'form'],
'description': 'Sigur first name'

'name': 'lastname',
'default': '',
'label': 'Last Name',

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

'display': ['list', 'form'],
'description': 'Sigur last name'
I
{
'name': 'version',
'default': '',
'label': 'Versiomn',
'display': ['list', 'form'],
'description': 'Sigur photo version'
¥
1,
'filters': [
{
'name': 'personid',
'label': 'Sigur person ID filter',
'field': 'personid'
X
]
}
1,

2. IlpugymaiiTe JIOTMH U MapoJib, KOTOPBIE OYIYT UCIO/IB30BaThCs s apropusanuu FindFace Security B
ITO Sigur, n ykaxwure nx B mossix LOGIN u PASSWORD 6Jioka SIGUR.

3. B nmapamerpe MF_SELECTOR Toro ke 0JI0Ka yKayKnATe, KaK JI0JI?KHA BBIIIOJIHATLCS 00paboTKa HhoTo, ecyn
HA HEM MPHUCYTCTBYET HECKOJBKO JHI: 06paborarh camoe Gosbiioe juno (biggest) mim OTKIOHUTH
dororpaduio (reject).

4. Tlepenecure cTpyKTypy OCHOBHO# 06a3bl nanubix n3 FindFace Security B PostgreSQL. Ilepezamycrure
ceppuc findface-security.

sudo findface-security migrate
sudo systemctl restart findface-security.service

YcraHoBka n Hacrtpoiika MO Sigur

Ycranoska MO Sigur

st yeranosku I1O Sigur BeImosauTE Ciierytomuye neficTBus:

1. Ha caiire Sigur y3uaiite nmena deb-mrakeToB jyisi caMoil akTyaJIbHON Bepcuu Sigur.

2. 3arpysure CKpHIIT yCTAHOBKU sigur_install.sh B IPOM3BOJIbHBIH KATAJIOr HA cepBepe (HAIpuMmep, B
/home/username/). 3aMeHuTe B HEM MMEHA 3aIDY2KAEMbIX I1AKETOB Ha AKTyaJslbHbIE.

Mpumep ckpunta

#!/bin/bash

#0vwucmka neped ycmaroekol
cd 7/

rm -R spnx/

mkdir spnx

cd spnx

#as akmueayuu sudo

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

sudo 1s

#Ycmaroeka 3asucumocmel

sudo apt update

sudo apt install -y openjdk-8-jre

sudo apt install -y mysql-server

#3az2pyska nakemoe - H3MEHUTE MMEHA HA AKTYAJIbHHE

wget https://sigursys.com/dl/spnxclient_1.0.60.1-0_all.deb
wget https://sigursys.com/dl/spnxserver_1.0.60.1-0_amd64.deb
#Ycmanoeka

sudo dpkg -i spnx*

#3anyck

sudo spnxadmin &

spnxclient &

13 karasora co CKPpHUIITOM C,HeﬂaﬁTe CKPHUIIT UCIIOJTHAEMbBIM.

’chmod +x sigur_install.sh

4. BroImosHuTe CKPUIIT.

’sudo ./sigur_install.sh

HacTpoiika yaaneHHoro nogkntoyerus k 6ase gavHbix (onunoHansbHo)

st macTpoiiku 6a3bl JAHHBIX BBITOJHUTE CJACIYIONINE ACHCTBUS:

1.

SajaiiTe MapoJib JJisl OJIb30BATE S TOOt.

~/spnx$ sudo mysql

mysql> ALTER USER 'root'@'localhost' IDENTIFIED WITH mysql_native_password BY
— 'YourRootPassword';
Query OK, O rows affected (0.00 sec)

B ciryuae eciim Tpebyercst 3amyckaTh KJIMEHT Sigur Ha MalliHe 3 JIOKAJbHON ceTn, a He ¢ localhost,
HCITOJIb30BAHUE TTOJIb30BATEIIA YOOt OyIeT HEBO3MOXKHBIM, TOCKOJIBKY JIJIsI HETO €CTh TOJBKO JIOKAJIBHBIH
JOCTYII.

g y/iaJeHHOro IOAKJ/IIOYeHNsT K 0a3e JAHHBIX CO3JafiTe OTIEIBHOIO MOJIH30BATENIsI U IIPEJOCTaBbTe
eMy IIpaBa.

Hwke mpuBenen nmpumep co3ranns moab3oBaTe d skud ¢ TapojieM XXX.

# mysql

MariaDB [(none)]> GRANT ALL PRIVILEGES ON ~TC-DB-MAIN  .* TO 'skud' IDENTIFIED BY 'xxx';
Query OK, O rows affected (0.00 sec)

MariaDB [(none)]> GRANT ALL PRIVILEGES ON ~TC-DB-LOG  .* TO 'skud';
Query OK, O rows affected (0.00 sec)

MariaDB [(none)]> FLUSH PRIVILEGES;
Query OK, O rows affected (0.00 sec)
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Hacrpoiika Cepsepa Sigur

s macrpoiiku u 3amycka Cepepa Sigur BBITIOJHUTE CJIEIYIONIAE JTeHCTBUS:

1. Orkpoiire nanesns agmuaucTparopa Cepsepa Sigur.

sudo spnxadmin

2. Cozpaiite 6a3y JaHHBIX:

1. B orkpsiBmemcsi okHe nepeiigure basa dannwxr -> Ilapamempo. Beegure jorud u naposb OT
6a3bl JAHHBIX.

2. Buoibepure Tunt Cepsepa 6a3nl Janubix Brewnut MySQL.

3. Bemonuure Tecm nodkamouenus. Jomxna orobpasurcs omunbdKa HemocTaTouwo mpaB Ha LOCTYI
K 6aze.... DTO 3HAYNUT IOJAK/IIOUYEHNIE €CTh, HO 0a3a JTaHHBIX eIlle He CO3JIaHA.

4. Haxwmure OK.

|5| ¥npapnenne ceppepoM cheTeMbl Sigur = e PN g
CocToAHme | Gaza faHnbIx I HacTpolka yCTpoRcTe

Texywmni cepeep B[ 1 e

Tun cepae... bm!mum'i MySQLI | napamerpw | ?

Beponn hopMaTa flaHHBIX

Texyw,) MNapaMerpel nogKknoYenns Kk cepeepy 64 [
Hy ®H
THRA CepBEpa: [BHeww Huit MySQL -
Cepand Xocr: 127.0.0.1 |
|} nopr: 3306 Hl
@ Norus: root | I
naponb: EFEEEEES |

Owwbksr A

He gocrartodno npae Ha goctyn K baze,
HBoamomHo, He coagana baia,

(o,

Tecr nogxmoyen il

ﬂ OK | OTHEHS r

5. Ilnsa cosmanmst 6a3bl aHABIX HaxkmuTe KHONKY C6poc/Coszdarue 6asoL.

3. Tlocne cosmanust 6a3bl JAHHBIX 3aIlycTUTe cepBepHbIi Momynb 110 Sigur. dis sToro mepeiiaure Ha
BryIaaky Cocmosanue. Haxxvure kaonky Cmapm s nyakta Cepgephotli Modyas.
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| ¥npaeneune cepeepomM cucTeMel Sigur i
' baza faunex | HacTpoiika ycrpoicre |

Bepcun nporpasMiore obecnevennn
CKY I Sigur, sepcun 1.0.59.39.5

COCTOAHWE KOMNOHEHTOR CEpBEpa

Ceprep BJ: | ecre canan

CepBepHbli MOgynb: [ sanywen

Hacrtpoiika Knuenrta Sigur

s macrpoitku KimenTa Sigur BBITOJTHUTE CJIEIYIONTHE TEHCTBUS:

1. OrkpoiiTe manenp KiaunenTa Sigur.

spnxclient

2. Jobaswre cepsep FindFace Security B Sigur:

1. B ruraBHOM Menio nepeitiure @atin -> Hacmpotixu -> Budeonabaroderue.
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Nporpamsa ynpasnenns [Administrator]
@ain” Npaska Cnpasxa

Wakie HiNTb coBCTEEHRBIR Napa ik

HacTpoikn —— t‘} El
Vnpasnenne Moy naMn

Brixog Ak -X

2. B orkpeiBmemMcs okHe BbiOepuTe mocTaBiuka NtechLab m BBeIuTE IPOM3BOILHOE UM CEPBEPA.

Pe,p,au‘mpoaauue HacTpoek

Habmopenne
Bugeonabinogenne - @4""'- H
E-Mail
Nepconan
Active Directory
Apxup
BnoMerpura
POBOAHBIE 3AMKNH
YCTpoRcTBa XpaneHns

5

Mifare u BLE ’
30HbI

MosTopHele NPOXoALI

[ONONHUT@ALHLIG NAPAMETPbI NoGasnenne “p“pf““..asm“.... T / e
Pacnosnapanne nuy

HTTP{WEB}
WEB-generupopanne Tun cepeepa: [lltldll.lb
MNaponu

Wun cepeepa: fest

~_|

; oK ‘ OTMena

yd

/

5

3. Ilocyie TOro KaK B CIIMCKE MOSABUTCS CEPBED, BBEIUTE HACTPOMKM JOCTYIIa, KOTOPBIE BbI YKa3aJIu B
daitne kouduryparnun findface-security (sozun u napoav B 610Ke MIarnHa Sigur).
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PepakTupoBaHKe HacTpoex
Habnwoaenne
Bugeonabno genne
E-Mail

® O

Nepconan
Active Directory
Apxus
buomeTpuka
BecnpoBogHLIE 3aMKK
YCTpoucTea xpanenmns
Mifare u BLE
ELTTY
MoBTOpPHLIE NPOXO0AbI
NONOAHUTENbHLIE NapaMeTpbl
Pacnosnasanue nuy
HTTP{WEB)
WEB-peneruposanne
Naponu

{test (NtechLab)

[ PepaxkTtupoBaHue

Wus ceppepa:  fest

Tun cepeepa:

[NtechLab

[+]

Appec cepaepa:
Nopr cepsepa (HTTP):
WuaA nonb3oBatens:

napoﬂb nones3osarens:

MpHMEHNT b

8083

[admin

I OTMEHNTL

IMpumeuanwue: [lopt Sigur mo ymoaganuio 80.

4. Haxxmure ITpumenums.

3. Iepeitnure Ha BRIagKy Pacnosnasanue Auy U TOCTABbTE (PIIaXKOK Braowumos pacno3nasanue Auy.

Baxkno: 3nauenue B nosie TouHocmsb pacnosnasanus suya (%) pEKOMEHyeTest yCTaHABIIN-

BaTh HUKE WJIM PABHBIM YCTAHOBJIEHHOMY B nacmpotraxr FindFace Security.

AmrofHTH P e 0 M T

{7h - ONHOCHTCR T0 MK D BT N0 ROy 3 O OO0 S0 KD DL Shgur.

P& RARTADO BN HECT [0 &R &=
H eMAC T
B o 0mafimo iy * BEMOUNTE PACNGBIBAHRE AR -
il PRI H 2 P G L B EOD | (%)
AESFICHER MARCHMAREHAN BEEOTS BAAR Boo o
 AdiweDirectory =P
P HH LA LML A e LS B cagpe [l ] L]
EHOHETPHES BlaRCHk Ak HRER [0 e i & Eagpe (R ™3 L]
_:THWH_ TOHROCTE AETERTEPODAHAE NHILG {5 20 (&
TTPOHET B XRARSHEE : .
Milfare u BLE ToNHOETR PacH0IHINAsNA mHlLa ) B0
EITTT HymHE HELATHIHLIE KSAPON ROAREA. Y1ofa "BoTepeTe” nuio: o "
TEuraEne o g AecTatauns dagpon RoARSA, | MOTOPL “HE BOTEPEN0" NHIL0, ANA §ASHTHERLIL N s | 49
NONOAHATCNEHE S 030EHeTRR s = r
. - TGCT ATOUHG MEARROE KY A NOAPEL. B K0T GpEE "HE AOTEPENG" NUge, N8 sgestedecigue: 5000 | %)
HTTE{w E i) ARTODHTH JETeT i 0w s iy | | = (5]
Y EE <L N2 TH R0 BN B 1
Mapanm ARTOPHTH Bl g aAWT P HHN TOSE N NHLa |... -

[T 4

[+1.4

DT i

4. HpI/IBS{}KI/ITe KaMepbl K TOYKaM BXO/la:
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Baxkno: O6GopyoBanue J0KHO OBITH JIOCTYIIHO B CETH U 3apaHee J100aBjieHO B Sigur.

1. Ilepeiigure B TIIaBHOE OKHO TIPOrpaMMbI, BeibepuTe BKIaAKy Obopydosanue.

2. Bribepure TOUKY BXOja, epeiiinTe Ha BKIAJAKy Budeonabaroderue.

| - Nporpasaa ynpasnenus [Admindstrator) oo
@ain Npasxa Cnpaska
Py ) o
& S T 4 Q2 H & 4 o
¢ B OBopy gonawne
£ 4 Ili‘
1 Coaroamne: Her conm, |
HECTROEER: i
Crmomsmae | g eoms B e e
Haiepa "Ha Buwo )" | Kauepa "Ha oio”
Cucrepg: |Atech (NtechL aly) - . -
Hame,., |Enliance “‘-\-\_\_\_‘_‘_ -
i PP RLMT . W P M AR B0 ALY i
BRAIGYETE HLEHTHEEI0HE N0 NHEY
T e AT OFT R T ke
ANTHOMHE NaAET s AocTym
LT o
Ha i ami: Moscx

3. YcraHoBUTE CIIEYIOIINE HACTPONKU:
e (Cucmema: NtechLab.
e Kamepa: B COOTBETCTBUN C KAMEPOil Ha JaHHON TOYKE BXO/A.

o dhnaxkku Paspewums sepudukayuro no auyy u Paspewums udenmudurayuio no Auyy ycra-
HOBJIEHBI.

4. Haxmure IIpumernumso.

Oobasnenue nonb3osarenein

st moGaBJieHUs TIOJIB30BATEIST BBIIOJHUTE CJIELYIONINE NeHCTBUS:

1. B riiaBHOM OKHe IIporpaMMBbl mrepeiianre Ha BKIaIKy [lepcoran. Haxkmure KHONKY + U B MOsIBUBIIIEMCST
JIMAJIOTOBOM OKHE BBeJIUTE MMs moJib3oBaress. Haxvure OK.
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[ Mparpasa ynpasnesss [Administrator] o’
waiin Npanka Copankas

E® e 0 =A
7 [ Ofnexy

o @ Anranapr
- A THT

o

orgen: (OfwerT)

LLCER

e NHECT

Hoasep:

Tipusee canwe:
HET

dyoTOrpachM
[ARER—— T
Apanyos: [Wae |- | 125 15167 | x Cinpain
orpa e LR JERCTEHA
Towwm gocrynaz[Bes | Raranor O] Downlsads »| [@][2] (=] B85
:\mln.lw"\ [

[

3

1 I
{ %

/ | Wun gadna:  [manjpg

[ —— PL—— Tanki painos:  @aimw msobpamenni Lipg. jpeq. .qgif. .png woe  bmpl | =

Terymiee 1

Nonex = orepeoe | OvsnEArs

Vowa: (uemmocann]

ncxary soaae - Ofnowmowo: (iemmocao) m

2. Ilpukpenure dororpaduio K MpoGUIIO TOTH30BATEI.

Baxkno: Eciau dororpadun 6butn cresianbl B MIOPTPETHOM PEXKMMeE, HEOOXOINMO UX MPEIBAPUTETLHO
[IEPECOXPAHUTD B HYKHON OPUEHTAIINN.

3. Haxxmure IIpumernumo.

MpoBepka cuHxpoHn3auum cucTem

TTocste Toro kaxk BbI 3arpy3mwin TpodUIN MoJb30BaTeseil B Sigur, yoeurech, 9T0 OHU OBLIN CUHXPOHU3UPO-
Banbl ¢ FindFace Security. JIist sToro B FindFace Security nepeiijure B crincok Habsiroenusi id = 1. B Hem
JIOJIZKHBI 0TOOpaXKaThbCsl BCe MOJIb30BATE/ I Sigur.

9.4 lMonb3oBaTesibCKMe nJjarmHbl

B xome HACTPOMKHN CHCTEMBI BbI MOYKETE YCTAHOBUTH COOCTBEHHDLIE MpaBMIa 0OpabOTKH OOHAPYKEHHDBIX HA
Buieo Jquil. J[jist 9TOro moHaI00UTCa HAIMCATH OJIMH WM HECKOJIBKO ImarmHoB Ha Python. Vcnonb3oBanue
[JIATMHOB [TO3BOJIUT BaM BBINOJIHUTH HACTPOMKY BHJIEOJETEKIMH JIUI UHIUBUIYAJIBHO JJIsi KaXKJI0r0 CJIydast
HCIIOJIb30BAHNUS CUCTEMBI.

s akTUBAIMU TIATHHA UCHOJNIB3yiiTe daitn koudurypanun findface-facerouter.

CoBer: B kadecTtBe mnpmMepa CM. IUIArHH 10 yMoudaHuio /opt/findface-security/fr_plugin/
ffsec_fr_plugin.py.

9.4.1 PasBeptbiBaHue findface-facerouter B FindFace Security

st pa3BeprhiBanust Komrnonenta findface-facerouter BBIMOJTHUTE CAEAYIONTIHE AEHCTBUS:
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1. Ycranosute findface-facerouter ub0 U3 KOHCOALHO20 UHCNANAAMOPA, JTAOO U3 apt-PEIIO3UTOPHUS
CIIEYIOIMM 00pa3oM:

sudo apt update
sudo apt install -y findface-facerouter

2. Orxkpoiire daitn kouduryparun /etc/findface-facerouter.py.

sudo vi /etc/findface-facerouter.py

3. Eciim kommonentst findface-facerouter m findface-sf-api ycraHOBJIEHBI Ha PA3HBIX QU3NIE-
CKUX CepBepax, pacKoMMeHTupyiire mapamerp sfapi_url um ykaxkute B HeMm I[P-agpec cepsepa
findface-sf-api.

sfapi_url = 'http://localhost:18411"'

4. Orkpoiite daitrn kouduryparun /etc/findface-security/config.py. B mapamerpe ROUTER_URL ax-
ryanusupyiire IP-azpec u nopr findface-facerouter (mo ymosdanuto nopr 18820). IP-axpec yka-
3bIBaeTCd BHEIIHUN WM BHYTPEHHHUII B 3aBHCHUMOCTH OT ceTH, o kKoTopoil findface-video-worker
B3anMozeiictByeT ¢ findface-facerouter.

sudo vi /etc/findface-security/config.py

FFSECURITY = {
'ROUTER_URL': 'http://127.0.0.1:18820/v0/frame?',

5. lobasbre cepBuc findface-facerouter B aBrozarpy3ky Ubuntu u 3amycTure cepBuc.

sudo systemctl enable findface-facerouter.service &% sudo systemctl start findface-facerouter.
—service

6. IlepezamycTture cepuc findface-security.

sudo systemctl restart findface-security.service

9.4.2 HacTtpoiika findface-facerouter Ha ncnonb3oBaHue NJaarnHoOB

Coser:  [Ina mavana noupoOyiite maruma 1o ymosdanuio /opt/findface-security/fr_plugin/
ffsec_fr_plugin.py. Wnu cosdatime ceoti cobemeermviii.

Baxkno: O0s3aTeIbHO PEIBAPUTEIBHO U3MEHUME CTPYKTYPY Omomerpudeckoit 6asbr Tarantool B coor-
BETCTBUE C IMpaBmjiaMu 00pabOTKU, 3aJaHHBIMA B IJIATAHAX.

Baxxno: Kowmmonent findface-facerouter Jo/iKeH OBITH YCIMAHOBAECH U HACTPOEN.

st mactpoiiku kKommonenTa findface-facerouter Ha MCIOIb30BAHUE IIATMHOB BBLITOJIHUATE CJIEIYIOIIHE
JIeiCTBUS:

1. ITomecTure maarva B KaTaJjor IO Baliemy BI)I60py. Bcee HCIIOJIb3yEeMbI€ IIJIaI'MHBI JTOJI2KHBI HaXO/IUTHbCA
B OHOM KaTaJiore.
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2. Orkpoitre daitn kouduryparnun findface-facerouter. PackommenTtupyiite mapamerp plugin_dir u
YKayKUTE KATAJIOr C IJIArUHOM.

ITpenynpexaenne: Conepxkumoe findface-facerouter.py JOJKHO IPEJICTABISTL COOOI CHH-
TaKCUIECKN KOPPEKTHBIH Koi Python.

sudo vi /etc/findface-facerouter.py

plugin_dir = '/etc/findface/plugins/"'

3. Ilepezamycture findface-facerouter.

sudo systemctl restart findface-facerouter.service

9.4.3 lNpuHunnbl HanucaHna nnaruHa

B atom paspgene:

[ Apmumemn,ypa, naa2ura

Memod preprocess

Memod process

Memod shutdown

ApxutekTypa nnaruHa

Tlocne Toro xak kommonent findface-video-worker oOHApYKUBaeT JIUIO, OH OTIPABJSET €r0 B KOMIIO-
mentr findface-facerouter B Bume HTTP API sanpoca. s 06paboTKu 3alpoca KayKIblil IJIaruH J0JIXKEH
KCIopTUpoBaTh GyHKIUO activate (app, ctx, plugin_name, plugin_source).

ITapamerps! dyHKINKM activate:
e app: CyIIHOCTb tornado.web.Application koMnonenTa findface-facerouter.
® CtX: KOHTEKCT, IIepeJlaBaeMblil INIArNHy IIPU aKTUBAIUN.
e plugin_name: UM aKTUBUPYEMOI'O IJIaruHa.
e plugin_source: 00bEKT UCTOYHHUKA, U3 KOTOPOT'O 3arpyKaeTcs IJIaruH.
IIpu akTuBauy NIaruHy IepegaeTcs CJIELYIONUil KOHTEKCT:

1. request.ctx.sfapi: nacTpoennsiii 3k3emiiap ntech.sfapi_client.Client, K KOTOPOMY MOXKHO 00-
pamaThCs HAIPSMYIO JJisl 00pabOTKY pe3ysbTaTa BUJEOIeTeKInn (Co3/aHne HOBOM rajepen, 1obasie-
HUe JIAIA B Tajepero u T. J.).

2. plugins: OrderedDict co Bcemu miarunamu (key: uMms IuiaruHa, value: pe3yJibTaT, BO3BPAIIECHHBIN
dyukuueii activate).

3. idgen: reneparop id, KOTOPBIIl MOXKeT BBI3bIBATHCA Kak ctx.idgen().

Oyukius activate(app, ctx, plugin_name, plugin_source) JIOJ2KHA BEPHYTH OOBEKT CO CJIE/LYIONTUMEI
METOJaMHA:
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1. preprocess,

2. process,

3. shutdown (ONIHOHATIBHO).

Mertop preprocess

B nmamHOM MeTonme miiarmH pernaer, MHTepeCyeT JIM €ro IOJIydeHHOe JIUIO, U €CJIM Ja, BO3BPAIaeT KOPTeK
WJIA CIIWICOK, COEP KAl OJHY WJIM HECKOJIBKO CTPOK: ‘facen’, ‘gender’, ‘age’, ‘emotions’, 9TO COOTBET-
CTBEHHO O3HAYAET, Y4TO HYKHO M3BJI€Yb BEKTOD IIPHU3HAKOB, PACIIO3HATH [0JI, BO3pacT u/miu smonuu. Ecin
BO3BpAIIEHHBIE KOPTEXK WJIN CIIMCOK HEmycThl, KoMmoHeHT findface-facerouter mepenampasiisier oOHAPY-
2KeHHoe Jinno B KomnoneHT findface-sf-api B 3ampoce /detect POST ¢ COOTBETCTBYIONIMMH IIapaMeTPaMu
B query string (facen=on, gender=on, age=on, emotions=on).

Cunrakcuc 6a30BOro MeTo/ja preprocess, 0T KOTOPOTo CJe/yeT HacJaenoBarbesa (eM. Kiacc Plugin):

preprocess(self, request: FrHTTPRequest, labels: typing. Mapping[str, str]) —
typing.Tuple[str]

ITapameTrpsl

FrHTTPRequest (tornado.httpserver. H{TTPRequest ) — HTTP API zampoc,
KOTODBIN BKJIIOYAaeT B ce0sl JONOJHUTEIbHBI apryMeHT params

labels (dictionary) — HOJIB30BATENbCKUII HAOOP METOK KaJpa, KOTODIil
3aJaeTcd B IIapaMeTpax 3aJaHud Jjd KoMunoHeHTa findface-video-worker
U 3aTeM IIPUCBAUBAETCS KaJpy

Apryment params FrHTTPRequest comepkut cresyrormue most:

ITapameTpst

photo (bytes) — xaap c sunom B dpopmare JPEG
face0 (bytes) — HOPMAIM30BAHHOE U300parKEHHE JIHIA

bbox (list of integers [[x1,y1,x2,y2]], where x1: x coordinate of the top-left
corner, y1: y coordinate of the top-left corner, x2: x coordinate of the bottom-
right corner, y2: y coordinate of the bottom-right corner) — xoopmunaTs
PAMKH C JIUIIOM B KaJIpe

cam_id (string) — id Bugeokameps
timestamp (datetime.datetime) — BpeMeHHAs METKA KaJpa

detectorParams (dictionary ) — coBapb CO CILyKeOHO-OTIIAI0IHON HHAOP-
Mallgeil 0T JeTeKTopa

bs_type (string) — peKuMM mouCKa Jydriero Kajapa. JocrymHsle onmuu:
overall (GydepHblii pexkum: HA CepBep OTUPABJIETCA KaJp, KOTOPBIH ObLI
JIYIIUM 32 BECh II€PHOJ] HAXOXKJEHWs JIMIA B II0JI€ 3PEHUs BUIEOKAMEDHI),
realtime (pexkuM peasibHOIO BPEMEHH: Ha CEPBEp OTHPABJISIIOTCH KaJIPhl, CUU-
TAIOIINECS] JIYUIIUME B IIOCJIEI0BATENbHBIX HHTEPBAJIAX ).

labels (dictionary) — (myGuupyer params.labels) mospzoBarenbekuii Ha-
60p METOK KaJipa, KOTOPBII 3a/IaeTCs B MapaMerpax 3aIaHus s KOMIIOHEeH-
Ta findface-video-worker u 3aTemM npucBauBaeTCd KaIapy

Pemmenne 06 obpaborke juIa NpruHUMAaeTCsT Ha OCHOBAHUU JIAHHBIX U3 request.params, B TOM YHCJE ITOJIb-
30BATEJILCKOI0 HAOOpa METOK, a TaKKe U3 JIFOOBIX JIPYIUX COODparKeHMil.
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Mertop process

JlaHHbBIi METO/I BLI3BIBAETCH, €CJI METO/] Preprocess BepHyJI HelycToil Koprex mwiu cnucok ('facen’; ‘gender’,
‘age’, ‘emotions’). ITocsie Toro, kax kommonenT findface-sf-api BepHYJ OTBET € PE3YJILTATOM JETEKIUH (CM.
sanpoc /detect POST) co BceMHu 3alpOIIEHHBIMU IIapaMeTrpaMu Jimia, komnonent findface-facerouter
BBI3BIBAET METOJ| ~Process IJIATMHA JIJIsl BBIIIOJIHEHNsI COOCTBEHHO 0OpabOTKHU JINTIA.

st BoIOSTHEHsT 0OpAabOTKH JIMTIA IIJIAMMH UCIOIB3YeT request . ctx.sfapi.
Cunrakcuc 6a30BOro MeTojla process, 0T KOTOPOro CJeJyeT HacJaeaoBarbes (cM. Kiacc Plugin):

process (self, request: FrHTTPRequest, photo: bytes, bbox: typing.Listfint], event id: int,
detection: DetectFace)

MeTtog shutdown

JlaHHBIIT METO/T BHI3BIBAETCS TOJIBKO TIEepeT 3aBepiineHneM paboTsl kommnonenTa findface-facerouter.
Cunrakcuc 6a3080ro Merosa shutdown, or KOTOPOro ciejyer HacjeaoBarbest (M. Kiaace Plugin):

shutdown (self)

9.4.4 Knaccbl 1 meToabl

B atom paspgene:

o basosvie Kaaccol

Kaacewv, obsexmos

Obnapyotcenue auua U paboma ¢ 2aiepeamu

Dunrvmpov, daa noucka no baze OaGHHHLT

Omobpasicernue coobwernuti 06 owubkar

Basosble knaccbl

class facerouter.plugin.Plugin
JlaHHBII KJTacC MpeIocTaBIsgeT 6a30BbIle METOIBI JIJIsi HATTUCAHWS TIJIarHa, OIUCAHHbBIE B pa3jee [Ipuii-
wunvL, Hanucanus naczura. 11oap30BaTeIbCKII KJIACC, BBIIOJHSONUN POJIb ODOJOUKH JJIsl ILJIaTMHA,
JOJIZKEeH HacjIeJIoBaTh OT KJacca Plugin.

preprocess (self, request: FrHTTPRequest, labels: typing. Mapping[str, str]) — typing.Tuple[str]|
Bozsparaer kKoprek, BKJIOYAIONMI B ceOs OJIHY WJIM HECKOJIBKO CTpoK: ‘facen’, ‘gender’,
‘age’, ‘emotions’, YTO COOTBETCTBEHHO O3Ha4aeT, 4To KoMnoHeHT findface-facerouter mos-
2KeH 3anpocuTh y komnonenra findface-sf-api ussiaedenue BeKTOpa INPU3HAKOB, PACIO3HATDL
I0JI, BO3PACT U/WJIU SMOIIUHU.

ITapameTpst

e FrHTTPRequest (tornado.httpserver. HTTPRequest) — HTTP API szampoc, Ko-
TOPBIN BKJIIOYAET B eOsI JIOMOJHUTEIbHBII apryMEHT params

e labels (dictionary) — HOJIB30BATENLCKIE METKH U3 Tequest .params
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Pesynbrar onna nim HecKoIbKOo cTpoK 'facen', 'gender', 'age', 'emotions’
Twun pesyabrara tuple
Apryment params FrHTTPRequest comepxkur cieyorue moJist:
ITapameTrpst
e photo (bytes) — kazp c sunom B dhopmare JPEG
e facel (bytes) — HOPMAIM30BAHHOE U300paXKEHHE JIHIA

e bbox (list of integers [[x1,y1,x2,y2]], where x1: x coordinate of the top-left corner,
y1: y coordinate of the top-left corner, x2: x coordinate of the bottom-right corner,
y2: y coordinate of the bottom-right corner) — Koop/HATBI paMKH € JUIOM B KaJipe

e cam_id (string) — id Kamepsr
e timestamp (datetime.datetime) — BpeMeHHAs METKA KaJpa

e detectorParams (dictionary) — cioBapb CO CIIyzKeOHO-OTIIAIOIHON nHBOpPMAIY-
eil oT Jerekropa

e bs_type (string) — pexuMm noucka Jydmero kajapa. Jlocrynmbie onmun: overall
(6ybepHbLit pexkuM: Ha CePBEP OTIPABJIAETCS KAJAP, KOTOPbIii ObLI JIy 9IIUM 38 BECh
[ePHUOJI HAXOXKJICHNUS JINIA B [OJIe 3PEHUsl BUJIEOKaMephl), realtime (pexxum peasib-
HOI'O BpEMEHU: Ha cepBep OTIIPABJIAIOTCA KaJPbl, CYUTAIONIAECH JIyYIIUMU B IIOCJIe-
JIOBATEJLHBIX HHTEPBAJIAX ).

e labels (dictionary) — (myGmupyer params.labels) nosbzoBarenbckuilt HaGOp
METOK KaJpa, KOTODBI 3ajJaeTcd B IapaMeTpax 3aJaHusd JJid KOMIIOHEHTa
findface-video-worker u 3aTeM IpUCBAMBAECTCA KaIAPy

process (self, request: FrHTTPRequest, photo: bytes, bbox: typing.Listfint], event id: int,

detection: DetectFace)
[Tpunumaer aTpubyThl OOHAPYKEHHOTO JIATIA.

ITapamerpsr

e request (tornado.httpserver.HTTPRequest) — HTTP API-zanpoc or
findface-video-worker

e photo (bytes) — kazp c junoMm B popmare JPEG u3 request . params

e bbox (list of integers [[x1,y1,x2,y2]], where x1: x coordinate of the top-left corner,
y1: y coordinate of the top-left corner, x2: x coordinate of the bottom-right corner,
y2: y coordinate of the bottom-right corner) — xKoopsuHaTBHI pAMKE C JIULIOM B KaJpe
u3 request.params

e event_id (uint64) — id oOHapy:KeHHOrO Ha BHJEO JHUNa (aBTOMATHYE-
cku 3ajgaerca KomnoHeHToMm findface-facerouter mpu noJiydeHud JIMIQ OT
findface-video-worker). MoxkeT HCIIONB30BATHCS B KAYECTBE TI0JIB30BATEIIHCKO-
ro umeHTuduKaTOpa JUIa B 6a3e JaHHBIX.

e detection (objects.DetectFace) — pe3ysbrar JETEKIUU, IIOJIyYEHHBIH OT KOM-
nonernTa findface-sf-api, BKIIIOYAIONMil B ceOsl 3aIIPOIIEHHBIE TAPAMETPHI JIUIIA,
TakKre KaK BEKTOD IIPU3HAKOB, I10JI, BO3PACT, SMOIHN.

Pesyabrar H/I
Tun pesynbrara n/a

shutdown (self)
JlaHHBIT ~ MeTOJT  BBI3BIBAETCSI  TOJBKO  Ilepejl  3aBepllieHneM  pabOTBl  KOMIIOHEHTa
findface-facerouter.
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ITapameTpsbl H/I

Pesynbrar H/I

Knaccbl 0bbekToB
class objects.BBox
IIpencrasisier coboit KOOPAUHATHI PAMKH C JIUIIOM.

class objects.DetectFace
IIpencraBiger coboil pe3yJabTaT AETEKIHUU CO CJIeAYIOMUME IOIAMU:

ITapameTrpsl
e id (string) — id pesynbrara mereknuu B memcached
e bbox (objects.Bbox) — KOOP/MHATHI DAMKH C JIAIIOM

e features (dictionary) — undopmanus o nose (gender), Bozpacre (age) u aMoIUAX
(emotions) (onmmumoHAIBHO)

class objects.DetectResponse
IIpencraBisier coboit crucok 00bEKTOB objects.DetectionFace ¢ JIONOJIHUTEIBHBIM —IOJIEM
orientation, comepxkamum nadopmarmio 06 opuentarmu EXIF smia.

ITapamerpsl orientation (EXIF orientation) — opueHTalsi OOHAPYKEHHOIO JIMIA

class objects.Faceld(namedtuple(’Faceld’, (‘gallery’, face’)))
[Ipencrasnger coboit OGBEKT MOIB30BATEIHCKOTO UICHTH(MHUKATOPA JIUIA B TAJIEPEe.

ITapameTrpsl
e gallery (string) — ums rajgepeu
e face ('zlntege'r) — I0JIb30BATEJILCKUI UACHTUPUKATOD JIUIA B Tajepee

class objects.Face
IIpencrasisier coboit pe3ysibTaT MOUCKA JUIA B 6a3e JAHHBIX 0 OMOMETPUIECKOMY 00pa3ILy

ITapameTrpsl
e id (objects.FaceId) — obobekT Faceid
e features (dictionary) — undopmalys O MoJe, BO3PACTE U IMOIUIX
e meta (dictionary) — MeTaJaHHBIE JIUIA

e confidence ( f loat) — CTeIeHb CXOXKECTHU JIUIA C 33J]aHHBIM OMOMETPUIECKUM 00-
pas3noM

class objects.ListResponse
Ipeacrasiser coboii crmcok 06bekToB objects.Face (T. €. CIMCOK Pe3yJIbTaToOB [IOUCKA 110 OMOMETPU-
YecKOMy 00pasIly) ¢ JIONOJHUTELHBIM II0JIeM Next_page, COAepKaIiuM UHQMOPMAILUIO O CJIeLyoIeil
CTPAHUIIE C PE3YIbTATAMU.

ITapamerpsl next_page (string) — Kypcop CJeyomieii CTPAHUIIBI ¢ PE3Y/IbTaTaMU [IOMCKA
O6Hapy>xeHue nuua n pabora c ranepesmu

class ntech.sfapi_client.client.Client
[IpemocraBisier 6a30BbIe METOJIBI /I OOHAPYKEHUS JIUI HAa N300paKEeHUHN U PabOTHI C TaJIEPESIMH.
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detect (self, *, url=None, image=None, facen=False, gender=False, age=False, emotions=False,
return_ facen=False, autorotate=Fualse, detector: str = None, timeout=None) —

DetectResponse
O6Hapy:KuBaeT Juia Ha N300parkKeHnH U BO3BPAIaeT OOHADYKEHHBIE JIUIA.

ITapameTpst

e url (URL) — URL uzobpaxkenusi, eciu Bbl liepejiaere 00LIe[0CTYIIHOE n300parKeHue
U3 WHTEPHETA,

e image (bytes) — daitn PNG/JPG/WEBP, eciu Bbl nepenaere n3o0pazkeHne B
Buze daitia

e facen (boolean) — u3BJIEYb BEKTOD PU3HAKOB U3 OOHAPYKEHHOIO JwIia. s co-
XpaHeHus: pesyabrara gereknuu B memcached mepemaiite facen=True.

e gender (boolean) — u3BJeYb U BEPHYTHh MHMOPMAIMIO O TIOJIE
e age (boolean) — U3BJEYb U BEPHYTHh HHMOPMAIIAIO O BO3PACTE
e emotions (boolean) — u3Biedyb U BepHYTH UHGMOPMAIMIO 00 IMOIHIX

e return_facen (boolean) — BEPHYTh BEKTOD IIPU3HAKOB B Pe3ysbraTe pabOTHI Me-
TOJIA

e autorotate (boolean) — aBTOMATUYECKU IIOBEPHYTH M300parKeHue B 4-X Pa3HbIX
OpMEHTAINSIX JIJIsi OOHAPYKEeHUsI JIUT B KaXK 01 ux Hux. [lepecekaromumecs: HaIrpas-
gerust ¢ IOU > 0.5 6yayT 00bemHeHbI

e detector (boolean) — MOXKeT NpUHUMATH 3HadeHue nnd win normalized. /leTek-
Top normalized wcmosb3yercs jisi 00PabOTKM HOPMAaIU30BaAHHBIX M300parKeHUI,
HaIIpUMep, IIOCTYIAIOINX OT BUIEOLETEKTOPAa JIUL]

e timeout (number) — MakcUMaJbHOE BpeMs OxKujaHus orBera or siapa FindFace B
CeKyH/Iax (ecsm none, UCIOJIB3yETCsT BpeMsl OKUJAHAS OTBETA, 3aJIAHHOE 110 yMOJI-
YAHMIO )

Pesynbratr Pesymbrar gerexiun
Twun pesynsrara O6bekT DetectorResponse

gallery (self, name)
Bosspamaer o6bekT sfapi_client.Gallery g mocsemytomeil ¢ HuM paboThl (HAIPUMED, II0-
JIYYEHUS CIUCKA JIUIL).

ITapamerpsl name (string) — ums rajepeu
Pesynbrar 00beKT THIA «Tajepess
Tun pesynsrara sfapi client.Gallery

list_galleries(self, timeout=None):
BosBpairaer cnincok rajepeii.

ITapamerpbl timeout (number) — MaKCHMAJLHOE BpEMsl OXKHJIAHHUsI OTBETA OT sijIpa
FindFace B cexynmax (ec/im none, HCIIOIB3YeTCs BpeMsl O:KHJAHUS OTBETA, 3aaHHOe
[0 YMOJIYAHUIO)

PesysbraT crmcox rajepeii co cpoiicrBamu name (uMsi rajieped, CTpoKa) u number (Ko-
JIMIECTBO JII, B TaJePen, THCII0)

Twun pesysbrara list of GalleryListItem

class ntech.sfapi_client.gallery.Gallery
IIpenocrasisier MeTOBI 15t PAOOTHI € rajiepesiMi U JIUIIaMU B HUX.
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list(self, * filters: typing.Iterable[filters.Filter] = None, limit: int = 1000, sort: str = 7,
page=None, ignore_ errors=False, timeout=None) — ListResponse
Bosspaiaer 06beKT THIIA CIUCOK C JIALAMU U3 Fajeper, YIOBIETBOPSIOIINMY 3aJaHHBIM (DUJIb-

TpaMm. Bo3Bpaiaemblit 00bEKT TUIA CIIMCOK COIEPXKUT JOMOTHUTEIbHOE CBOMCTBO next_page, Ko-
TOPOE MOXKET HCIIOJIb30BaThCA KaK 3Ha4YeHUe llapaMeTpa page B IIOC/IeIYyIONIUX 3allpocax.

ITapameTrpsl
e filters (sfapi_client.filters.Filter) — cuncok GUILTPOB
e limit (4nteger) — MAKCUMAJIbHOE KOJMYECTBO JIUL B OTBETE

e sort (string) — MeTOs COPTHPOBKHM Jinil. Bo3MoxKkHbIe 3HaUeHns:: id (110 Bo3pac-
raruio id), -id (mo yoweiBanmio id), ~confidence (110 yOBIBAHUIO CTEIEHN CXOXKECTH
sun). Copruposka 1o id BO3MOXKHa TOJILKO [IPHU OTKJII0YeHHOM busibrpe facen, Ko-
TOPBI 33/IA€T BEKTOP IPU3HAKOB JIJI HOUCKA B 6a3e JaHHBIX (T.H. HIeHTUMDUKAIINST
suna). HaoGopor, copruposka 110 crenenu cxoxkecru il (confidence) BoO3MOXKHA
TOJILKO TIPH BKJIIOYEeHHOM (uybrpe facen. 1o yMOIYaHMIO METO/] UCIOIB3YET COP-
TUPOBKY 110 Bo3pacTanuio id (BEKTOD IIPU3HAKOB He 3a/1aH) U 10 YObIBAHUIO CTENeHN
cxozkecTH Jinll, (BEKTOD IPU3HAKOB 3aJaH).

® page — BePHYTHb Pe3yJIbTAThHI, HAYNHAS C yKa3aHHOM cTpanuisl. Homep ciemyromieit
CTPaHUIIBI C pe3yJibTaTaMM BO3BpalllaeTcs B OTBETE cepBepa B BUJE next_page.

e ignore_errors (boolean) — Urnopuposarh omubKy obpaieHusi K 6a3e JaHHBIX,
€CJIM TIOWCK IO Tajiepee BBIMOJIHSIETCs, KOI/a HEKOTOPhbIe cepBepa 0a3bl JaHHBIX
HEJOCTYIHBL. B 3TOM cirydae mouck OyJ1eT BBITOJTHEH C UCIOIb30BAHNEM JIOCTYITHBIX
CepBEPOB.

e timeout (number) — MakCHMaJbHOE BpeMs OXKHIaHus orBera or supa FindFace B
CeKyH/Iax (ecsm none, UCIOJb3yeTCs BPEMsl OKUJAHAS OTBETA, 3a/IaHHOE 110 yMOJI-
YAHMIO)

PesynbraTr crmcok c simnamun u3 rajgepen, yIOBI€TBOPSIONIMMEA 33 IaHHBIM (DUIBTPAM.
Tun pesynbraTta ListResponse object

add(self, new_id: typing.Unionfint, typing.Callable], source: typing. Union[DetectFace,
Face, str], *, meta: typing.Dict[str, typing.Unionfint, str, typing.List[str[[] = None,
regenerate_ attempts=None, timeout=None) — Face
Coszaer JiaIo B rajepee.

ITapameTrpst

e new_id (integer or callable)—10Ib30BATEIbCKUI HIEHTUMDUKATOD JHIA B Ha-
3e nanHbIx. Moxker GbiTh (async) callable, koropsrit Bospamaer id. st renepanum
id mozker ucnoab30BaTbCd QyHKIUA ctx.idgen() U3 KOHTEKCTA.

e source (sfapi_client.DetectFace, sfapi_client.Face, sfapi_client.
FaceId, or string) — HCTOYHHUK, M3 KOTOPOrO JIMIO JjobaBisercd B 6asy
JIAHHBIX, MOXKET IIPEJICTABJIATH CODOI JMIO B 0a3e JAHHBIX WM PE3YIbTaT
JETeKINHN.

e meta (dictionary) — MeTaJlaHHble Juia. Kirfoan MOTyT OBITH CTPOKAMU, a 3Ha-
JeHUs — TEJIBIMHA INUCIaMU, CTPOKAME WM CIOUCKaMHU CTPoK. Ilepen mobasiienunem
MeTaIaHHBIX B 0a3e JaHHBIX JOJKHA OBITH CO3/TaHA COOTBETCTBYIONIAs CTPYKTYpa.

e regenerate_attempts — KOJIMYECTBO IONBITOK I'€HEPAINH YHUKAJIBbHOrO id dpyHK-
nueit ctx.idgen(), ecu new id callable.

194 Fnaesa 9. PykoBoacTBo no uHTerpauymm



FindFace Security, Boinyck 4.3

e timeout (number) — MakcuMaJbHOE BpeMsl OKujaHus orBeta oT sapa FindFace B
CeKyH/Iax (ecsm none, MCIOJIb3yeTCsI BpEMsl O:KUJAHAS OTBETA, 3a/IaHHOE 110 yMOJI-
YAHMIO)

PesynbraT npecraBienue co3IaHHOTO JIUIA
Twun pesyabraTta Face object

delete (self, face: typing. Union[Face, int], timeout=None) — None
VYnajsier JUO U3 rajepeu.

ITapameTpst

e face (sfapi_client.Face, sfapi_client.Faceld or id in integer) — ju-
110, KOTOPOE HY?KHO YJAJIUTh U3 0a3bl JaHHBIX

e timeout (number) — MakcuMaJbHOE BpeMsl okujaHusi orsera oT siiapa FindFace B
CeKyH/laX (ecjy none, MCIOJIb3yeTCS BPEMsl OKHJIAHUS OTBETA, 3a/IaHHOE TI0 yMOJI-
YAHMIO)

PesyasraTr None

get (self, face: typing. Union[Face, int], timeout=None) — Face
Bozsparmaer o u3 rasepen.

ITapameTpsbt

e face (sfapi_client.Face, sfapi_client.Faceld or id in integer) — Ju-
110, KOTOPOE HYKHO U3BJIeYb U3 0a3bl JAHHBIX

e timeout (number) — MakcuMaJbHOE BpeMst OKuJaHus orseTa oT sapa FindFace B
CeKyH/IaxX (ecim none, UCIOIb3YETCS BPEMsl OXKHUJAAHNS OTBETA, 33JaHHOE 10 YMOJI-
YAHUIO)

PesynbTaT npencrasienue jmma
Twun pesyabraTta Face object

create (self, timeout=None) — None
Cozmaer ranepero B findface-sf-api B Buue ob0bekra sfapi_client.Gallery. OObekT
sfapi_client.Gallery mpencraBiisieT cOOOH MPOMEXKYTOYHBI OOBEKT, U JiIsi pabOThI C HUM He
TpebyeTCsl HAJIMINN TaJIeper Ha CepBepe.

ITapamerps! timeout (number) — MakCUMAaJIbHOE BPEMs OXKHJIAHHs OTBETA OT sjIpa
i B CEeKyHIaX (€C/Hu none, UCIOJIb3yeTCS BpEMs OKUIAHNAS OTBET HH
FindFace B ce ax (ec one, UCIIOJIb3yeTC eM O a OTBETa, 3aJaHHOE
[0 YMOJTIAHUIO)

PesyasraTr None

drop (self, timeout=None) — None:
Vnasnsier rasepero u3 findface-sf-api.

ITapameTpbl timeout (number) — MaKCHUMAJLHOE BpEMsl OXKHJAHHUsI OTBETA OT sjipa
FindFace B CEeKyHJ/IaX (GCJH/I none, UCIOJIB3YETCsA BpeMA O2KUTaHUsA OTBETaA, 3aJJaHHOE
[0 YMOJIYAHUIO)

PesyabraTr None

update (self, face: typing.Union[Face, str], * meta: typing.Dict[str, typing.Unionfint, str,
typing. List[str]]] = None, timeout=None) — Face
PenaxTupyeT MeTaJ aHHbIE JIUIA B rajepee.

ITapameTpsnt
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e face (sfapi_client.Face, sfapi_client.Faceld or id in integer) — ju-
10, MeTaJJaHHble KOTOPOI'O HY>KHO 3aMEHUTH B 0a3e JTaHHBIX

e meta (dictionary) — MeTaJaHHBIE JUIA, KOTOPbIE HY?KHO 3aMeHUTD. Kiioun MoryT
OLITH CTPOKAMM, a 3HAYUEHUS — MEJIBIMI YUCIAMU, CTPOKAMEI WJIN CIUCKAMHI CTPOK.
Ecan mons meta me nmepegarorcs wau null, onn He nu3MensaoTcs B 6a3e TAHHBIX.

e timeout (number) — MakcuMaJbHOE BpeMsl OKuiaHus orseta oT siapa FindFace B
CeKyH/lax (ecjm none, MCIOJb3yeTCsI BPEMsl OKUJIAHUS OTBETA, 3a/IaHHOE 110 yMOJI-
YAHMIO)

PesyanaT npeacTaB/JIEHNEe N3MEHEHHOI'O JIUITA

Twun pesynbraTta Face object

®PunbTpbl ANA Noucka no base gaHHbIX

class ntech.sfapi_client.filters.Filter
O6muit knacc. [Ipencrasisier coboil cBOJAHBL CIUCOK (DUIBTPOB (CO 3HAUEHUSIMHU), KOTOPBIE J[OJ2KHbBI
OBITH IPUMEHEHBI K COJIEPXKUMOMY Tajiepen.

serialize (self)
Meton s nepenadn crucka (UIBTPOB CO 3HAUYEeHUsIMA B KOMIOHEeHT findface-sf-api.

Pe3ynbraTr mMmena u 3nadeHus 33aHHBIX (DUIHTPOB
Tun pesynbrara tuple (filtername®, [«valuel», «value2»|)

class ntech.sfapi_client.filters.Id
IIpenocraBisier meTomst st puiibTpanuu comepkumMoro rajgepen 1o id. s ucionp3oBanust buabTpa
HY>KHO HAIIPAMYIO BBI3BATH COOTBETCTBYIOMMI classmethod, He co3maBast 9K3eMILIAp KJIacca.

classmethod lte(cls, value: int) — Filter
Ounbrp LTE. Beibpars Bce Jjinna ¢ id, MEHBITUM UJIU PABHBIM yKa3aHHOMY.

ITapamerpsr value (integer) — 3nadenue id
Pesyabrar nma duisrpa (LTE) u ero 3nauenue.
Twun pe3synbrara 06bekT Kiacca Filter.
IIpumep: Id.1te(1234) Beibupaer Jmna ¢ id, MEHBIIMM WK PaBHBIM 1234.

classmethod gte(cls, value: int) — Filter
Ouisrp GTE. Beibpars Bee Juna ¢ id, GOJIBITIM WX PABHBIM YKA3aHHOMY.

ITapamerps! value (integer) — 3Hauenue id
Pesyabrar nma buwisrpa (GTE) u ero suavenue.
Tun pesyabraTta 00beKT Kiaacca Filter.
IIpumep: Id.gte(1234) BriOupaer Jyuna c id, 6osabimumM nian pasHbIM 1234.

classmethod oneof (cls, *value: typing. Unionfint]) — Filter
Ouiwsrp IN. Beibpars quma ¢ id u3 3agaHHOl TOCIe10BATEILHOCTH.

ITapamerpsr value (list of integers) — cuucok 3uadenuii id
Pesyabrar nma duisrpa (IN) u ero smayenwue.
Tun pesynbrara 00bekT Kiacca Filter.

IIpumep: Id.oneof (1234, 5678) Bbibupaer o ¢ id 1234 u/uam 5678.

196 Fnaesa 9. PykoBoacTBo no uHTerpauymm


https://docs.python.org/3/library/stdtypes.html#tuple

FindFace Security, Boinyck 4.3

class ntech.sfapi_client.filters.Meta
IIpemocTaBiisieT MeTOIBI A5t (PUIBTPAIINN COJIEPXKUMOTO Taepeu 110 MeTaJaHHbIM. [1J1s1 MCIIoIb30BaHMs
buIbTpa Hy?>KHO HAIPSIMYIO BbI3BATH COOTBETCTBYIOIIMI METO/], HE CO3/[aBasl S9K3EMILISAP KJIACCA.

classmethod lte(self, value: typing. Unionfstr, int]) — Filter
Ounstp LTE. Beibpats Bce uria, y KOTOPBIX OIpeIeTeHHast CTPOKA B METAIAHHBIX MEHbIIE WIN
paBHA YKa3aHHOMY 3HAYEHUIO.

ITapamerps! value (string or integer) — 3HaYeHHE CTPOKU C METa/IAHHBIMU
Pesyabrar nma duisrpa (LTE) u ero 3uauenue.
Tun pesyabraTta 00beKT Kiaacca Filter.

IIpumep: Meta(‘foo’).1te(1234) BwIOMpaeT JHUIA C MeTa-CTPOKOil foo, mMMeOIIeH 3HaYeHUe
MeHbIIlee NN paBHOe 1234.

classmethod gte(self, value: typing. Unionfstr, int]) — Filter
Ouisrp GTE. BeibpaTs Bce Juiia, y KOTOPBIX OIPE/IEJIEHHAsT CTPOKA B METAIAHHBIX OOJIBINE MJIN
paBHA YKa3aHHOMY 3HAYEHUIO.

ITapamerps! value (string or integer) — 3HaYeHHEe CTPOKU C METaJIAHHBIMU
Pesyabrar nma buwisrpa (GTE) u ero snavenue.
Twun pe3syabraTta 00beKT Kiaacca Filter.

IIpumep: Meta(“foo?’) . gte(1234) BBIOUpPaET JIHUIA C META-CTPOKOIl f o0, nMeroIel 3HaueHne 60IIb-
mmee Wi paBHoe 1234.

classmethod oneof (self, *value: typing. Union[str, int]) — Filter
Ounsrp IN. Boibpars Bce nma, y KOTOPBIX OIpEIeIeHHAsT CTPOKA B METAIaHHBIX COBIAIAET C
OJHUM U3 3HaYeHUil 13 3aJaHHOU IOCJIe0BaTEIbHOCTH.

ITapamerpsl value (list of strings or integers) — CIUCOK CTPOK C MeTaJaHHbBI-
MU

Pesyabrar nma duisrpa (IN) u ero snagenue.
Twun pesysabraTta 00beKT Kiaacca Filter.

IIpumep: Meta.oneof (1234, 5678) BbIOMpaeT JHUIA C MeTa-CTPOKOW, MMeroIleil 3Hadenne 1234
u/uinn 5678.

classmethod subset (self, *value: str) — Filter
Ousrp SUBSET. Beibpars Bce jnia, y KOTOPBIX OMpeJIesIeHHAsT CTPOKA COJIEPYKUT BCE 3HAYCHUST
13 yKa3aHHON [T0CJIE0BATEILHOCTH.

ITapamerps! value (list of strings or integers) — CIUCOK CTPOK C METaJaHHbBI-
MU

Pesyabrar nmsa dbuinsrpa (SUBSET) u ero snavenue.
Twun pe3synbrata 06bekT Kiacca Filter.

IIpumep: Meta(¢foo’) .subset (‘male’’, ‘‘angry’’) BBIOMpAaET JIAIA C MeTa-CTPOKOit foo, comep-

JKalleil Bce 3HAUEHMs U3 mocjeoBaTesbHocTr [‘male”; “angry”].

class ntech.sfapi_client.filters.Detection(Filter)
Ipenocrapasier MeTon juist uieHTndUKanuy (MOUCKa TTOXOXKUX JIAI, B 6a3e JaHHBIX) 0OHADYKEHHOTO
JIUIIA.

__init__(self, id: typing. Union/[str, objects. DetectFace], threshold: float)

ITapameTpst
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e id (objects.DetectFace or temporary face id in memcached returned by
sfapi_ client.Client.detect(), string) — smro (pe3ysnbraT IeTeKImn), KOTOPoe Hy>KHO
HaliTu B 6a3€ JAHHBIX

e threshold (float) — MEHUMaJIbHAS CTENEHb cxoxkecTu Jur oT 0 o 1

IIpumep: Detection(detl, 0.77) BbIOMpaeT JHUIA, MOXOXKWE HA PE3yJbTAT JeTeKimnu detl co
CTEIEHBIO CXOXKECTHU, OOJIbIelt niu paBHoit 0.77.

class ntech.sfapi_client.filters.Face(Filter)
IIpemocTaBigeT MeTO, IJIsT TOUCKA JIAT, B 6a3€e JAHHBIX, TIOXOKUX HA JIATO U3 TAJIEPEN.
__init__(self, id: typing. Union/[str, objects.Face], threshold: float)

ITapameTrpsl

e id (objects.Face, objects.Faceld or custom face id in the gallery, string) — yumo
u3 6a3bl JAHHBIX, KOTOPOE HY>KHO HaiiTh

e threshold (float) — MUHUMaJIbHAS CTENEHDb cxoxkecTu Jmr oT 0 o 1

IIpumep: Detection(FaceId(‘‘gall’’, 1234), 0.77) BbIOMpAaET JINIA, [IOXOXKHE HA JIUIIO C [TOJIb-
30BaTeIbCKUM ujeHTHduKaTOpoM face 1234 u3 rasepen gall co CTENEHBIO CXOXKECTH, OOJIbIIe
U paBHOI 0.77.

Mpumep ncnonb3oBaHus Heckonbkux unbTpoB

filters=[filters.Id.gte(123456), filters.Meta('age') .gte(45), filters.Meta('camera').oneof('abc',
—'def' )]

OrtobpaxkeHne coobuieHnii 06 ownbkax

class sfapi_client.SFApiRemoteError
Jammoe coobiienre 06 OMMOKe MOABIISIETCs, €CJU OIMMUOKA ITPOU3OIILIA [T0 MPUINHE, OTJIUIHON OT ceTe-

BOT'O COOsI.
Coobrierne 06 onmmbKe COIEPKUT KaK MUHUMYM JTBA IOJIS:

e code — 310 KOx ommbku B Buje CAPS_AND_UNDERSCORES, KOTODBI MOXKET OBITh HCIIOJb30BAH IS
aBTOMATUYIECKOTO IIPe0OpPaA30BAHUS.

® reason — 3TO OIIMCaHUe OH_II/I6KI/I, npeJHa3Ha4YeHHOE JJId IIPOYTEeHUA I€JIOBEKOM.
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MonHbiA cnucok ownbok

Kog ownbkn | Onucanue

UNKNOWN_ERRQROImu6Ka HEN3BECTHOTO IIPOUCXOXK IEHUSI.

BAD_PARAM 3anpoc MoKeT ObITH TPOIUTAH, OJHAKO HEKOTOPHIE TTapaMeTPhl METO/Ia HEJICHCTBUTEIHHBIL.
JlaHHbIT THI OTBETA COJEPXKUT JOIOJIHUTEIbHbIE aTPUOYTHI param u value /It OMUCAHUS
OTTUOOIHDBIX TTAPAMETPOB.

CONFLICT Koudmuxkr.

EXTRACTION_ERRORMOKA IpuW M3BJACYEHUM U3 JINIA BEKTOPA IPU3HAKOB.

LICENSE_ERRORKondwuryparus CucTeMbl He COOTBETCTBYET JIUICH3NM.

MALFORMED_REQB&S{oc HenpaBujibHO C(DOPMUPOBAH M HE MOYKET OBbITH [IPOYMTAH.
OVER_CAPACITYIIpeBsimren pa3zmep ouepezeit B kommnonenTe findface-extraction-api.
SOURCE_NOT_FOBNbapamerpe from 3aJaHO HECYIIIECTBYIOIIEE JIUATIO.

SOURCE_GALLERB_ti@)Tak6UN® from 3a7aHa HECYIIECTBYIONMAs Taaepest.

STORAGE_ERR(QRBuomMerpudeckas: 6a3a JaHHBIX HEIOCTYITHA.

CACHE_ERROR| Xpammmmiie memcached mHemocTyIrHo.

NOT_FQOUND Tlonxonsiue juiia He HaIEHBI.

NOT_IMPLEMENT@EY HKIOHA HE PeaTn30BaH.

GALLERY_NOT | FOGNRo1s111TMEe TaJIepen He HailJIeHbI.

class sfapi_client.SFApiMalformedResponseError
910 coobirenne 06 omubKe MOABISIETCs, €CJIM OMINOKA, MPOU30IILIa U3-3a cO0sI B ceTH, nin ecyu KimeHT
ue cmor npountath API-orBer or findface-sf-api.

9.4.5 lNpumep

Crreayromuii mpuMep WIIIOCTPUPYET OCHOBLI HAITMCAHNS IIJIATMHA U UCIOIL30BAHIE KJIACCOB 1 MeTOIOB. Jlan-
HBI TIJIANMH 3anpannBaeT arpuOyThl nia y findface-sf-api, a 3arem ornpasiser 3anpoc B <FFSEC_URL>/
video-detector/process Jijisl CO3/IaHUsI COOBITHS C JAHHBIMH, HOJydeHHbIME 13 findface-sf-api.

Ber mokere naiitu jmanHb y1arnH B Katasore /opt/findface-security/fr_plugin/ffsec_fr_plugin.
py. Hacmpotime cucremy Ha €ro MCIOJIb30BaHUE U MOMPOOyiiTe.

Baxxno: VYb6emurech, uTo B nepemennoit FFSEC_URL ykazanbl akTyaJbHBbIH [P-ajipec m moprt cepsepa
findface-security.

import datetime
import logging
import aiohttp
from dateutil.tz import tzutc
from facerouter.plugin import Plugin
from ntech import sfapi_client
from ntech.asyncio_utils import wrap_future
from ntech.asyncio_utils.noop_cookie import NoopCookieJar
from ntech.tornado_utils import asyncio_to_tornado
# change this if your ffsecurity is located on another host or listens on a non-default port
FFSEC_URL = 'http://127.0.0.1:8002'
logger = logging.getLogger(__name__)
class FFSecurityPlugin(Plugin):
def __init__(self, ctx, ffsec_url):
super () . __init__(ctx)

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

self .ffsec_url = ffsec_url.rstrip('/')
self.session = aiohttp.ClientSession(cookie_jar=NoopCookieJar())
self.future_wrapper = asyncio_to_tornado
def deactivate(self, *args):
self .session.close()
def request_headers(self, request):
return {
"Authorization": request.headers['Authorization'],
'X-Request-ID': request.request_id,
}
Qwrap_futures
async def preprocess(self, request, labels):
# somewhat hacky way to pass data between preprocess and process:
request.ffsec_reception_timestamp = datetime.datetime.now(tzutc())
headers = self.request_headers(request)
async with self.session.post(self.ffsec_url + '/video-detector/preprocess',,
—headers=headers) as resp:
resp.raise_for_status()
resp_json = await resp.json()
logger.debug("request_id= preprocess: ffsecurity response: ", request.request_id,
—resp_json)
plugin_wants = resp_json['plugin_wants']
request.ffsec_plugin_wants = plugin_wants
logger.info("request_id= preprocess: ffsecurity requested features: ", request.
—request_id, plugin_wants)
return plugin_wants
Owrap_futures
async def process(self, request, photo, bbox, event_id, detection: sfapi_client.DetectFace):
headers = self.request_headers(request)
with aiohttp.MultipartWriter('form-data') as mpwriter:
part = aiohttp.payload.BytesPayload(request.params.photo)
part.set_content_disposition('form-data', name='photo', filename='photo.jpg')
mpwriter.append (part)
part = aiohttp.payload.BytesPayload(b'')
part.set_content_disposition('form-data', name='face0', filename='norm.png')
mpwriter.append (part)
part = aiohttp.payload.JsonPayload(request.params.detectorParams)
part.set_content_disposition('form-data', name='detectorParams')
mpwriter.append (part)
part = aiohttp.payload.JsonPayload([list(bbox)])
part.set_content_disposition('form-data', name='bbox')
mpwriter.append(part)
part = aiohttp.payload.StringPayload(request.params.cam_id)
part.set_content_disposition('form-data', name='cam_id')
mpwriter.append(part)
part = aiohttp.payload.StringPayload(request.params.timestamp.isoformat())
part.set_content_disposition('form-data', name='timestamp')
mpwriter.append(part)
part = aiohttp.payload.StringPayload(request.ffsec_reception_timestamp.isoformat())
part.set_content_disposition('form-data', name='reception_timestamp')
mpwriter.append(part)
part = aiohttp.payload.JsonPayload(request.ffsec_plugin_wants)
part.set_content_disposition('form-data', name='plugin_wants')
mpwriter.append(part)
if request.params.bs_type is not None:
part = aiohttp.payload.StringPayload(request.params.bs_type)

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

part.set_content_disposition('form-data', name='bs_type')
mpwriter.append(part)
part = aiohttp.payload.JsonPayload({
'id': getattr(detection, 'id', Nomne),
'features': detection.features,
'bbox': detection.bbox._asdict(),
'facen': getattr(detection, 'facen', Nomne),
'attributes': detection.attributes,
b
part.set_content_disposition(‘form—data‘, name="'detection')
mpwriter.append(part)
async with self.session.post(
self .ffsec_url + '/video-detector/process',
data=mpwriter,
headers=headers
) as resp:
await resp.read()
resp.raise_for_status()
logger.info("request_id= process: ffsecurity accepted event", request.request_id)
async def activate(app, ctx, plugin_name, plugin_source):
plugin = FFSecurityPlugin(ctx=ctx, ffsec_url=FFSEC_URL)
return plugin
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ObcnyxuBaHue 1 yCTpaHeHe HEMCNPaBHOCTENA

10.1 O6HoBnenwne FindFace Security po 4.3

Ilpenynpexxaeume: Hauunasi ¢ Bepcuu 4.1, FindFace Security ucnosssyer HoByro Bepcuto Tarantool.
Buomerpudeckas 6aza gannbix us npeapymnx sepeuit FindFace Security (4.0 u 6ostee pannux) HECOB-
MECTUMA c FindFace Security 4.3. Ilpu o6HOBICHNN TpoayKTa 110 4.3 06s13aT€IbHO NCIOMB3YiTe BDyHK-
LU0 PE3EPEHO20 KONUPOSaHUs / 60CCMaro6AeHus (CM. TIOJHBI aJrOpUTM HUKE).

s obnossenus FindFace Security ¢ jro6oit npeapiayineil Bepcun 10 4.3 BBIIOJHUTE CJIEAYIONe AefCTBUI:

1.

Orkpoiite daitn kouduryparyum findface-security. CoxpaHuTe sl MOCJIEIYIONIErO MUCIOIB30Ba~
HHUs 3HadeHUs cienyromux napaMmerpos: EXTERNAL_ADDRESS, SECRET_KEY, VIDEO_DETECTOR_TOKEN,
ROUTER_URL.

sudo vi /etc/ffsecurity/config.py

EXTERNAL_ADDRESS = "http://172.20.77.58"

# use pwgen -sncy 50 1[/tr "'" "." to gemerate your own unique key
SECRET_KEY = 'c8b533847bbf7142102de1349d33al1f6"'

FFSECURITY = {
'VIDEO_DETECTOR_TOKEN': '381b0f4a20495227d04185ab02f5085f ',

'"ROUTER_URL': 'http://172.20.77.58"',

OcranoBute cepBuc findface-security.
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sudo systemctl stop findface-security*

CosaiiTe pe3epBHYIO KOIINIO OUOMETPHYIECKOi 0a3bl JTaHHBIX Ha ocHOBe Tarantool B j11000it BEIOpaHHOI
JupekTopun, Harpumep, /etc/findface_dump.

Cosget: Ilompobuee cMm. Pesepsroe konuposarue U 60CCMAMOBACHUE TPAHUAUUL OUHHDIL .

sudo mkdir -p /etc/findface_dump
cd /etc/findface_dump
sudo findface-storage-api-dump -config /etc/findface-sf-api.ini

Yceranosure apt-penosuropuii ¢ HoBoit Bepcueit FindFace Security, ucrosib3yst KOHCOTBHBIN WHCTAJLIIS-
TOP COIVIACHO MHCTPYKIUU B 9MOM pasdenc.

Ycranosure maker pgbouncer CJIe 1Y IO M o6pa30M:

sudo apt update
sudo apt install -y pgbouncer

s oononennst FindFace Security ¢ Bepcuu 4.1.2 wim Gojiee panHeil BBIOJHUTE CJIEJYIONHUE Jeii-
CTBUSI:

1. TIpemocraBbTe HAIEXKHBIA TAPOJIL MOJIB30BaTe 0 ntech (9T3glnXy9yx3y8MIGmIfbef3dia8UTc3
B IIpuMepe HuKe). BHecuTe yueTHbIE JaHHBIE B CIMCOK II0Jb30BaTeeil pgbouncer.

echo '"ntech" "9T3glnXy9yx3y8MIGmIfbef3dia8UTc3"' | sudo tee -a /etc/pgbouncer/userlist.
—txt

2. Hacrpotite pgbouncer. OTkpoiite daiin /etc/pgbouncer/pgbouncer.ini u mobasbre 6a3y gaH-
woix ffsecurity B paszen databases. Hacrpoiite ykasaHHble napaMeTpsl, KaK IOKa3aHO B IIPU-
Mepe HIKe. OcrajbHble TapaMeTPhI JTOJKHBI OBITh 3aKOMMEHTHPOBAHBI.

sudo vi /etc/pgbouncer/pgbouncer.ini

[databases]

ffsecurity = dbname=ffsecurity host=localhost port=5432 user=ntech
[pgbouncer]

logfile = /var/log/postgresql/pgbouncer.log
pidfile = /var/run/postgresql/pgbouncer.pid
listen_addr = 127.0.0.1

listen_port = 5439

unix_socket_dir = /var/run/postgresql
auth_type = plain

auth_file /etc/pgbouncer/userlist.txt
pool_mode = transaction

server_reset_query = DISCARD ALL
max_client_conn = 16384

default_pool_size = 20

syslog = 1

3. Ckonupyiite naposb mnojb3oBaress ntech (9T3glnXy9yx3y8MIGmIfbef3dia8UTc3 B npumepe). B
PostgreSQL ycTaHOBHTE CKOMUPOBAHHBIN TAPOJIb st posu ntech. OTKpoiiTe MHTEpaKTUBHBIM
tepmuHai PostgreSQL. IosBurcs crpoka postgres=#. Ilociie 3Haka # BBeInUTE CIIEIYIONIYIO KO-
Mmany: ALTER ROLE ntech PASSWORD ‘<ckonmpoBaHHHE Iapoib>’.
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sudo -u postgres psql

postgres=# ALTER ROLE ntech PASSWORD '9T3glnXy9yz3y8MIGmIfbef3dta8UTc3’;

4. Yepes uHTEpaKTUBHBIN TepMuHaI PostgreSQL cozmaiite 6a3y mauubix ffcounter B PostgreSQL.

postgres=# CREATE DATABASE ffcounter WITH OWNER ntech ENCODING 'UTF-8' LC_COLLATE='C.UTF-
—8' LC_CTYPE='C.UTF-8' TEMPLATE template0;

5. Coszpaiite u HacTpoiiTe pghouncer.service.

sudo touch /etc/systemd/system/pgbouncer.service
sudo vi /etc/systemd/system/pgbouncer.service

Bcerasbre cnemyrormuit Ko

[Unit]

Description=Pgbouncer service

After=postgresql.service

Before=findface-security.service

[Service]

User=postgres

Group=postgres

ExecStart=/usr/sbin/pgbouncer "/etc/pgbouncer/pgbouncer.ini"
[Install]

WantedBy-multi-user.target

6. JobaBbre pgbouncer.service B aBTO3arpy3Ky U II€PE3aIyCTUTE CEPBUC:

sudo systemctl enable pgbouncer.service
sudo systemctl restart pgbouncer.service

7. Ycranosure u3 penosuropust HoBble cepBuchl FindFace Security B cooTBeTcTBUE € TEKyIIel apXUTeK-
TYPHOI CXEMOA.

CPU-Bepcus:

sudo apt update

sudo apt install findface-security findface-security-ui findface-extraction-api findface-ntls
—findface-sf-api findface-tarantool-server findface-upload findface-video-manager findface-
—video-worker-cpu findface-counter

GPU-sepcust:

sudo apt update

sudo apt install findface-security findface-security-ui findface-extraction-api-gpu findface-
—ntls findface-sf-api findface-tarantool-server findface-upload findface-video-manager
—findface-video-worker-gpu findface-counter

Baxkno: Ina FindFace Security 4.3 na GPU meobxoumbr apaitBepst nvidia-450 u cuda 11. Yo6enu-
TeCh, YTO YCTAHOBJIEHBI IIPABUJIbHbBIE BEPCUU JPANBEPOB.

Baxxno: B kakoit-ro mMomenT BaMm OyJeT UpPEIJIOXKEHO BBIOPATh, KAKYI0 BEPCHI0 KOHUTYpPa-
)
nunonnoro ¢aitna findface-security wucnonb3oBarh. Beibepure BapmanTt Install the packages
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maintainer’s version.

8. IlobGasbre cepBuc findface-counter B aBTO3arpy3Ky.

sudo systemctl enable findface-counter

9. Orkpoiite daitn woudbwuryparmun findface-security u BcTaBbTe B HErO0 COXPaHEHHBIE 3HA-
yenud napamerpos EXTERNAL_ADDRESS, SECRET_KEY, VIDEO_DETECTOR_TOKEN wu ROUTER_URL.
Samnonuure pasmes DATABASES mo amasorumm: °PORT?: 5439, ‘USER’: ‘ntech’, ‘PASSWORD’:
‘9T3g1nXy9yx3y8MIGmOfbef3dia8UTc’ (mapoJb u3 /etc/pgbouncer/userlist.txt).

sudo vi /etc/findface-security/config.py

# Database is used by FindFace Security to store cameras,
# camera groups, watchlists and so on. Only PostgreSQL is supported.
DATABASES = {
'default': {
'ENGINE': 'django.db.backends.postgresql',
'DISABLE_SERVER_SIDE_CURSORS': True,
'NAME': 'ffsecurity',
'PORT': 5439, 'USER': 'ntech', 'PASSWORD': '9T3glnXy9yx3y8MIGmOfbef3dia8UTc3"',

# Use pwgen -sncy 50 1[/tr "'" "." to generate your own unique key
SECRET_KEY = '002231ccb690586£4d33e98322c591bb'

SERVICE_EXTERNAL_ADDRESS = 'http://172.20.77.58"'
# EXTERNAL_ADDRESS is used to access objects created inside FFSecurity via external links.
EXTERNAL_ADDRESS = 'http://172.20.77.58'

# findface-video-worker authorization token
'VIDEO_DETECTOR_TOKEN': '8977e1b0067d43£6c908d0bf60363255",

# findface-video-worker face posting address,

# 1t must be set to either FFSecurity EXTERNAL_ADDRESS (by default)
# or findface-facerouter url (in some specific cases)

'"ROUTER_URL': 'http://127.0.0.1:80',

10. Usmenure crpykTypy 6a3bl manubix Tarantool ¢ momornsio daiina tnt_schema.lua u3 HOBOIl Bepcuu.

sudo findface-security make_tnt_schema | sudo tee /etc/findface-security/tnt_schema.lua

11. OcranoBure mapapbl findface-tarantool-server. Yiajiure JaHHbIE U3 KATAJIONOB, COOTBETCTBYIOIIIX
AKTUBHBIM IHa.p)laM.

sudo systemctl stop 'tarantool@x'

sudo rm /opt/ntech/var/lib/tarantool/shard-*/{index,snapshots,xlogs}/*

12. Ilepeiinure B nupektopuio c ddaitamn kKoHdurypanun Tarantool /etc/tarantool/instances.
enabled/. IIpoBepbre, comep:kuT Jin KaxKablii (aityi kouduryparmun shard-*.lua komangy dofile
U onpejesieHnda meta_indexes u meta_scheme, Kak IIOKa3aHO B IIpUMepe HUZKE.

sudo vi /etc/tarantool/instances.enabled/shard-*.lua

(continues on next page)
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13.

14.

15.

16.

17.

18.

(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

dofile("/etc/findface-security/tnt_schema.lua")

FindFace.start("127.0.0.1", 8101, {
license_ntls_server="127.0.0.1:3133",
meta_indexes=meta_indexes,
meta_scheme = meta_scheme

b

Ilepezamnycture map/anr findface-tarantool-server.

TNT=$(1s /etc/tarantool/instances.enabled/ | cut -c 7,8,9)
for i in $TNT; do sudo systemctl restart tarantool@shard-$i.service ; done

Ilepezamnycture cepsuc findface-ntls.

sudo systemctl restart findface-ntls.service

Boccranosure 6a3y manabix Tarantool u3 pesepBHOil Komuu.

cd /etc/findface_dump

for x in *.json; do sudo findface-storage-api-restore -config /etc/findface-sf-api.ini < "$x";
— done

Ilepesarpysure cepBUCHI.

sudo systemctl restart findface-security.service
sudo systemctl restart findface-ntls findface-extraction-api findface-video-worker* findface-
—Vvideo-manager findface-sf-api findface-counter

ITepenecure cxemy 6a3bl jannbix u3 FindFace Security B PostgreSQL, 3aHOBO co3/1aiiTe TPYIIIBI TOIb-
3oBaTesiel ¢ npedycmaHo8AeHHbLMY TIPABAMHI U [IEPBOI'O IOJIb30BATEISI C IIPABAMHU & IMUHUCTPATOPA.

sudo findface-security migrate
sudo findface-security create_groups
sudo findface-security create_default_user

IlepezamycTure PostgreSQL.

Ha Ubuntu 16.04:

sudo systemctl restart postgresql@9.5-main.service

Ha Ubuntu 18.04:

sudo systemctl restart postgresql@l0-main.service

10.2 Hacrtpoiika wndgppoBaHns gaHHbIX

s obecnieuennst 6e30macHOCTH JAHHBIX BKJOunTe SSL-mudposanue. BoinosauTte ciemgyomume neiicTBus:

10.2. Hacrpoiika wudposaHns AaHHbIX 207




FindFace Security, Boinyck 4.3

Hpe/:(ynpequeHI/Ie: NcnonpzoBanue CaMOIIOAIIMCaHHOI'O CepTI/I(bI/IKaTa HE PEKOMEH/IyeTCd, ITOCKOJIbKY
MOZKET CTaTb HquHHOﬁ cbost MOOUNLHO020 nNpPpUAOHCEHUA .

1. B jgwmpekropun ¢ xoudwuryparumeii nginx cosmaiite Kartajaor st xpanenus uHdopmanum o SSL-
muPOBAHUN:

sudo mkdir /etc/nginx/ssl

2. Cozpaiite kJitod u ceprucukar SSL:

sudo openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout /etc/nginx/ssl/my-example-
—domain.com.key -out /etc/nginx/ssl/my-example-domain.com.crt

st 3amotHeHMs oJIell ceprrduKara BaM OYIeT MpeJJIoXKeHO HECKOJIBKO BOITpocoB. OTBeTbTe Ha HUX,
yaeauB ocoboe BHUMaHUEe cTpoke Common Name. B Heit Hy»kHO BBecTnm mms wim mybamanbit [P-ampec
JIOMeHa, CBs3aHHOTO ¢ cepBepoM. Cozmannbie dailyibl Kiaoda my-example-domain.com.key u cepru-
dukara my-example-domain.com.crt OyayT coxpaHeHbl B KaTajore /etc/nginx/ssl.

3. Hacrpoiire nginx st ncnoss3oBanus SSL. Otkpoiite daitn xkoudwuryparun nginx /etc/nginx/
sites-available/ffsecurity-nginx.conf. Brecure B dailn ciemyomue n3MeHEHUS:

1. Jlobasbre HOBBIN pasien server {...}, comepxkarmuit mpasmio 3amensl URL:

server {
listen 80;
server_name my-example-domain.com www.my-example-domain.com;
rewrite ~(.*) https://my-example-domain.com$l permanent;
access_log off;

2. 3aKOMMEHTHUPYHTE CIeAYIOIMNe CTPOKH B CYIIECTBYIOMEM pa3jese server {...}:

# listen 80 default_server;
# listen [::]:80 default_server;

3. JlobaBbTe ciemyromme CTPOKH, BKJIOYAs MyTH K CePTUPUKATY U K0Ty, B CYIIECTBYIO-
muit pazaen server {...}:

listen 443 ssl;

ssl_certificate /etc/nginx/ssl/my-example-domain.com.crt;
ssl_certificate_key /etc/nginx/ssl/my-example-domain.com.key;

4. B obmem daiisie koudwurypanun /etc/nginx/nginx.conf waiinure paszgen SSL
Settings u nmob6aBbTe B €ro KOHEIL CJIE Iy IOIINEe CTPOKMU:

ssl_session_cache shared:SSL:10m;
ssl_session_timeout 1h;

IIpumep daitna koudurypanuun /etc/nginx/sites-available/ffsecurity-nginx.conf ¢
KOPPEKTHO 33J[aHHbIMH HAacTpoiikamu SSL mokazan B mpuMepe HUXKE:

upstream ffsecurity {
server 127.0.0.1:8002;
}

(continues on next page)
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(npozoIKeHne ¢ IpeblLyIel CTPAHUIBI)

upstream ffsecurity-ws {
server 127.0.0.1:8003;
}

map $http_upgrade $ffsec_upstream {
default "http://ffsecurity-ws";
"" "http://ffsecurity";

}

server {
listen 80;
server_name my-example-domain.com www.my-example-domain.com;
rewrite ~(.*) https://my-example-domain.com$l permanent;
access_log off;

server {
# listen 80 default_server;
# listen [::]1:80 default_server;
listen 443 ssl;
ssl_certificate /etc/nginx/ssl/my-example-domain.com.crt;
ssl_certificate_key /etc/nginx/ssl/my-example-domain.com.key;

root /var/lib/findface-security;
autoindex off;
server_name _;
location = / {

alias /usr/share/ffsecurity-ui/;
try_files /index.html =404;
}
location /static/ {

}
location /uploads/ {
add_header 'Access-Control-Allow-Origin' 'x*';
add_header 'Access-Control-Allow-Methods' 'GET';
add_header 'Access-Control-Allow-Headers' 'DNT,User-Agent,X-Requested-
—With,If-Modified-Since,Cache-Control,Content-Type,Range,Authorization';
add_header 'Access-Control-Expose-Headers' 'Content-Length,Content-Range
="'
add_header 'Access-Control-Max-Age' 2592000;
}
location /ui-static/ {
alias /usr/share/ffsecurity-ui/ui-static/;
}
location /doc/ {
alias /opt/findface-security/doc/;
}
location ~ /videos/(7<video_id>[0-9]+)/upload/(.*)$ {
if ($request_method = 'OPTIONS') {
add_header 'Content-Type' 'text/plain; charset=utf-8';
add_header 'Content-Length' O;

(continues on next page)
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(npozoIKeHne ¢ IpeblLyIel CTPAHUIBI)

}

}

return 204;

}

set $auth_request_uri "http://ffsecurity/videos/$video_id/auth-upload/";

auth_request /video-upload-auth/;

alias "/var/lib/findface-security/uploads/videos/$video_id.bin";
client_max_body_size 15g;

dav_access user:rw group:rw all:rw;
dav_methods PUT;

create_full_put_path on;
autoindex off;
autoindex_exact_size off;
autoindex_localtime on;
charset utf-8;

add_header 'Access-Control-Allow-Origin' 'x*';
add_header 'Access-Control-Allow-Methods' 'PUT, OPTIONS';
add_header 'Access-Control-Allow-Headers' 'authorization';

location = /video-upload-auth/ {

internal;

client_max_body_size 15g;

proxy_set_header Content-Length "";
proxy_set_header Host $http_host;
proxy_set_header X-Forwarded-For $remote_addr;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_pass_request_body off;

proxy_pass $auth_request_uri;

location / {

}

client_max_body_size 300m;

proxy_set_header Host $http_host;
proxy_set_header X-Forwarded-For $remote_addr;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_http_version 1.1;

proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";
proxy_pass $ffsec_upstream;

proxy_read_timeout 5m;

location ~ ~/(cameras|videos)/([0-9]+)/stream/?$ {
proxy_set_header Host $http_host;
proxy_set_header X-Forwarded-For $remote_addr;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_pass http://ffsecurity;

}

location ~ ~/streams/(.*)$ {
internal;
proxy_pass $1;

}
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4. Tlepezamycture nginx.

sudo systemctl restart nginx.service

5. Buecure usmenenus B daitsn konduryparnun findface-security. B napamerpax EXTERNAL_ADDRESS
u ROUTER_URL m3MeHuTe IpHCTaBKy http:// Ha https://.

sudo vi /etc/findface-security/config.py

EXTERNAL_ADDRESS="https://my-example-domain.com"

ROUTER_URL="https://IP_address"

6. Ecau ectn 3amymennbie mporecchl findface-video-worker, Hy»KHO JTHOO TIepeco3aTh KaMephbl B BeO-
uHTepdeiice, MO0 M3MEHUTh 3HAUEHME IIapaMerpa router_url B job-3aJaHusiX, 3aMEHHUB IIPUCTABKY
http:// Ha https://. DTO MOXKHO CIIEJATH C TOMOIIBI KOMAHIbI, aHAJJOTMIHON CJIeIyoIei:

curl -s localhost:18810/jobs | jq -r '.[]J["id"]"' | xargs -I {} curl -X PATCH -d '{"router_url
—": "https://my-example-domain.com/video-detector/frame"}' http://localhost:18810/job/{}

10.3 Pe3sepBHoe konupoBaHune U BOCCTAHOBJIEHNE XPAaHUINLL, JAHHbIX

DTOT pasies MOCBIIEH Pe3ePBHOMY KOIIMPOBAHUIO ¥ BOCCTAHOB/IEHUIO XpaHuuil jaHubix FindFace Security.
CucreMa HCHONIB3YET CJIEYIONNE XPAHIIIAIIA

e Buomerpudeckas 6a3a JaHHBIX Ha ocHOBe Tarantool, B KOTOpoil XpaHATCS 6GHOMeTpHUIecKre 00pasIibl
(BEKTODBI IPU3HAKOB) U COOBITUSI UICHTU(MUKAIMH JIULL.

e OcHoBHas 6a3a JIaHHBIX cHCTeMbl Ha ocHOBe PostgreSQL, B KOTOpOIt XpaHsTCs BHYTPEHHUE JIAHHBIE
CUCTEMBI, J0Che, yUIeTHBIE 3AINCH [I0JIb30BaTe/ell 1 HACTPONKHU KaMep.

e Karajor /var/lib/findface-security/uploads, B KOTOPOM XPaHSITCS 3arpyKeHHBIE B JI0Cbe (POTO-
rpadun, Bugeodailibl, a TakKe TakKue apTedaKThl COOBITHHM, KaK MOJHbIE KaIPhl, MUHUATIOPHI JIUI 1
HOpMaJIM30BAHHBIE M300PaYKEHUs JIUII.

e Karasior /var/lib/ffupload/, B KOTOPOM XPAHSITCS TOJBKO TaKue apredaKThl COOBITHIl, KAK MUHHUA~
TIOPBI JIAII.

B atom paspene:

e Peseperoe Konuposanue U 80CCManosaeHue buomempuyeckoti 6asv. daHHHLT
— Ymuaumuo,
— Pesepsroe konuposarue 6azvl 0aHHYLL
— Bocemanosaenue 6a3vl 0annvi

o Pesepe%oe ronuposarue u 860CCMAHOBAEHUE 0CcH0610T 6a3bl daHHLL

e Pesepsnoe konuposanue apmedparmos
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10.3.1 Pe3sepBHOe konupoBaHue N BOCCTaHOBJIeHNE DuomeTpuyeckoii 6a3bl JaHHbIX

B 6uomerpuueckoit 6a3e mamubix Ha ocHOBe Tarantool ects 3 rasepeun:
e ffsec_dossier_face: bmomeTpudeckKue 00Opa3Iibl, n3BJIeUeHHbIE U3 (hoTorpaduit B 10CHE.
e ffsec_events: OmoMmerpuyeckue o0pasIibl, U3BJIEUEHHbBIE U3 JIUI, OOHAPYKEHHBIX Ha BHUJIEO.

(] ffsec_persons: TEHTPOU/bI ITEPCOH (BI/IpTyaJII)HBIe 6I/IOMeTpI/I‘IeCKI/Ie O6pa3LU)I, YCpEAHCHHBIC II0 BCEM
JIAITaM HepCOHbI) 1 MeTaJaHHBbIE.

OyHKIMOHAJ PE3EPBHOIO0 KOIUPOBAHUS W BOCCTAHOBJIEHUsI 0A3bl JAHHBIX ITO3BOJISIET IIPU HEOOXOIUMOCTH
BOCCTaHABJIMBATDb COJEPXKUMOE JAHHBIX rajepei.

L1t mpeoTBpAaIlieHusl TOTEPH JAHHBIX CO3JaHUe PE3EPBHOM KON OMOMETPUIECKON 6a3bl JAHHBIX PEKOMEH-
JIyeTcs BBIIOJHATH O KpaitHeil Mepe 1 pa3 B HejeJio.

Pezepsryio konmio 6a3br JAHHBIX TAK2KE HY2KHO CO3JATHh HEPEN Mu2payueli CACTEMBI Ha APYTYIO OMOMeTpu-
YeCKyIO0 MOJIeJIb.

YTunurol
7151 pe3epBHOTO KONMPOBAHUST U BOCCTAHOBJIEHUsT OmoMeTpudeckoii 6a3nl manabix FindFace Security meotxo-
JUMBI CJIeJlyIoIue yTUIATDL:

1. pesepBHoe Konmposanue: findface-storage-api-dump,

2. BoccranosjieHue: findface-storage-api-restore.

JlaHHBIE YTUIUTHI ABTOMATUYECKH YCTAHABJINBAIOTCS BMecTe ¢ KoMnoHeHToM findface-sf-api.

Pe3epBHoe konuposaHue 0a3bl AaHHbIX

Mo PE3epPBHOTO KOIIMPOBaHMUSI GIOMETPUIECKOI 6a3bl JAHHBIX HCIIOJIB3YiiTe YTUIIATY
findface-storage-api-dump cie/yronum oOpa3om:

Baxkno: Cepsucol findface-tarantool-server u findface-sf-api MO/KHBI OBITH AKTUBHBI.

ITpumeuanmue: PesepBHOoe KOMMpoOBaHWE MOXKHO TaKKe MPUMEHUTH K PACIPEIESEHHON 0a3e TaHHBIX. B
3TOM ciay4dae yruinTta findface-storage-api-dump co3/1aCT pe3epBHBIE KOIIMI BCEX MIAPAO0B, YKA3aHHBIX B
/etc/findface-sf-api.ini.

1. BeimosiauTe pesepBHoe Konupoanne Tarantool.

sudo cp -r /etc/tarantool /home/<some_directory>
sudo cp -r /opt/ntech/var/lib/tarantool/ /home/<some_directory>/shardsbackup

2. Ha cepsepe ¢ ycranoBnenubsiM findface-sf-api co3zaiite KaTajor Jjis XpaHEeHUsS PE3€PBHBIX KOIIMA
(/etc/findface_dump B IpuMepe HHXKE).

3. Banycrure yrunury findface-storage-api-dump ciejyromeil KOMaHIO:

’sudo findface-storage-api-dump -output-dir=/etc/findface_dump -config /etc/findface-sf-api.ini
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YTuamra co3ZjacT pe3epBHbIC KOIIMM BCEX rajiepeil U 3alluIleT UX B yKa3aHHBIM KaTaJor B Buje dailion
¢ coorsercrByromuMu numenamu ffsec_dossier_face.json, ffsec_events. json u ffsec_persons.
json. Dtu dailyibl coepKaT BCe JIAHHDbIE, HEOOXOINMBIE JIJIsI [IOJIHOTO BOCCTAHOBJIEHUS rajiepeil.

BoccraHoBneHue 6a3bl gaHHbIX

st BoccTaHOBIIEHUST OMOMETPUYIECKO# 0a3bl JJAHHBIX BBITTOJHUTE CJIE/IYIONINE JIeHCTBUS:

1. Ucnonbsys HTTP API, cozmaiite ranepen B Oaze nanubix: ffsec_dossier_face, ffsec_events,
ffsec_persons.

Coser: Cm. HTTP API.

curl -D - -X POST -s 'http://localhost:8101/v2/galleries/add/ffsec_dossier_face'
curl -D - -X POST -s 'http://localhost:8101/v2/galleries/add/ffsec_events'
curl -D - -X POST -s 'http://localhost:8101/v2/galleries/add/ffsec_persons'

2. Bamycrure yrwinty findface-storage-api-restore st Becex (DailjioB B IAlKe ¢ PE3€PBHBIME KOTIH-
SAMU:

sudo findface-storage-api-restore -config /etc/findface-sf-api.ini /etc/findface_dump/*.json

IIpomecc BoccTaHOBIIEHHST MOXKHO IPH HEOOXOJIMMOCTH IIPEPBATh C COXPAHEHUEM BBIIOJHEHHOH pa-
60Tel. s TOro YTOOBI IIPOJOJIKUTBH IIPOLECC IIOCJE IIPEPLIBAHUS, CHOBA 3AIlyCTUTE YTHJIATY
findface-storage-api-restore.

CmMm.Tak>xke:
o Onuyuu pe3eperozo KONUPosaHUA 6a3v, JGHHHLT

] On?lﬂl,’(l, 60CCMAHOBACHUA 0a3bL OAHHBLT

10.3.2 Pe3epBHOe konupoBaHue M BOCCTAHOBJ/IEHNE OCHOBHOW 0a3bl AaHHbIX

st pesepBHOrO KOmMpoBanus 6a3bl JaHHBIX PostgreSQL BoimosnnTe KOMAHTY:

sudo -u postgres pg_dump ffsecurity > ffsecurity_postgres_backup.sql

st BoccranoByienus 6a3bl JaHHBIX PostgreSQL BeimosnnTe KOMAHTY:

Baxkno: ﬂJIH ycrenrHoro BOCCTaHOBJICHUA B HAJIMYIUU JIOJIZKHA OBLITH nycTad basa JaHHDBIX ffsecurity.

sudo -u postgres psql -d ffsecurity -f ffsecurity_postgres_backup.sql

10.3.3 Pe3epBHoe konupoBaHue aptedakToB

Apredaxrer FindFace Security, Takue kax 3arpyzkenubie (ororpacdun, Bugeodaiiibl 1 apredakTsbl coObI-
Tuil (HOJIHBIE KAIPbl, MUHUATIOPDI JIUI[ ¥ HOPMAJX30BAHHBIE N300PA’KEHUs JIUIL) XPAHATCH B CJIEAYIONIMX
KaTAJIOTax:

e /var/lib/findface-security/uploads
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e /var/lib/ffupload/

Jlj1si pe3epBHOIO KOIMPOBaHUs apTedaKTOB BBIIOJHATE KOMAHLY:

tar -cvzf var_lib_ffsecurity_uploads.tar.gz /var/lib/findface-security/uploads
tar -cvzf var_lib_ffupload.tar.gz /var/lib/ffupload/

10.4 Mwvrpauyus Ha apyryto mogenb buomerpuyeckoro obpasua

CoBetr: He crecusiiitech 0o0pamarbcad K HAINAM CIEIHAAJINCTAM II0 BOIPOCAM MUTPAIMH IO aPECY
support@ntechlab.com.

B nporiecce sKCIUIyaTaluu CUCTEMbI (HAIIPEMED, IIPH OOHOBJIEHWM JI0 ITIOCJIeIHell BepCHM IIPOJyKTa) BaM
MOXKET ITOTPEOOBATHCS MUTPAIUs OMOMETPUIECKUAX JAHHBIX HA JIPYTYIO MOJIE/Ib HEHPOHHON CEeTH.

s Murpanuu Ha APYTy0 MOJEIb HEPOHHOM CETU BBIMTOJHUTE CJIEIYIOIINE TeHCTBIA:

1. CospmaiiTe pe3epBHYIO KON OMOMETPUYECKOI 6a3bl JJAaHHBIX Ha ocHOBe Tarantool B jir060ii BEIOpaHHO
JupekTopun, Hanpumep, /etc/findface_dump.

Coser: HO,ILpO6H€€‘ CM. Pe&epmwe KoOnupoearHue U 60CCMAHOBAEHUE TPAHUAUUL daHHbLT .

mkdir -p /etc/findface_dump
cd /etc/findface_dump
sudo findface-storage-api-dump -config /etc/findface-sf-api.ini

2. Ocranosure ceppuc findface-sf-api.

sudo systemctl stop findface-sf-api.service

3. CozpmaiiTe HOBBIE IAP/IBI, B KOTOPBIX OYIYT XPAaHUTCS 3aHOBO CreHEPUPOBAHHBIE OMOMeTpHYecKne 00-
pAa3IIbI.

1. Orkpoiite mupekTopuio /etc/tarantool/instances.available/ u mnojcunTaiiTe KOJUYECTBO
MIAP/IOB 110 KOJMYEeCTBY (DaityioB KoHurypamnun shard-*.lua.

IIpumeuanue: B npumepe Hu>Ke 9eThIpe Iap/a.

cd /etc/tarantool/instances.available/

1s -1

shard-001.1lua
shard-002.1ua
shard-003.1ua
shard-004.1ua

2. CozpaiiTe HOBBIE MIAP/bI B TOM YK€ KOJIMYeCTBe, CKOIUPOBaB (ailyibl KoHurypamnun shard-*. lua.
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IIpumevuanue:

shard-01x*.1lua.

st ymobcTBa B KadecTBe BTOpOil MUMPHI B HOBBIX MMEHAX HUCIOJIb3yeTCs 1:

sudo
sudo
sudo
sudo

cp shard-001.1lua shard-011.lua
cp shard-002.1lua shard-012.1lua
cp shard-003.1lua shard-013.lua
cp shard-004.1lua shard-014.lua

3. B caiine xondurypanum Kaxkgoro mapjaa W3MEHHTE CJIELYIONHIe CTPOKH B 3aBUCHMOCTH OT €ro
umenu (B HarreMm npumepe shard-011, shard-012 u 1. z.):

MpexHee 3Ha4eHne

HoBoe 3HaueHne

listen — ,127.0.0.1:32001°

Listen — ,127.0.0.1:32011°

vinyl dir
,,/opt/ntech /var/lib /tarantool /shard-
001

vinyl dir
.,/ opt/ntech /var/lib /tarantool /shard-
011

work dir
,,/opt/ntech /var/lib /tarantool /shard-
001¢

work dir
.,/ opt/ntech /var/lib /tarantool /shard-
011«

memtx dir
,,/opt/ntech /var/lib /tarantool /shard-
001 /snapshots*

memtx dir
.,/ opt/ntech /var/lib /tarantool /shard-
011/snapshots®

wal dir
,,/opt/ntech /var/lib /tarantool /shard-
001 /xlogs*

wal dir
.,/ opt/ntech /var /lib /tarantool /shard-
011 /xlogs*

FindFace.start(«127.0.0.1», 8101, {

FindFace.start(«127.0.0.1», 8111, {

4. CozpaiiTe CUMBOJIMYECKUE CCHIJIKU Ha HOBBIE IIaPJIbI.

cd /etc/tarantool/instances.enabled/

sudo 1ln -s /etc/tarantool/instances.available/shard-01*.lua /etc/tarantool/instances.
<,enabled/

5. CozpaiiTe IUPEKTOPUN, B KOTOPBIX OY/IyT XpaHUThCs (bailibl HOBBIX mapioB. HazHaubre mpaBa
Ha CO3JIaHHBIE JIUPEKTOPUU.

cd /opt/ntech/var/lib/tarantool/

mkdir -p shard-01{1..4}/{index,snapshots,xlogs}

chown tarantool:tarantool shard-01* shard-01x/*

4. Otkpoiite ¢aitn kordurypanun findface-extraction-api um 3aMeHHTe B HEM MOJE/b HEHAPOHHOM

ceru Ha HOBYIO (ifruit_320.cpu.fnk B npumepe).

sudo vi /etc/findface-extraction-api.ini

face: face/elderberry_576.r2.cpu.fnk -> face: face/ifruit_320.cpu.fnk

Ilepezamycture cepsuc findface-extraction-api.

10.4. Mwurpayus Ha gpyryto mogens buomerpuyeckoro oopasua
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5.

’sudo systemctl restart findface-extraction-api.service

3amycTure HOBBIE IIAPJIbI.

’for i in {11..14}; do sudo systemctl start tarantool@shard-0$i; done

Ha ocHoBaHnuu npuBeIeHHOTO HIXKE TPUMEpPA co3/1aiiTe (haityi KOHMUTYPAIUH C HACTPORKAMY MUTDAIIT

<migration.ini>.

extraction-api:
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: Os
extraction-api: http://127.0.0.1:18666

timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
max-idle-conns-per-host: 20
shards:
- master:
slave: ""
- master: http://127.
slave: ""
http://127.
slave: ""
- master: http://127.
slave: ""
storage-api-to:
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
max-idle-conns-per-host: 20
shards:

http://127.0.0.1:8101/v2/

0.0.1:8102/v2/

- master: 0.0.1:8103/v2/

0.0.1:8104/v2/

- master: http://127.0.0.1:8111/v2/
slave: ""
http://127.0.0.1:8112/v2/
slave: ""
- master: http://127.0.0.1:8113/v2/
slave: ""
- master: http://127.0.0.1:8114/v2/
slave: ""
workers_num: 3
faces_limit: 100
extraction_batch_size: 8
normalized_storage:
type: webdav
enabled: True
webdav:
upload-url: http://127.0.0.1:3333/uploads/
s3:

- master:

storage-api-from: # current location of the gallery

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

endpoint: 172.20.77.75:9000

bucket-name: sf-api-normalized

access-key: WOG6EQT6MC3BZC8136DW

secret-access-key: XnottrdxRFp70wfEGdkvKgkzKZ3mEa2Y9bYmob4I
secure: False

region: ""

operation-timeout: 10

public-url: 123

B paznene storage-api-from yKaxKuTe map/bl, ¢ KOTOPBIX OCYIIECTBIISIETCS] MUTPAITHUS.

storage-api-from: # current location of the gallery
shards:
- master: http://127.0.0.1:8101/v2/
slave: ""
- master: http://127.0.0.1:8102/v2/
slave: ""
- master: http://127.0.0.1:8103/v2/
slave: ""
- master: http://127.0.0.1:8104/v2/

B pazzene storage-api-to ykaykKuTe HOBBIE IIAPIbI, B KOTOPBIX OY/IyT XPAHUTHCs JAHHDBIE IIOCTIE M-
rpalym.

storage-api-to:
shards:

- master: http://127.0.0.1:8111/v2/
slave: ""

- master: http://127.0.0.1:8112/v2/
slave: ""

- master: http://127.0.0.1:8113/v2/
slave: ""

- master: http://127.0.0.1:8114/v2/
slave: ""

7. Bamycrure yruauty findface-sf-api-migrate ¢ ommumeit -config u ykaxure daitn koudburypamun
<migration.ini>.

findface-sf-api-migrate -config migration.ini

HpHMeanMe: Ecsm B cucreme mHoro codobrTuii u J0Che, IIPOoIleCC MUT'DAIlMU MOXKET 3aHATb 3HaAYU-
TeJIbHOE KOJIMYEeCTBO BPpEMEHU.

8. ITocse 3aBepIleHns MUTPAIIMK OCTAHOBHUTE IAp/bl M OTKJIIOYNTE nX aBroMarudeckuii 3amyck B OC (He
yAaJisiiTe ux).

for i in {01..04}; do sudo systemctl stop tarantool@shard-0$i.service ; done

for i in {01..04}; do sudo systemctl disable tarantool@shard-0$i.service ; done
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9. Orkpoiite daiis kouduryparuu findface-sf-api u u3MeHUTE MOPTHI MIAPJIOB B 3aBUCUMOCTH OT HO-
BBIX HacTpoekK. [lepesamycture cepsuc findface-sf-api.

sudo vi /etc/findface-sf-api.ini
shards:
- master: http://127.0.0.1:8111/v2/
slave: ""
- master: http://127.0.0.1:8112/v2/
slave: ""
- master: http://127.0.0.1:8113/v2/
slave: ""
- master: http://127.0.0.1:8114/v2/
slave: ""
sudo systemctl start findface-sf-api.service

10. Nmmnoprupyiite cTpyKTypy 06a3bl maHHBIX u3 (aiiyia tnt_schema.lua.

sudo findface-security make_tnt_schema | sudo tee /etc/ffsecurity/tnt_schema.lua

CmM.TakxKe:
Hszmenernue cmpyxmypv, buomempuueckoti 6a3vl OGHHOIT.

11. Tlepenecure cxemy 6a3nl jannbix u3 FindFace Security B PostgreSQL, 3aHOBO co3/aiiTe TPYIIIbI O~
3oBaTeseil ¢ NPedycmanoGAeHHbLMY TTPABAME U IIEPBOTO MOJb30BATENSI ¢ IPABAMU aJMUHICTPATOPA.

sudo findface-security migrate
sudo findface-security create_groups
sudo findface-security create_default_user

12. Tlepesarpysure cepBUCHI.

sudo systemctl restart findface-security.service
sudo systemctl restart findface-extraction-api findface-video-worker* findface-video-manager
—findface-sf-api

10.5 N3meHeHue cTpyKTypbl OMomMeTpuyeckoin 6a3bl gaHHbIX

B mekoTOpBIX Ccitydyasx BaM MOXKET TOTPEOOBATHCA IPUMEHUTH HOBYIO CTPYKTYPHYIO CXeMY K OMOMETPUIECKOM
6asze manubrx Tarantool, HampuMep, TP OOHOBIEHNN IO MTOCTEIHENH BEPCUN TTPOLYKTA WA €CJU HEOOXOIMMO
YCOBEPIIIEHCTBOBATh CTPYKTYPY 0a3bl JTaHHBIX, JJO0ABUB B Hee JOMOJHUTEIbHbIE TApAMETPhI, PDACIINPEHHBIE
MeTaJlaHHBIE JIUI] U T. .

B atom paspgene:

e O cmpyxmype buomempuueckots 6a3vt aHHHLT

o lzmenenue CMpYyKmypovl
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10.5.1 O cTpykType buomeTpuyeckoii basbl gaHHbIX
B FindFace Security crpykrypa 06a3bl gaHHBIX 3amaerca depe3 aitn /etc/findface-security/
tnt_schema. lua.

CTpyKTypa IpeJIcTaBIsieT coboii Habop moJieil, KayK0e U3 KOTOPBIX OIUCHIBACTCS CJICAYIONIME IapaMeTpa-
MU:

e id: id mous;
e name: Ha3BAHUE IOJIsI, JIOJIZKHO COBITQJIATH C HA3BAHUEM COOTBETCTBYIOIIETO MAapaMeTpa JIUIA;
e field type: Tun maHHBIX;

e default: 3navuenne o ymosdanuio. Ecau 3navenne mo ymosrdanuio 6osbire ‘leld — 17, To ero ciemyer
3allCbIBaTh B BAJE CTPOKH, T. e. ¢123123..°” BmMecTo 123123. ..

Wcnonsayembrit mo ymomaanuio ¢aiis tnt_schema.lua mpuBeaeH HUXKE:

meta_scheme = {
-- internal.normalized_id:

{
default = '',
field_type = 'string',
id = 1,
name = 'normalized_id',
1,
-- internal.feat:
{
default = '',
field_type = 'string',
id = 2,
name = 'feat',
1},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:acknowledged:
{
default = 0,
field_type = 'unsigned',
id = 3,
name = 'm:acknowledged',
1},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:acknowledged_by:
{
default = 0,
field_type = 'unsigned',
id = 4,
name = 'm:acknowledged_by',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:acknowledged_date:
{
default = 0,
field_type = 'unsigned',
id = 5,
name = 'm:acknowledged_date',
1},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:acknowledged_reaction:
{
default = '',
field_type = 'string',
id = 6,

(continues on next page)
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name = 'm:acknowledged_reaction',
}’

-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:camera:

default = 0,

field_type = 'unsigned',
id =17,

name = 'm:camera',

-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:camera_group:

default = 0,

field_type = 'unsigned',
id = 8,

name = 'm:camera_group',

-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:confidence:

default = "10000000000000000000",
field_type = 'unsigned',
id = 9,

name 'm:confidence’,

-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:created_date:

default = 0,

field_type = 'unsigned',
id = 10,

name = 'm:created_date',

-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:episode:

default = 0,

field_type = 'unsigned',
id = 11,

name = 'm:episode’,

-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:episode_open:

default = O,

field_type = 'unsigned',
id = 12,

name = 'm:episode_open',

-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_age:

default = "10000000000000000000",
field_type = 'unsigned',

id = 13,

name = 'm:f_age',

-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_beard_class:
default = '',

field_type = 'string',
id = 14,

(continues on next page)
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name = 'm:f_beard_class',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_beard_score:
{

default = "10000000000000000000",

field_type = 'unsigned',

id = 15,

name = 'm:f_beard_score',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_emotions_class:
{

default = '',

field_type = 'string',

id = 16,

name = 'm:f_emotions_class',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_emotions_score:
{

default = "10000000000000000000",

field_type = 'unsigned',

id = 17,

name = 'm:f_emotions_score',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_gender_class:
{

default = '',

field_type = 'string',

id = 18,

name = 'm:f_gender_class',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_gender_score:
{

default = "10000000000000000000",

field_type = 'unsigned',

id = 19,

name = 'm:f_gender_score',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_glasses_class:
{

default = '',

field_type = 'string',

id = 20,

name = 'm:f_glasses_class',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_glasses_score:
{

default = "10000000000000000000",

field_type = 'unsigned',

id = 21,

name = 'm:f_glasses_score',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_liveness_class:
{

default = '',

field_type = 'string',

id = 22,

(continues on next page)
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name = 'm:f_liveness_class',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_liveness_score:
{
default = "10000000000000000000",
field_type = 'unsigned',
id = 23,
name = 'm:f_liveness_score',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_medmask_class:
{
default = '',
field_type = 'string',
id = 24,
name = 'm:f_medmask_class',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_medmask_score:
{
default = "10000000000000000000",
field_type = 'unsigned',
id = 25,
name = 'm:f_medmask_score',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_race_class:
{
default = '',
field_type = 'string',
id = 26,
name = 'm:f_race_class',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_race_score:
{
default = "10000000000000000000",
field_type = 'unsigned',
id = 27,
name = 'm:f_race_score',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:thumbnail:
{
default = '',
field_type = 'string',
id = 28,
name = 'm:thumbnail',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:frame:
{
default = '',
field_type = 'string',
id = 29,
name = 'm:frame’,
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:frame_coords_bottom:
{
default = 0,
field_type = 'unsigned',
id = 30,
(continues on next page)
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name = 'm:frame_coords_bottom',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:frame_coords_left:
{
default = 0,
field_type = 'unsigned',
id = 31,
name = 'm:frame_coords_left',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:frame_coords_right:
{
default = 0,
field_type = 'unsigned',
id = 32,
name = 'm:frame_coords_right',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:frame_coords_top:
{
default = O,
field_type = 'unsigned',
id = 33,
name = 'm:frame_coords_top',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:pk:
{
default = 0,
field_type = 'unsigned',
id = 34,
name = 'm:pk',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:matched:
{
default = 0,
field_type = 'unsigned',
id = 35,
name = 'm:matched’,
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:matched_dossier:
{
default = O,
field_type = 'unsigned',
id = 36,
name = 'm:matched_dossier',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:matched_face:
{
default = 0,
field_type = 'unsigned',
id = 37,
name = 'm:matched_face',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:matched_lists:
{

default = {3},
field_type = 'set[unsigned]',
id = 38,

(continues on next page)
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name = 'm:matched_lists',

}’

<class 'ffsecurity.entities_tnt.event.

default = '',
field_type =
id = 39,

'm:normalized_photo',

'string’,
name =
<class 'ffsecurity.entities_tnt.event.

default = "10000000000000000000",
field_type = 'unsigned',

id = 40,

name = 'm:quality’,

<class 'ffsecurity.entities_tnt.event.

default = '',
field_type =
id = 41,

'm:scores’,

'string’',
name =

<class 'ffsecurity.entities_tnt.event.
default = "0",

field_type = 'unsigned',

id = 42,

name = 'm:temperature’,

<class 'ffsecurity.entities_tnt.event.

default = 0,
field_type =
id = 43,

name = 'm:video_source',

'unsigned’',

<class 'ffsecurity.entities_tnt.

default = O,

field_type = 'unsigned',
id = 44,

name = 'm:dossier’,

<class 'ffsecurity.entities_tnt.

default = 0,
field_type =
id = 45,

name = 'm:modified_date',

'unsigned’,

<class 'ffsecurity.entities_tnt.

default = '',
field_type =
id = 46,

'string’',

models.

models.

models.

models.

models.

dossier_face.

dossier_face.

dossier_face.

ListEvent'>.

ListEvent'>.

ListEvent'>.

ListEvent'>.

ListEvent'>.

:normalized_photo:

rquality:

:scores:

:temperature:

:video_source:

models.DossierFace'>.m:dossier:

models.DossierFace'>.m:modified_date:

models.DossierFace'>.m:source_photo:

(continues on next page)
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name = 'm:source_photo',
1,
-- <class 'ffsecurity.entities_tnt.dossier_face.models.DossierFace'>.m:source_photo_name:
{
default = '',
field_type = 'string',
id = 47,
name = 'm:source_photo_name',
1,

}

-- Fields referenced by multiple models: m:thumbnail, m:frame_coords_left, m:frame_coords_right,
—m:pk, m:frame_coords_bottom, m:created_date, m:frame_coords_top

meta_indexes = {'m:episode', 'm:episode_open', 'm:video_source'}

10.5.2 N3meHeHue cTpyKTypbl

st uBMEHEeHUsI CTPYKTYPhI 0a3bl JJAHHBIX BBITTOJTHUTE CJIE/LYIONINE JIeHCTBUS:

1. OcranoBure cepsuc findface-security.

sudo systemctl stop findface-security.service

2. CozpaiiTe pe3epBHYIO KOIIAIO OMOMETPUIECKOi Oa3bl JAHHBIX B JIIOOON BHIOPAHHON JIUPEKTOPUN, HAIIPU-
Mmep, /etc/findface_dump.

Coser: Ho;Lp06Hee CM. P(?S(i])GHOC ronuposarue u 60CCMAHOBAEHUE TPAHUAUUL darmwvir.

mkdir -p /etc/findface_dump
cd /etc/findface_dump
sudo findface-storage-api-dump -config /etc/findface-sf-api.ini

3. Iloarorosbre (daitn tnt_schema.lua ¢ HOBOI CTPYKTYpOil 6a3bl TaHHDIX.

4. "3mennre cTpyKTypy 6a3bl JJAHHBIX C IIOMOIIBIO ITOJIMOTOBICHHOTO daiiia tnt_schema.lua.

sudo findface-security make_tnt_schema | sudo tee /etc/findface-security/tnt_schema.lua

5. Orkpoiire daitn koudurypanuu Tarantool. Yoeaurech, uro nepe cekimeit FindFace.start gobas-
sena crpoka dofile("/etc/findface-security/tnt_schema.lua"), a nepemensbie meta_scheme u
meta_indexes onpenesnensl B napaMerpax FindFace.start.

sudo vi /etc/tarantool/instances.enabled/<shard_OON>.lua
dofile("/etc/findface-security/tnt_schema.lua")

FindFace.start("127.0.0.1", 8001, {
license_ntls_server="127.0.0.1:3133",
meta_indexes=meta_indexes,
meta_scheme = meta_scheme

b

6. Ouucrure JUPEKTOPUU C JaHHBIMH JJIsA BCEX aKTHUBHBIX IIApPIOB.
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sudo rm /opt/ntech/var/lib/tarantool/shard-*/{index,snapshots,xlogs}/*

7. Boccranosure 6a3y mganubix Tarantool u3 pesepBHOil Komwmu.

Baxknuo: Eciu mekoTopble mpexKHME 10JIs OTCYTCTBYIOT B HOBOH CTPYKType 0a3bl JAHHDLIX, CHAYAJIA
oTpebyeTcss BPYUYHYIO YIAJUTh COOTBETCTBYIOIINE JAHHBIE U3 PE3EPBHON KOIUU.

cd /tmp/dump

for x in *.json; do curl -X POST "http://127.0.0.1:18411/v2/galleries/${x// .json}"; done

for x in *.json; do sudo findface-storage-api-restore -config /etc/findface-sf-api.ini < "$x";
— done

8. Bamycture cepsuc findface-security.

’sudo systemctl start findface-security.service

10.6 YpaneHue 3k3emnnsipa npoaykTa

Bor moxkere aBromarmuecku ynaqmnth FindFace Security Bmecre ¢ 6a30if JaHHBIX C IIOMOIIBIO CKPUIITA
ffsec_uninstall.sh. Ilepen ymamenuem OyayT co3maHbl pe3epBHBIE Kommu (hailyioB KoHbuUrypamun u 6a-
3bI JIAHHBIX.

Broimonmure cienyroriue neicTBus:

1. Barpysure ckpunt ffsec_uninstall.sh B 060l KaTaJor Ha cepBepe yCTaHOBKH (Harpumep, B /home/
username/).

2. U3 mamnoro karajora cejiaiiTe CKPUIT UCIOTHIEMbBIM.

chmod +x ffsec_uninstall.sh

3. Bamycrure CKpWUIIT.

sudo ./ffsec_uninstall.sh

4. Orernre all Ha BOpOC MHTEPAKTUBHOIO MACTEpa YJIAJEHUs, ITOOBI MOJHOCTHIO yrasuTh FindFace
Security Bmecre ¢ 6a30ii JaHHbBIX.

10.7 TlpoBepka cTatyca KOMMNOHEHTOB

IIpoBepbTe cTaTyC KOMIIOHEHTOB, €CJIU BBl CTOJKHYJIACH C MPODJIEMOiT B cuCTEME.
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KomnoHeHT

KomaHnga gns npocMoTpa cTaTyca cepsuca

findface-extraction-api

sudo systemctl status findface-extraction-api.service

findface-sf-api

sudo systemctl status findface-sf-api.service

findface-tarantool-server

sudo systemctl status tarantool@FindFace.service

findface-video-manager

sudo systemctl status findface-video-manager.service

findface-video-worker

sudo systemectl status findface-video-worker*.service

findface-ntls

sudo systemctl status findface-ntls

findface-security

sudo systemctl status findface-security™

etcd sudo systemctl status etcd.service

NginX sudo systemctl status nginx.service
memcached sudo systemctl status memcached.service
postgresql sudo systemctl status postgresql*

redis sudo systemctl status redis.service

10.8 Jlor-chainnbl

IIpu pazbope HemTaTHBIX CUTYyaIlUil UCIOJIB3YHTE JIOTU, COJAEPKAINe MOIPOOHYIO JETAJIMPOBKY BCEX COOBI-
TU, TPOUIOIIEIINX B CUCTEME.

Komanga s npocmoTpa Jora

sudo tail -f /var/log/syslog | grep extraction-api
sudo tail -f /var/log/syslog | grep sf-api

sudo tail -f /var/log/tarantool/FindFace.log

sudo tail -f /var/log/syslog | grep video-manager
sudo tail -f /var/log/syslog | grep video-worker
sudo tail -f /var/log/syslog | grep findface-security
findface-ntls sudo tail -f /var/log/syslog | grep ntls
findface-security sudo tail -f /var/log/syslog | grep security

etcd sudo tail -f /var/log/syslog | grep etcd

KomnoneHT
findface-extraction-api
findface-sf-api
findface-tarantool-server
findface-video-manager
findface-video-worker
findface-security

Brr Takke MoxkeTe TOCMOTPETH ayJIUT-JIOTU JJIsl KaKJIOr0 KOMIOHEHTa. [l 9TOoro mcnoJib3yiite KOMaHILy
journalctl -u <component>, Halmpumep:

journalctl -u findface-extraction-api

Baykuo: [ljsg Toro 4Tobbl BKIIOYNATH XpaHeHue ayanT-jaoros Ha kecrkoM gucke B OC Ubuntu, B daiiie
/etc/systemd/journald. conf pacKOMMEHTHDPYHTEe U U3MEHHUTE ITapaMerp Storage CJIEAYIONUM 00Pa30M:

sudo vi /etc/systemd/journald.conf

[Journal]
Storage=persistent

IIpu HeobxomumMoOcTH TakKe PACKOMMEHTHDPYWTE U M3MEHHTE 3HadeHue rnapaMerpa SystemMaxUse. Jlanubrit
napaMerp OIpeJessieT B IPOIEHTaX MaKCUMAJIbHBIH 00beM JIOroB Ha KecTKoM jucke (1o ymomdanuo 10%).

SystemMaxUse=15

s Toro urobsr mpocmorpers ayaur-jgoru B OC Ubuntu, BBITOTHATE CJIEIYIONYIO KOMAHITY:
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journalctl -o verbose SYSLOG_IDENTIFIER=ffsecurity

IIpu pacmudpoBke ayIuT-I0roB B IEpBYIO 04Yepeib obpaliaiiTe BHUMaHUe Ha CJIEAYIOIIe TapaMeTphL:
e REQUEST_USER: nmosb30BaTe/ b, KOTOPBII BBIIOJIHU N3MEHECHUT;
e REQUEST_PATH: URL 3ampoca;
e REQUEST_DATA: naHHBIE 3a1IpOCA.

Huzke mpuBenen nmpumep Jiora co3fanus jgocbe ¢ 1id=1879 moab3oBaTesieM admin:

Fr 2017-12-22 17:53:32.436258 MSK [s=0b5566699751426983e13241301205e9;1i=e26015;
—b=907c34cc1fde4398af63bb575587d9%ba ;m=246£620c449;t=560eefaf59bch;x=ed60al136c8fc6362]

PRIORITY=6

_UID=123

_GID=130

_CAP_EFFECTIVE=0

_BOOT_ID=907c34cc1fde4398af63bb575587d9ba

_MACHINE_ID=a3eea61c03e041ef8e64d5c72f5fce40

_HOSTNAME=ntechadmin

SYSLOG_IDENTIFIER=ffsecurity

THREAD_NAME=MainThread

_TRANSPORT=journal

_PID=6579

_COMM=findface-securi

_EXE=/opt/ffsecurity/bin/python3

_CMDLINE=/opt/ffsecurity/bin/python /opt/ffsecurity/bin/findface-security runworker

_SYSTEMD_CGROUP=/system.slice/system-findface\x2dsecurity\x2dworker.slice/findface-security-
—worker@4.service

_SYSTEMD_UNIT=findface-security-worker@4.service

_SYSTEMD_SLICE=system-findface\x2dsecurity\x2dworker.slice

CODE_FILE=/opt/ffsecurity/lib/python3.5/site-packages/ffsecurity/mixins.py

CODE_LINE=94

CODE_FUNC=finalize_response

REQUEST_USER=admin

LOGGER=ffsecurity.audit

MESSAGE=N8Be05il POST /dossier-faces/ 201 by admin

REQUEST_DATA={"dossier": "'1879'", "source_photo": "<InMemoryUploadedFile: 14927016033292449.
—jpeg (image/jpeg)>"2}

REQUEST_PATH=/dossier-faces/

REQUEST_ID=N8Be05il

_SOURCE_REALTIME_TIMESTAMP=1513954412436258

B cnemyrommem mpumMepe it 1ocke ¢ 1d=1879 3ampalinBaeTcs CIUCOK JIUIT:

Fr 2017-12-22 17:53:32.475467 MSK [s=0b5566699751426983e13241301205e9;1i=e26016;
—b=907c34cc1fde4398af63bb575587d9ba ;m=246£6215d82 ;t=560eefaf634fe;x=b1374a144a46b5cd]

PRIORITY=6

_UID=123

_GID=130

_CAP_EFFECTIVE=0

_BOOT_ID=907c34cc1fde4398af63bb575587d9ba

_MACHINE_ID=a3eeab1c03e041ef8e64d5c72f5fce40

_HOSTNAME=ntechadmin

SYSLOG_IDENTIFIER=ffsecurity

THREAD_NAME=MainThread

_TRANSPORT=journal

_COMM=findface-securi

(continues on next page)
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_EXE=/opt/ffsecurity/bin/python3

_CMDLINE=/opt/ffsecurity/bin/python /opt/ffsecurity/bin/findface-security runworker

_SYSTEMD_SLICE=system-findface\x2dsecurity\x2dworker.slice

_PID=6588

_SYSTEMD_CGROUP=/system.slice/system-findface\x2dsecurity\x2dworker.slice/findface-security-
—worker@2.service

_SYSTEMD_UNIT=findface-security-worker@2.service

CODE_FILE=/opt/ffsecurity/lib/python3.5/site-packages/ffsecurity/mixins.py

CODE_LINE=94

CODE_FUNC=finalize_response

REQUEST_USER=admin

REQUEST_DATA={}

LOGGER=ffsecurity.audit

MESSAGE=Dee7Qvy4 GET /dossier-faces/7dossier=1879&1imit=1000 200 by admin

REQUEST_ID=Dee7Qvy4

REQUEST_PATH=/dossier-faces/?dossier=1879&1imit=1000

_SOURCE_REALTIME_TIMESTAMP=1513954412475467

10.9 VYcrpaHeHue Henonapok c nuueHsnpoBaHmem n findface-ntls

Ipu ycrpanenuu HEIOIAIOK C Juiensueii u cepsepom findface-ntls (em. JI 71,7/,(271,3’11,})06(1,11,71,6) II€PBLIM IIIarom
SIBJISIETCST TIOJTydeHne WHGMOPMAIMY O JIMIEH3UN W CTATYCe CepBepa. JTO MOXKHO CJejarTh, ornpasus API-
zanpoc B findface-ntls. JleficTBus M0 yCTPAHEHUIO HEIIOJIAIO0K MPEAIPUHUMAIOTCS B YIETOM COJEPIKAHUS
API-orgera.

Coser: Ilo Bompocam ycrpaHeHusl HEMOJAJOK oObOpalfaiiTecb K HAIMAM CIENUAJUCTAM IO  aJ(Pecy
support@ntechlab.com.

ITpumeuanme: OHaiiH-IMIIEH3NPOBAaHKE BBINOJIHsIETCsI Yepe3 1106asbHbIil MeHekep unen3uit NtechLab
license.ntechlab.com. [IpoBepbre ero gocrynaocTs. Jjisi OHIANH-TUIIEH3NPOBAHNS HEOOXOMMbI CTAOMITh-
HOe mHTepHeT-coeauuenne u DNS.

st onydenus: uagopmanun o auuersuu FindFace Security u craryce findface-ntls, BbIIIOJIHUTE B KOH-
cosu cepsepa findface-ntls cieayIoniyro KOMaH/Ly:

curl http://localhost:3185/license.json -s | jq

Otser Oyzer BozBpaiiern B popmare JSON. OpauM n3 Hanbojiee 3HAYUMBIX [IAPAMETPOB B OTBETE SIBJISIETCSI
last_updated. On moKa3bIBAET B CEKYHIAaX, KAK JIABHO B MIOCJIEIHUN PA3 IPOBEPSIACH JIOKATbHAS JINTIEH3US.

WMurepuperupyiite 3uadenne napamerpa last_updated ciemayromum 0Opasom:

e [0, 5] — BCce paboTaeT OTIUIHO.

(5, 30] — BO3MOXKHO MMEIOT MeCTO OBITh KaKHe-TO HPOBJIEMBI CO CBSI3bIO, JIMOO € JIOKATBHBIM HAKOIIH-
TeJieM, T7ie XpaHsiTcs (Dallyibl JTUIEH3NH.

(30; 120] — mouTu HaBEpHSIKA CJLyYUIOCH YTO-TO HEXOPOIIEe.

(120; c0) — He yJaercst MOJYIUTh OTBET OT MCTOYHUKA JIMIEH3NPOBAHNsSI B T€UEHUE JJINTENHHOTO Bpe-
menn. Heobxo Mo BMeEIIATEIBCTBO.

"valid": false: CB#I3b C UCTOYHHMKOM JIMIIEH3NPOBAHUS TAK U He ObLIA YCTAHOBJIECHA.
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curl http://localhost:3185/license.json -s | jq
{

"name": "NTLS",

"time": 1565186356,

"type": "online",

"license_id": "61063ce4b86945e1b70c3bdbedead4b3b",

"generated": 1514467939,
"last_updated": 5,

"valid": {
"value": true,
"description": ""
1,
"source": "/opt/ntech/license/import_
—b68d7b7ec9a7310d18832035318cff0c9ddf11e3a9ab0ae962fbe48645€196d1.1ic",
"limits": [
{
"type": "time",
"name": "end",
"value": 1609161621
}’
{
"type": "number",
"name": "faces",
"value": 9007199254740991,
"current": O
1,
{
"type": "number",
"name": "cameras",
"value": 4294967295,
"current": O
1,
{
"type": "number",
"name": "extraction_api",
"value": 256,
"current": O
1,
{
"type": "boolean",
"name": "gender",
"value": true
},
{
"type": "boolean",
"name": "age",
"value": true
1,
{
"type": "boolean",
"name": "emotions",
"value": true
1,
{
"type": "boolean",
"name": "fast-index",
"value": true
(continues on next page)
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},

{
"type": "boolean",
"name": "sec-genetec",
"value'": false

}’

{
"type": "boolean",
"name": "countries",
"value": false

},

{
"type": "boolean",
"name": "beard",
"value": false

},

{
"type": "boolean",
"name": "glasses",
"value'": false

},

{
"type": "boolean",
"name": "liveness",
"value": false

}

1,
"services": [

{
"name": "video-worker",
"ip": "127.0.0.1:53276"

},

{
"name": "FindFace-tarantool",
"ip": "127.0.0.1:53284"

},

{
"name": "FindFace-tarantool",
"ip": "127.0.0.1:53288"

}

10.10 AsBTomaTmyeckoe BoccTtaHoBsieHne Tarantool

Ecan apxutekTypa BaImei cucteMbl He obecriednBaeT OecrepeboitHyIo J0CcTynHOCTh cepBepoB Tarantool, pe-
KOMEH/IYeTCsI BKJIIOUNTH aBTOMATUIECKOEe BOCCTAHOBJIEHNE 0a3bl JAHHBIX. B 3TOM cilyuae KaxKiplil pa3 mpu
BO3HMKHOBEHNHU OIMIMOKM BO BpeMs ureHus daiiia .snap uian .xlog, Tarantool momnbrtaercss IpouuTaTh Kak
MOKHO 00JibITIe HH(MOPMAIMY U BOCCTAHOBUTD (haill, ITHOPUPYsi ONTHIE 3aIUCH.

,Z[.HH BKJIFOUEHHS aBTOMATHYECKOIO BOCCTAHOBJIEHUS Oa3bI JI@HHBIX BBIIIOJTHUTE CJICJIYIOIINe ,ZLefICTBHHI

1. Orkpoiite daitn kKordurypanun Tarantool.
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sudo vi /etc/tarantool/instances.enabled/FindFace.lua

2. Packommentupyiite force_recovery = true.

box.cfg{

force_recovery = true,

10.11 Py4Hasa ouncTka 0a3bl gaHHbIX OT CTapbIX AAHHbIX

Coser: ,ZLHH HaCTpOfIKH ABTOMATHUYIECCKOI'O yJaJICHUA CTapbIX JaHHBIX CM. Asmomamuueckoe (1/(9(1,,/1,(37!,71,(3 cma-
poulr cobvimutl U aMu300086.

st py9HOrO yaasjaeHus CTapbix JaHHBIX u3 0a3bl Janabix FindFace Security ncnonsayiite yrunury cleanup.
Bb1 MoKeTe BBIOOPOYHO YIAJUTh CJIEAYIONIUE TaHHbIe:

® COOBITHSA, M1 KOTOPBIX OBLIN HANIEHBI COBIAACHUSI B 6a3e JaHHBIX, U CBA3AHHBIC SIMM30bI,
e CcoOBITHS O3 COBIMAIEHNI W CBI3aHHBIE SIU30/IbBI,

® TIO/THBIE KaJIPbI COOBITHIT C COBIACHUSIMM,

® IIOJIHBIE KaJIpbl COOBITHIT G€3 COBIIAICHMIA,

® 3AINCHU CUETINKA,

® COOBITHS CO3IAHUS TTEPCOHDI.

CHpaBKa IO yTUJIUTE clea_nup BbISbIBaCTCA cnegy}omef/i KOI\/IaHLLOfIZ

sudo findface-security cleanup --help
usage: findface-security cleanup [-h] [--as-configured]
[--events-matched-age EVENTS_MATCHED_AGE]
[--events-unmatched-age EVENTS_UNMATCHED_AGE]
[--events-fullframe-matched-age EVENTS_FULLFRAME_MATCHED_AGE]
[——events—fullframe—unmatched—age EVENTS_FULLFRAME_UNMATCHED_AGE]
[--counter-records-age COUNTER_RECORDS_AGE]
[--person-events-age PERSON_EVENTS_AGE]
[--configuration CONFIGURATION] [--version]
[-v {0,1,2,3}] [--settings SETTINGS]
[--pythonpath PYTHONPATH] [--traceback]
[--no-color]
Delete FFSecurity entities
optional arguments:
-h, --help show this help message and exit
--as-configured Apply config age options for events, counter records
and persons. Can't be used with other arguments.
--events-matched-age EVENTS_MATCHED_AGE
Minimum age in days of matched events to clean up
--events-unmatched-age EVENTS_UNMATCHED_AGE
Minimum age in days of unmatched events to clean up
--events-fullframe-matched-age EVENTS_FULLFRAME_MATCHED_AGE
Minimum age in days of matched events fullframes to
clean up

(continues on next page)
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--events-fullframe-unmatched-age EVENTS_FULLFRAME_UNMATCHED_AGE
Minimum age in days of unmatched events fullframes to
clean up

--counter-records-age COUNTER_RECORDS_AGE
Minimum age in days of counter records to clean up

--person-events-age PERSON_EVENTS_AGE
Minimum age in days of person events to clean up

--configuration CONFIGURATION
The name of the configuration class to load, e.g.
"Development". If this isn't provided, the
DJANGO_CONFIGURATION environment variable will be
used.

--version show program's version number and exit

-v {0,1,2,3}, --verbosity {0,1,2,3}
Verbosity level; O=minimal output, l1=normal output,
2=verbose output, 3=very verbose output

--settings SETTINGS The Python path to a settings module, e.g.
"myproject.settings.main". If this isn't provided, the
DJANGO_SETTINGS_MODULE environment variable will be
used.

--pythonpath PYTHONPATH
A directory to add to the Python path, e.g.
"/home/djangoprojects/myproject".

--traceback Raise on CommandError exceptions

--no-color Don't colorize the command output.

JJtst TIOJTHOTO y/IaJieHus COOBITUN U SMM30JI0B CTAPIIE OIPEIeJeHHOr0 KOJMIeCTBa JIHel HCIoJb3yiiTe ap-
I'yMEHTBI -events-matched-age/-events-unmatched-age. Hampumep, 1yis yaaaeHus: COObITUI U 31307108
6e3 coBmajieHUil crapiie 5 JHE BBHIIOJHATE KOMAHILY:

sudo findface-security cleanup --events-unmatched-age 5

s ynasenust coOObITHI C COBIAMIEHUSIMA CTapIe 5 JIHel BBITOJTHUTE KOMAHLY:

sudo findface-security cleanup --events-matched-age 5

Cremyromre KOMaHIbl YIAJISAIOT TOJBKO IMOJTHBIE KAJIPbl COOBITHIA ¢ COBIAICHUAME U O€3:

sudo findface-security cleanup --events-fullframe-matched-age 5
sudo findface-security cleanup --events-fullframe-unmatched-age 5

,Z[.HH TOTO YTOOBI VAaJIUTh TOJIBKO 3allUCHU CYETYIUKA, BBIIIOJTHUTE KOMaH/IY:

sudo findface-security cleanup --counter-records-age 5

s Toro 94To6b! YAAJIUTH TOJIBKO COOBITHS CO3/IAHUS [IE€PCOH, BBHIITOJIHUTE KOMAHLY:

sudo findface-security cleanup --person-events-age 5

Baxxno: JloymkeH OBITH 3a/1aH XOTs ObI OJMH apryMEHT U3 YKa3aHHBIX.
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10.12 OTknroveHue cepsucos

Cy1recTByeT BO3MOXKHOCTD OTKJIIOIUTH cJierytomnue ceppruchl FindFace Security, eciii Bbl uMu He TIOIB3yeTEC:
® DIM30/1bI,
o Cuervuku,
e Bebxyxkmu,
e Ilepconnr.

st aToro orkpoiite daiisn kouduryparun findface-security u BHecuTe u3MeneHus: B paszes SERVICES.

sudo vi /etc/findface-security/config.py

# disable unused services to increase
# overall system performance in some cases.
SERVICES = {
"ffsecurity": {
"episodes": False,
"webhooks": False,
"persons": False,
"counters": False,

B pesynbrare cooTBeTCTBYyIONNE BKJIAIKNA UCIE3HYT U3 BeO-mHTEpdeiica.

IIpumeuanue: Bkiiajka ocTaHeTcs, €Cjid HA Hell ecTh Kakue-iubo o6beKThl (Hapumep, Ha Briaagke Cuem-
wuky co3nanbl caeTaukn). OMHAKO HOBble apTeaKThbl IIEPECTAHYT IOCTYIATD.
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11.1 MNMoapobHo o KOMNoOHeHTax

11.1.1 findface-extraction-api

Komnonent findface-extraction-api ¢ IOMOIIBIO HEHPOHHBIX ceTeil OOHAPYKUBAET JIMIO HA M300pazke-
HUUW, U3BJIEKAET U3 JINIA OMOMETPHYECKUil 00pasel], a TaKyKe PACIIO3HAET I0JI, BO3PACT, SMOIUHA U JIPYyTUe
aTpubOyTHI JUIA.

Kowmmonenr B3anmozeiicrByer ¢ cepsucom findface-sf-api ciemyronium obpasom:
e [lony4aaer ot Hero dororpaduio ¢ JIUIOM UM HOPMAJIU30BAHHOE N300parKeHUe JIUIIA.

e BosBparmmaer KOOpJAWHATHI PaMKH C JIUIIOM, & TaKyKe BEKTOp NPU3HAKOB, JAHHBIE O IOJIe, BO3PacCTe,
9MONUAX U APYrux arpubyrax Jjuna (ecsu onu Obuin 3anponiensl findface-sf-api).

Tlommbrit cimcoxk yHKITHIN:

e sierekius (OOHAPYZKeHUE) JIMIa Ha UCXOJHOM M300DayKeHNM C BO3BPAIEHNEM KOODJWHAT PAMKU C JId-
1IOM,

® [OJIyUEHUE U3 MUCXOTHOIO N300PaKeHNs HOPMAJIN30BAHHOTO M300parKeHns JIUIA,

e u3BJIEYEHUE M3 HOPMAJIM30BAHHOIO N300paKeHMs JIMIA BEKTOPa [IPU3HAKOB (6HMOMeTpUIecKoro obpas-
1a),
e pacrozHaBaHue aTpuOyTOB Jiuna (110JI, BO3PACT, IMOIMHU, GOPOIA, OUKHU, MEIUIUHCKAS MACKA U JIP.).
Cepsuc findface-extraction-api moxer paborarb ¢ yckopenunem na CPU (ycranasiupaercs u3 maxe-
ra findface-extraction-api) wium GPU (ycranasiusaerca u3 nakera findface-extraction-api-gpu).

Kak mus CPU-, tak u s GPU-cepBuca, HacTpoiika BbINOJHsIETCH depe3 daiiin kKoHdurypamuu /etc/
findface-extraction-api.ini, ogaako cojepxkumoe pannoro daita na CPU u GPU ornunvaercs.
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®dain koHdurypauun cepsuca Ha CPU:

detectors:
max_batch_size: 1
instances: 4
models:
cheetah:
model: facedet/cheetah.cpu.fnk
options:
min_object_size: 32
resolutions:
- 256x256
- 384x384
- 512x512
- 768x768
- 1024x1024
- 1536x1536
- 2048x2048
quality_estimator: true
normalizers:
max_batch_size: 8
instances: 4
models:
croplx:
model: "'
Crop2x:
model: facenorm/crop2x.v2_maxsize400.cpu.fnk
cropbbox:
model:
norm200:
model: facenorm/bee.v2.cpu.fnk

extractors:

max_batch_size: 8

instances: 4

models:
age:
beard: ''
carattr_color:
carattr_description: ''
carattr_make: ''
carattr_trash: ''

countries47: ''
()

emotions:
face: face/ifruit_320.cpu.fnk
gender: ''
glasses3: ''
headpose: ''
liveness: ''
luminance_overexposure: ''
luminance_underexposure: ''
medmask3: "'
quality: faceattr/quality.vO.cpu.fnk
sharpness: ''
validity: "'
gpu_device: 0O
models_root: /usr/share/findface-data/models
cache_dir: /var/cache/findface/models_cache

(continues on next page)
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listen: 127.0.0.1:18666
license_ntls_server: 127.0.0.1:3133
fetch:
enabled: true
size_limit: 10485760
max_dimension: 6000
allow_cors: false
ticker_interval: 5000
prometheus:
timing_buckets: [0.001, 0.005, 0.01, 0.02, 0.03, 0.05, 0.1, 0.2, 0.3, 0.5, 0.75,
0.9, 1, 1.1, 1.3, 1.5, 1.7, 2, 3, 5, 10, 20, 30, 50]
resolution_buckets: [10000, 20000, 40000, 80000, 100000, 200000, 400000, 800000,
le+06, 2e+06, 3e+06, 4e+06, 5e+06, 6e+06, 8e+06, 1e+07, 1.2e+07, 1.5e+07, 1.8e+07,
2e+07, 3e+07, 5e+07, 1e+08]
faces_buckets: [0, 1, 2, 5, 10, 20, 50, 75, 100, 200, 300, 400, 500, 600, 700, 800,
900, 1000]

®aiin koHpurypauum cepsuca Ha GPU:

detectors:
max_batch_size: 1
instances: 1
models:
cheetah:
aliases:
- face
- nnd
model: facedet/cheetah.gpu.fnk
options:
min_object_size: 32
resolutions: [256x256, 384x384, 512x512, 768x768, 1024x1024, 1536x1536, 2048x2048]
quality_estimator: true
normalizers:
max_batch_size: 8
instances: 1
models:
croplx:
model: ""
crop2x:
model: facenorm/crop2x.v2_maxsize400.gpu.fnk
cropbbox:
model: ""
norm200:
model: facenorm/bee.v2.gpu.fnk
extractors:
max_batch_size: 8
instances: 1
models:
age: faceattr/age.vl.gpu.fnk
beard: ""
carattr_color: ""
carattr_description: ""
carattr_license_plate: ""
carattr_make: ""
carattr_trash: ""

(continues on next page)
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countries47:
emotions: ""
face: ""
gender:

glasses3: ""
headpose: ""

liveness:
luminance_overexposure:
luminance_underexposure: "'
medmask3: ""
quality: faceattr/quality.vl.gpu.fnk
sharpness: ""
validity: ""
gpu_device: 0O
models_root: /usr/share/findface-data/models
cache_dir: /var/cache/findface/models_cache
listen: :18666
license_ntls_server: 127.0.0.1:3133
fetch:
enabled: true
size_limit: 10485760
max_dimension: 6000
allow_cors: false
ticker_interval: 5000
debug: false
prometheus:
timing_buckets: [0.001, 0.005, 0.01, 0.02, 0.03, 0.05, 0.1, 0.2, 0.3, 0.5, 0.75,
0.9, 1, 1.1, 1.3, 1.5, 1.7, 2, 3, 5, 10, 20, 30, 50]
resolution_buckets: [10000, 20000, 40000, 80000, 100000, 200000, 400000, 800000,
1le+06, 2e+06, 3e+06, 4e+06, 5e+06, 6e+06, 8e+06, 1e+07, 1.2e+07, 1.5e+07, 1.8e+07,
2e+07, 3e+07, 5e+07, 1e+08]
faces_buckets: [0, 1, 2, 5, 10, 20, 50, 75, 100, 200, 300, 400, 500, 600, 700, 800,
900, 1000]

IMonb3oBaTenbekas HacTpoiika findface-extraction-api (kak CPU, tak u GPU) BblmosHseTcs ¢ UCHOJIb-
30BaHUEM CJIEIYIONINX TapaMeTPOB:

Mapametp Onucaxne

cheetah -> | MunuMasbHBIN pa3Mep JIAIA, KOTOpoe Oy/eT rapaHTHpOBaHHO Haiifeno. Oupenessercs
min_object_sizm3mepom pamku ¢ suoM (bbox). Yem Gosbllle 3HAYMEHNE, TEM MeHee PECYPCOEMOK IPO-
1ecc OOHAPYZKEHUsI JINIIA.

gpu_device (Tonbko intt GPU) Howmep GPU-ycrpoiicrsa, HCTIOJIE3YEMOT0
findface-extraction-api-gpu.

license_ntls|dé¥uapec u mopt cepBepa jaunen3upoBanus findface-ntls.

B 3aBucumocTu ot HyXK1 Balero 6usHeca, BaM TaKyKe MOYKET HOTPeOOBAThCS BKJIFOYUTH MOJEN PaCIO3HA-
BaHUg arpubyTOB JIANA, TAKUX KaK I0JI, BO3PACT, SMOIMU, OYKA U,/Wiu 60poja. YI0CTOBEPHTECh, YTO JJisl
KaXKJI0i Mojtesin Bbl ykazauu npaBwibablil Tun yckoperaus CPU wan GPU: o momxken coBmaiaTh ¢ THIIOM
yckopernus: findface-extraction-api. O6parure Buumanue, aro findface-extraction-api na CPU mo-
xeT paborars ToJbKO ¢ CPU-Momesnsimu, B To Bpemst kak findface-extraction-api na GPU nomuepxxuBaer
kak GPU-, tak u CPU-momenn.

models:
age: faceattr/age.vl.cpu.fnk

(continues on next page)
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emotions: faceattr/emotions.vl.cpu.fnk

face: face/ifruit_320.cpu.fnk

gender: faceattr/gender.v2.cpu.fnk

beard: faceattr/beard.v0.cpu.fnk

glasses3: faceattr/glasses3.v0.cpu.fnk
medmask3: faceattr/medmask3.v2.cpu.fnk

JloCcTyHBI ClIeAyIONne MOIEIIH:

ATtpubyT nuua Vckope- MapameTp B chaiine kKoHdurypauun
Hne
O6uoMeTpHs JIUIA CPU face: face/ifruit_320.cpu.fnk face: face/ifruit_160.cpu.
fnk
GPU face: face/ifruit_320.gpu.fnk face: face/ifruit_160.gpu.
fnk
BO3PACT CPU age: faceattr/age.vl.cpu.fnk
GPU age: faceattr/age.vl.gpu.fnk
TIOJT CPU gender: faceattr/gender.v2.cpu.fnk
GPU gender: faceattr/gender.v2.gpu.fnk
MO CPU emotions: faceattr/emotions.vl.cpu.fnk
GPU emotions: faceattr/emotions.vl.gpu.fnk
OYKH CPU glasses3: faceattr/glasses3.v0.cpu.fnk
GPU glasses3: faceattr/glasses3.v0.gpu.fnk
6opoa CPU beard: faceattr/beard.v0.cpu.fnk
GPU beard: faceattr/beard.v0.gpu.fnk
MeJIUIUHCKAas Mac- CPU medmask3: faceattr/medmask3.v2.cpu.fnk
Ka GPU medmask3: faceattr/medmask3.v2.gpu.fnk

st TOro 9To0bI BKIIOUUTH MOJIEIh HEPOHHOI CeTH, IPEJOCTABIISIONIEN a6morommslil cepsuc liveness, yKa-
JKHUTE ee B napamerpe liveness: faceattr/liveness.alleyn.cpu.fnk/faceattr/liveness.alleyn.gpu.

fnk.

models:

liveness: faceattr/liveness.alleyn.cpu.fnk

models:

liveness: faceattr/liveness.alleyn.gpu.fnk

Cosert: Jlns Toro 94roObl OTKJIFOYUTE MOJIE/Ib, IEpeJaiiTe B COOTBETCTBYIOIIUI MapaMeTp I[yCToe 3HAYEHIE.
He ynmansiite cam mapamerp, MOCKOJIBKY B 9TOM CJIydae OyJeT BBIMOJIHATHCH MOUCK MOJIEIN 10 YMOJTIAHWIO.

models:
gender: "'
age : nn
emotions: ""

11.1. MNoapobHO 0 KOMNOHEHTax
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11.1.2 findface-sf-api

Komnonenr findface-sf-api npesmcrasisier coboit cepsuc, peanusyiommit HTTP API ocuoBHOro dhysk-
muonasia syipa FindFace (ofnapyzkeHue u pacno3HABAHHUE JIMI[, IIPU ITOM CAMH ONEPAIUH OOHADYIKEHUsI
U DACIO3HABAHMS JIUII BBIIOJIHAIOTCH KoMiloneHToM findface-extracton-api). Baaumoseiicrsyer ¢ 6a3oit
buomeTpudeckux maHubix Tarantool wepes xommonenT findface-tarantool-server, a TakykKe ¢ KOMIIOHEH-
ramu findface-extraction-api (oGHapyzkeHme u pacnosHaanue jui) u findface-upload (xpaHusiumie
UCXOJHBIX u300pazkenuii u apredaxros paborel giapa FindFace).

s obnapyzkenus Jjuna wa dororpadun B kommoneHT findface-sf-api jmomken 66T ornpasiaen API-
3anpoc, nepepanuil gannyo dororpaduio B Buge daitna wim URL. Jlannsiii 3ampoc 3aTeM repeHamnpas-
Jgsierca B KomnoHeHnT findface-extraction-api.

Ipu wmanuuuu B cucreme BuzgeogerekTopa Jmi (upucyrcrsyer B FindFace Security) kommnonent
findface-sf-api nosyuaer maHHble 00 OOHAPYKEHHBIX JINIIAX BMECTE C IIPABWJIAMA UX 00PAbOTKH OT KOM-
nonenTa findface-facerouter u 3aTeM BBINOJIHSIET IOJLyY€HHbIE JIUPEKTUBBI (HAIPHMED, COXPAHSET JIAIA
B OIIPEJIEJIEHHYIO Tajiepelo 0a3bl JAHHBIX).

IIpumeuanue: B FindFace Security, &ynkmun findface-facerouter BBINOJHIET CEPBUC
findface-security.

Tlommprit ciimcoxk yHKITMIN:

e peaymmzanuss HTTP API nmo uwactu obHapyKeHUs M DPACIO3HABAHMs JIUI (ONEPAIUH BBINOJHSIIOTCS
findface-extraction-api).

e coxpanenue JiuI B 6a3y 6uomMerpuueckux JaHHbIX (uepe3 cepsuc findface-tarantool-server),

® COXpaHeHWe WCXOIHBIX M300parKeHuil, MUHUATIOP W HOPMAJN30BAHHBIX M300parkeHUil i Ha BeO-
cepBepe nginx (qepes cepBuUC findface-upload).

e obecmeueHune B3aI/IMO,I[€IL/'ICTBI/I$I BCeX KOMIIOHEHTOB CHCTEMBI.

Hacrpoitka kommonenta findface-sf-api  BommosHstercs depe3  dair  koudwurypanun /etc/
findface-sf-api.ini.

listen: 127.0.0.1:18411
extraction-api:
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
extraction-api: http://127.0.0.1:18666
storage-api:
timeouts:
connect: b5s
response_header: 30s
overall: 35s
idle_connection: 10s
max-idle-conns-per-host: 20

shards:

- master: http://127.0.0.1:8101/v2/
slave: ''

- master: http://127.0.0.1:8102/v2/
slave: ''

- master: http://127.0.0.1:8103/v2/

(continues on next page)
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slave: '
- master: http://127.0.0.1:8104/v2/
slave: ''
read_slave_first: false
max_slave_attempts: 2
cooldown: 2s
limits:
url-length: 4096

deny-networks: 127.0.0.0/8,192.168.0.0/16,10.0.0.0/8,::1/128,fe00::/8

body-image-length: 33554432
allow-return-facen: false
cache:
type: memcache
inmemory:
size: 16384
memcache:
nodes:
- 127.0.0.1:11211
timeout: 100ms
dns_cache_timeout: 1mOs
redis:
network: tcp
addr: localhost:6379
password: '
db: O
timeout: b5s
normalized-storage:
type: webdav
enabled: true
webdav:
upload-url: http://127.0.0.1:3333/uploads/
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
s3:
endpoint: '
bucket-name: ''
access-key: ''
secret-access-key: ''
secure: true
region: ''
public-url: "'
operation-timeout: 30

TlonbzoBaTenbckast HacTpoiika findface-sf-api BBIOTHSETCS C UCIOJIB30BAHUEM CJIEIYIONINX TAPAMETPOB:
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Mapametp Onucatue

extraction-api -> extraction-api IP-azgpec u mopT cepBsepa
findface-extraction-api.

limits -> body-image-length MaxkcumasbHBIIT pasmep B OaiiTax M300parKeHus,

nepengasaemoro depes API-zampoc.

IIyts B WebDAV nginx, mo KoTopomMy B KOMIIO-
neaT findface-upload OyayT OTHPABJIATHCS WC-
XOJHBIE N300parKeHNsI, MUHHATIOPbI U HOPMAaJIH30-
BaHHbIE U300ParKeHUsI JIUII.

storage-api -> shards -> master [P-aspec dbusnyaeckoro cepBepa ¢ MacTEpPOM Iapia
findface-tarantool-server.

normalized-storage -> webdav -> upload_url

storage-api -> shards -> slave IP-anpec dusmyeckoro cepsepa ¢ peIINKON Iapia
findface-tarantool-server.

11.1.3 findface-tarantool-server

Cepsuc findface-tarantool-server obecrieduBaeT B3anMoieiicTBrue Mexkty cepucom findface-sf-api u
buomeTpudecKoit 6a30it manubix Tarantool ciemyrorum obpa3om:

Coset: Ilomgpobnee cMm. odunmanbayo gokyMenTanmio Tarantool.

e findface-tarantool-server mosy4daer or findface-sf-api jaHHble [JId 3an0UCH B 0a3y MaHHBIX
(mampumep, 06 OGHAPYYKEHHBIX JINIAX).

e [lo zampocy or findface-sf-api findface-tarantool-server BBIIOJIHSET TOUCK IO 6a3€e JAHHBIX U
BO3BpAIla€T €ro Pe3yJIbTaT.

Jtst yBemmdaeHnst CKOpOCTH TTOMCKA Ha KarKI0M cepBepe ¢ 6a30it manubix Tarantool MoryT ObITH CO3TaHBI MHO-
rOYHCJIEHHBIe cerMeHThl («Imapzpl» ) findface-tarantool-server. Ix mapasienbaoe QyHKIMOHUPOBAHIE
IPUBOJUT K 3HAYUTEILHOMY YBEJIMUEHUIO nponsBoauresibHocta (B 70-100 pas).

Ilonubrit crimcok dyHKIWMit:
e coxpaHeHUe JInI B 0a3y OMOMETPUYECKHX JIAHHBIX,
® BBINIOJIHEHNUE IIOUCKA 110 6a3e OMOMETPUYECKUX JIAHHBIX,

e peajM3alys IPAMBIX 3allPOCOB B a3y mamubix Tarantool (em. IIpamvie API-sanpoce % 6asze darmnvix
Tarantool).

Hacrpoitka xommonenTa findface-tarantool-server BbIMOSHsAETCA dUepe3 aitn koudurypamun /etc/
tarantool/instances.enabled/<shard-*>.1lua. B kiacrepHoit cpese daitn Kondurypamnun HacCTPaAnBaeTCs
OTJIEJIBHO JIJIsT KaXKJIOT0 MIap/ia.

-- Please, read the tarantool documentation at https://www.tarantool.io/en/doc/1.10/

box.cfg{
-- THIS IS NOT HTTP API PORT, it's for admin operations
listen = '127.0.0.1:32001',

--Directory to store data
vinyl_dir = '/opt/ntech/var/lib/tarantool/shard-001',
work_dir = '/opt/ntech/var/lib/tarantool/shard-001',

(continues on next page)
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memtx_dir = '/opt/ntech/var/lib/tarantool/shard-001/snapshots’,
wal_dir = '/opt/ntech/var/lib/tarantool/shard-001/xlogs’,

--Maximum mem usage in bytes
memtx_memory = 200 * 1024 * 1024,

checkpoint_interval = 3600%4,
checkpoint_count = 3,

--uncomment only if you know what you are doing!!! and don't forget box.snapshot()
-- wal_mode = 'none',

--if true, tarantool tries to continue if there is an error while reading a snapshot/xlog
—~files: skips invalid records, reads as much data as possible and re-builds the file
-- force_recovery = true,

}

pcall(function() box.schema.user.grant('guest', 'execute,read,write', 'universe') end)

dofile("/etc/findface-security/tnt_schema.lua")

-- host:port to bind, HTTP API

FindFace = require("FindFace")

FindFace.start("127.0.0.1", 8101, {
license_ntls_server="127.0.0.1:3133",
meta_indexes=meta_indexes,
meta_scheme=meta_scheme

b

TlompzoBaTennckast mactpoiika findface-tarantool-server BBIMOJHAECTCA C HCIOJIH30BAHUEM CJIEIYIOMIAX
11apaMeTpOB:

MNa- Onucaxne
pa-
MeTp
force| RicomenyT/OTK/IIOYaET ABTOMATHIECKOE BOCCTaHOB/IeHne 6a3bl jganubix Tarantool. Ecmu aBroma-
TUYECKOE BOCCTAHOBJIEHME JAHHBLIX BKJIOYEHO (true), KasKiplii pa3 npu BO3HUKHOBEHUU OIIMOKU
BO BpeMs urenus daitia .snap min .xlog, Tarantool monbrtaeTcs mpounTaTh KAK MOXKHO OOJIBIITE
nHdOpMaI U BOCCTAHOBUTH (pailsl, UTHOPUPYST ONTHIE 3AIUCH.
licenséPriipeseruepr cepsepa yunen3uposanus findface-ntls.

memtx_MdareyMabHBIN pa3Mep OIIEPATUBHOM MaMsITH B 0aiiTax, KOTOPBI MOXKET OBITH NCIIOJIH30BaH IIIap-
noM Tarantool. Ilepen n3menenmeM J1JaHHOrO IapamMeTpa 0OOPATUTECh K HAIIUM JKCIIEpTaM 33 KOH-
cyJsbTarmeii mo ajpecy support@ntechlab.com.

meta_s€hgmekTypa 6a3bl JAHHBIX JJIsI XpaHeHUsT OHOMeTpUIecKuX napamerpos. [Ipecrasisier coboit Ha-
6op moJIeit, 11 KayKJI0ro N3 KOTOPBIX YKa3bIBAIOTCH Cleyommue napaMeTpsl: id: id mosis, name: Ha-
3BaHMeE I10JIs1, JIOJIZKHO COBIAJIATH C HA3BAHUEM COOTBETCTBYIOIIErO mapameTpa Jnna, field_type:
Tun JaHHbIX, default: 3HAYEHNE [T0 yMOTYaHn0. Ke/in 3HAYeHNe 110 YMOTIAHUIO JIJTsT TIOJIst OOJIbIITe
‘leld — 1’, To ero cieyer 3amuChIBATh B BUIE CTPOKH, T. €. “123123” Bmecto 123123.

Crpykrypa 6a3bl TaHHBIX Hepejaercs u3 daiia /etc/findface-security/tnt_schema.lua B mapamerp
meta_scheme. [Togpobuee cm. Hamenenue cmpykmypo, 6uomempuueckoti 6a3vs 0GHHOLT .
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11.1.4 findface-upload

Kommnonent findface-upload npejcrasisier coboil Beb-cepsep Ha 6a3e WebDAV nginx, KoTopbiii HCTOIB3Y-
eTCsl JJIs XPAHEeHHs] UCXOIHBIX M300parkKeHui, MUHUATIOP ¥ HOPMAJIM30BAHHBIX M300parkeHuil s (1oJrydaer
ux or KomioHenTa findface-sf-api).

ITo ymomganuio ncxo/HbIe N300ParKEHNUsI, MUHAATIOPHI U HOPMAJIM30BaHHbIE N300PAXKEHUsT JIUI XPAHATCS B
karaJsiore /var/lib/ffupload/uploads/.

Kowmmonent findface-upload aBromarnvaeckn HacTpamBaeTcs Ipu ycTanoBke. HacTpoiika He mpemrycMOTpeHa.

11.1.5 Bupgeopetekuusa nuy: findface-video-manager n findface-video-worker

ITpumeuanme: Kommonenr findface-video-worker mocrabjsiercsi B nakerax ¢ yckopeamem na CPU
(findface-video-worker-cpu) u GPU (findface-video-worker-gpu).

B atom paspene:

Dyrruyuy findface-video-manager

Dynruuy findface-video-worker

e Hacmpotixa eudeodemexyuu auy,

Job-zadanusn

®yHkuun findface-video-manager

Cepsuc findface-video-manager siBJISIETCS YACTHIO MOJLYJIsI BUJICOJETEKIINH JIUIL U UCIOJIB3YETCs JIJIs HEIo-
CPEJICTBEHHOI'O yIIpaBJIEHUS JleTeKINell JINI, Ha BHUJEO.

Cepsuc findface-video-manager B3aumo/eiicrsyer ¢ findface-video-worker ciemyiomum o6pa3om:

e OGecrieunBaer findface-video-worker HACTPOHKAMEI U CIIMCKOM BHJICOMOTOKOB iJisi oOpaboTku. st
sroro oH Bblaer findface-video-worker Tak HasbiBaeMoe job-zadarue, 3a/1a4y Ha 0OpPabOTKY BHJIEO,
KOTOpasl COJEPXKUT IIapaMeTPhl KOH(MDUI'YPAIIUU U CBEJIEHUsI O BUIEOIIOTOKE.

e B pacmpenieneHHON cucTeMe pacipeensdeT BUICOTOTOKN (job—3a;:aHI/I51) 110 CBOOOIHBIM SK3EMILISTPAM
findface-video-worker.

IIpumeuanue: [lapamerpnl KoHbUrypaum, nepejaBaeMbie Yepe3 job-3a/1aHust, UMEIOT OOJIBIIUIl TPUOPHU-
TeT, YeM aHAJOIHYHbIe apaMeTps! B daitie kondurypanun findface-video-manager.

s paborer findface-video-manager tpebyercs ycranomiennbiii cepsuc ETCD. ETCD unpencras-
JisieT coboil cTopoHHee TPOTpPaMMHOE OOecIeveHrne, Pean3yolnee pacipeaeeHHoe XPAHUINIIE KIodei
findface-video-manager. Vcnonb3yeTca B KadecTBe KOOD/JMHAIIMOHHON CIIy»KOBI B PacIpeseIeHHON cu-
creme, obecriednBasi OTKa30yCTONINBOCTD PAOOTHI BUJIEOIETEKTOPA, JIAII,

Tlonmbrit ciimcok dynknmit findface-video-manager:

e KoH(MUIYypHUPOBaHUE TAPAMETPOB BUIEOIETEKTOPA JIHII,

244 Fnasa 11. Mpunoxexus



FindFace Security, Boinyck 4.3

e yIpaB/ieHUE CIIMCKOM BUJICOMTOTOKOB JIjIs 0OpabOTKH,

e yIIpaBJIeHUE BUJEO/IETEKINEN JINII.

dyHkyun findface-video-worker

Kowmmonent findface-video-worker (mim findface-video-worker-gpu) sIBAsSIETCS 9aCTBIO MOJYJIsI BU-
JIEOTETEKIINN JIUIL U CIIY?KUT JJIsl OOHADY KEHUsI JIAI <Ha JIeTy» B BHIEONOTOKe min Buueodaitite. On mom-
JIEPZKUBAET OOJIBIIUHCTBO BAIEODOPMATOB U KOIEKOB, KOTOPBIE MOI'YT OBITH AeKonuposansl FEmpeg.

CepBuc findface-video-worker B3ammogeiictByer ¢ cepBucamu findface-video-manager u
findface-facerouter cieayomuM 06pPa3oOM:

e ITo 3anpocy findface-video-worker nomy4aer or findface-video-manager job-3ananue ¢ HacTpOii-
KaM¥ U CIIHCKOM BHUJIEOIIOTOKOB J1jisi 0OPabOTKHY.

e Cepsuc findface-video-worker oTIpaBJIseT MOy I€HHbIE HOPMATU30BaHHBIE M300PAKEHNUsI JIUIL BMe-
CTe C MOJHBIMHU KaJ[pAMU U METaJAaHHBIMU, TAKUMU KAaK PaMKa BOKDYT Juia, ID kamepsl u Bpems
nereknuu, B cepBuc findface-facerouter s majbHeinier 06pabOTKH.

IIpumeuanne: B FindFace Security ¢ynknun findface-facerouter BbLIIOJHSIOTCH CEPBHCOM
findface-security.

Tlonnsrit ciimcox dynknumii findface-video-manager:

e OOHapy»KeHue JIUI] Ha BUJEO,

e U3BJIEUEHNE HOPMAJM30BAHHBIX N300paKEHUHN JIUIL,

® TIOWCK HAWJIYUIIEro N300paskKeHus JINIa,

® JIeJIyIUIMKAIS KAJPOB C JIMIOM (TOJIBKO OJIMH KaJIp Ha KayKJ0e COObITHE PACIO3HABAHMUS JIUIIA).
IIpu obpaborku Bugeo findface-video-worker mocjeq0BaTEbHO UCIOIB3YET CJIEIYIOIINE AJITOPUTMBIL:

e JleTekTOop mBuXeHUA. J[aHHBIN aJrOPUTM MO3BOJISIET CHU3UTH HOTPEOJIEHHE PECYPCOB, HMOCKOJDKY Je-
TEKTOP JIUIL BKJIIOYAeTCA TOJIbKO II0 JBUKEHUIO B KaJipe.

e JleTexTop nun. AJITOPUTM JIETEKTUPYET, OTCICKUBACT U 3aXBATHIBACT JINIA Ha BUeo. Moxker paborarh
OJHOBPEMEHHO C HECKOJBKUMHU JINIaMu B Kajape. C IMOMOIIBIO0 BCTPOEHHOI HEHPOHHON CETH BBIMOIHSIET
TIONCK KaJIpa € JIYIINM H300parkKeHueM jura. Kak ToJbKo JIydiiee n300paskeHne HaiIeHo, OTIPABIISET
ero B koMitoHeHT findface-facerouter.

Ilox60p Jsrydrero n306paskeHust JIUIA MOXKET OBITh BBITTOJHEH B OJIHOM U3 CJIEYIONINX PEYKUMOB:
e Pexxum peasibHOrO BpeMeHH

e Bydepunrit pexxum

Pe>xxum peanbHoro spemeHu

B pexume peasbroro Bpemenu findface-video-worker HaUMHAET OTIPABJISATH M300PAXKEHUsI JIUIA B KOM-
nonenT findface-facerouter ma JeTy mocje MOSBJEHUS JIUIA B TOJIe 3pEHUS BUJIEOKAMepHI. J[oCTymHBI
caeyronue omryu ornpasku (cM. /etc/findface-video-manager.conf u Jlobusaenue Kamepo.):

e Ecian napamerp realtime_post_every_interval: true, JIeTEKTOD JIAI[ BBIOMpAET JIyYINU{ KaJp B
Te4eHHe KaxKJI0I'0 U3 II0CJIE/I0BATE/IbHBIX IIPOMEXKYTKOB BPDEMEHH, PaBHBIX realtime_post_interval,
u orupasider ero B findface-facerouter.
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e Eciu realtime_post_every_interval: false, geTeKTOD JIUI[ BEIOUPAET JIydlllee H300parkKeHUe JIUIA

JMHaAMHUYICeCKHU:

1. Cragaja oreHMBaETCS KAYeCTBO M300parKeHus Jiniia. FCIn OHO MPEBBIIIAET HEKOE IIPEyCTaHOB-
JIEHHOe TIOPOroBOe 3HadeHue, TO JUIOo oTnpasidercd B findface-facerouter.

2. Tlopor moBbINaeTcs mocie Kazk 10l oTripaBKu nu3obparkenus jnra B findface-facerouter. Kax-
JBII pa3, Korja JEeTeKTOp JINIL MOJIydaeT M300paskeHue TOro Ke JIAIA JIydIIero KadecTBa, OHO

OTIIPpAaBJIACTCH.

3. HpI/I HNCYE3HOBCHUU JINIa U3 IIOJIAd 3PpEHUA BHIACOKAMEPBbI CHOBa YCTaHaBJIHNBAECTCA IIOPOTOBOE 3Ha-

YEeHUE 110 YMOJI9aHUIO.

e Ecin realtime_post_first_immediately: true: /eTeKTOp JIUI[ OTUPABJSET IEPBOE JIUIO U3 TPe-
Ka cpa3dy IoCJie TOro, KaK OHO HIPOHeT dUepe3 (DUILTPHI KAUeCTBA, pa3Mepa U PErvoHa 3axBaTa
(ROI), me noxkumasch OKOHYAaHUs IEpBOro realtime_post_interval B pexuMe DeabHOIO Bpe-
venn. Crocob OTHPABKU IMOCJIEIYIONNX N300PaKeHUl JIUIA 3aBUCHT OT YCTAHOBJIEHHOTO 3HAYUEHUS
realtime_post_every_interval. Eciu realtime_post_first_immediately: false, ieTeKTOp JIHI]
OTIIPABJIAET IIEPBOE JIUIIO IIOCJIe OKOHYaHUA epBOro realtime_post_interval.

BydepHbliii pexxum

Bydepnsriit pexkum Tpedbyer MeHbIMiT 06bEM JUCKOBOTO IPOCTPAHCTBA [0 CPABHEHUIO ¢ PEXKUMOM PEaIbHOTO
BPEMEHH, IIOCKOJIbKY JIJId KaKJoro Jjuna KoMioHeHT findface-video-worker oTmpaBisgeT TOJBKO OJHO
n300pakeHne u3 TPeka, HO HAUBBICIIETO Ka9eCTBA.

BydepHubiii pexxuM BKIOUaeTcs depes napamerp overall_only (cM. /etc/findface-video-manager. conf
u Jlobasaenue Kamepo).

Hacrpoiika Bugeogerekunu nuy,

Hacrpoiika Buieo/ieTekTOpa JIUI] BBIIOJHAETCS depe3 cieytoriue hailabl KOHDUrypau:

1. ®aitn kouduryparnuu koMmnonenra findface-video-manager /etc/findface-video-manager.conf:
listen: :18810
etcd:
endpoints: 127.0.0.1:2379
dial_timeout: 3s
kafka:
enabled: false
endpoints: 127.0.0.1:9092
master:
lease_ttl: 10
self _url: 127.0.0.1:18811
self _url_http: 127.0.0.1:18810
rpc:
listen: 127.0.0.1:18811
heart_beat_timeout: 4s
router_url: http://127.0.0.1:18820/v0/frame
exp_backoff:
enabled: false
min_delay: 1s
max_delay: 1mOs
factor: 2
flush_interval: 2mOs
ntls:
(continues on next page)
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enabled: false

url: http://127.0.0.1:3185/

update_interval: 1mOs
prometheus:

jobs_processed_duration_buckets:

-1

- 30

- 60

- 500

- 1800

- 3600

- 21600

- .inf
job_scheduler_script: ""
stream_settings:

ffmpeg_params: []

md_threshold: 0.002

md_scale: 0.3

fd_frame_height: -1

uc_max_time_diff: 30

uc_max_dup: 3

uc_max_avg_shift: 10

det_period: 8

realtime: false

npersons: 4

disable_drops: false

tracker_threads: 4

parse_sei: false

image_arg: photo

additional_headers: []

additional_body: []

api_timeout: 15000

api_ssl_verify: true

post_uniq: true

min_score: -2

min_d_score: -1000

realtime_dly: 500

realtime_post_perm: false

rot: ""

roi: ""

draw_track: false

send_track: 0O

min_face_size: 0O

max_face_size: 0

overall: true

only_norm: false

max_candidates: O

jpeg_quality: 95

ffmpeg_format: ""
stream_settings_gpu:

play_speed: -1

filter_min_quality: 0.45

filter_min_face_size: 1

filter_max_face_size: 8192

normalized_only: false

jpeg_quality: 95

(continues on next page)
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overall_omnly: false
use_stream_timestamp: false

ffmpeg_params:

(]

router_timeout_ms: 15000
router_verify_ssl: true

router_headers:

router_body:

1

start_stream_timestamp: O
imotion_threshold: 0

rot:
roi. nn

realtime_post_interval: 1
realtime_post_every_interval: false

ffmpeg_format:

disable_drops: false
router_full_frame_png: false
router_disable_normalized: false
crop_fullframe_rot: false
realtime_post_first_immediately: false

Ilonb3oBaTesnbckas HacTpoiika findface-video-manager BBIIOIHSIETCS C MCIIOJIb30BAHUEM CJle-
AYIOMUX IapaMeTPOB:

Onuus Onucanue

etcd -> | IP-axgpec u opt cepBuca etcd. 3HadeHnue 1o ymodanu: 127.0.0.1:2379.

endpoints

ntls -> | Ecin true, komnonent findface-video-manager ornpasiisieT B KOMIIOHEHT

enabled findface-video-worker 3aj/iaHus TOJHKO HA OOPAOOTKY TOTO KOJUIECTBA,
BHIEOKAMED, KOTOPOE YKA3aHO B JINIIEH3UU. 3HAYEHNe 110 yMoT4aHuto: false.

ntls -> url IP-agpec u nopr cepeepa findface-ntls. 3Hadenne o ymMoa9anuio: http:/

/127.0.0.1:3185/

router_url

IP-agpec u nopr cepBepa findface-facerouter, KOTOpHIi TOJyIaeT OOHA-
pykennbie jmna u3 findface-video-worker. B FindFace Security dyukiun
findface-facerouter BoimosHsSeT KOMIOHeHT findface-security. 3uade-
HUe 110 yMoJdanuio: http://127.0.0.1:18820/v0/frame.

Brbr Tak:ke mMoxKeTe MCIIOIB30BATDH cieayrmomuyue 1mapaMeTpbl:

IIpumeuanue:

B paznerne ¢aitia stream_settings-gpu Bbl HaiijileTe HACTPOUKH, OOIIHE

7SI BceX BUEOmoTOKOB. HacTpoiikum B mammom pazaene paboraior kak B GPU, tak m CPU-
kouduryparuu. HacTpoiiku ompenesieHHOrO MOTOKA, MepPeJaHHble B job-3a1aHnn, MMET IPHO-
purer HaJ[ HAcTpoilkaMmu B (aiisie Kouduryparuu (cMm. Job-szadanus).

ITpumeuanme: Pazjen stream_settings daiina ycrapea u HeOOXOIUM TOJIBKO JIsi 00paTHON

COBMECTHUMOCTH.
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Onuus

OnucaHue

crop_fullfny

Ao Th oTHpaBisieMble nosable Kaiapbl 10 ROT (peruony orciexkupanust).
3uadenue 1o ymosrdanmio: false.

disable_drqg

pBxiouaer/oTKI09aeT  OTHpaBky B KoMmmnonent findface-facerouter
BCEX  NOAXOAAIMUX  Jjmi 0e3  mpomyckoB. [lo  ymosganumio,  ecin
findface-video-worker me oOJiamaeT JOCTATOYHBIMU PECypCcaMu JJIst 00-
paboTKU BCEX KaJIPOB C JIUIAMHU, OH OTOpachbIBaeT HEKOTOpble u3 HuUX. Kciam
JlaHHad olus akTuBHA, findface-video-worker nomemniaer JUIIHUE Ka/JIPbI B
odepeib, 4TOObI 00pabOTaTh UX BIIOC/IEICTBUU. JHAYEHUE 110 yMOT4aHuto: false.

ffmpeg_form

atlepenaer dpopmar FFMPEG (mxg, flv u 7. 1.), ecain oH He MOXKeT OBITH aBTO-
MATUYECKHU OIPEIETICH.

ffmpeg_param&nucok ffmpeg-napamMerpoB BHIEONIOTOKA CO 3HAYEHHSIMU B BHJE MAaCCHBA

KJoY=3HaueHue: [‘rtsp _transpotr=tcp”, .., “ss=00:20:00”]. ITosmuplii crincok na-
pamerpoB Ha caiite FFMPEG. 3HaueHne 110 yMoJYaHWIO: IIapaMeTPhl HE yKa-
3aHBbI.

filter_max_|

f QepesiezBieT MAKCHMAJILHBIN pa3Mep JINIa B MUKCeIsX. JIuma 60bImero pasme-
pa He OTHPABJLIOTCA. 3HaYeHue 110 yMordanuo: 0 (buiIbTp BBIKIIOYEH).

filter_min

_f QuepeayiezeieT MUHIMAJIBLHBIN pa3Mep JINIA B MUKCEsIX. JInia MeHbIIero pasmepa

HE OTHPABJSIOTCA. 3HadeHue 10 ymourdanuio: 0 (buabrp BHIKIIOYEH).

filter_min_|

qidiayraIbHOE TIOPOrOBOE 3HAYEHNE KAavYeCcTBa N300parkeHusl JIUIa. SHAYEHHE 10
ymouraanuio: 0.45. He mensiiite 3Hadenne 1o yMordanuio 0e3 IpeIBapuTeIbHOM
KOHCYJIBTAIMU ¢ HAIIUMM TeXHUIeCKuMu 3kcnepramu (support@ntechlab.com).

imotion_thi|

edfwidva bHas MHTEHCHBHOCTD JIBHKEHUs, KOTOpas Oy/IeT perucTrpupoBaThCH
JIETEKTOpOM JiBUKeHusi. [loporoBoe 3HateHne orpeiesseTcs SMIupuiecku. Pe-
nepubie Touku: 0 = merekTop BhIKIIOUeH, 0.002 = 3HAYEHWE MO YMOJYAHUIO,
0.05 = MUHUMAaJIbHAS WHTEHCUBHOCTH CJIMIIKOM BBICOKA, 9TOOBI 3aPErUCTPUPO-
BATH JIBUYKEHIE.

jpeg_qualit

yKauecrBo cxxkarua ucxognoro kagpa B JPEG. 3uauenue no ymorganuo: 95 %
OT UCXOJHOTO pa3Mepa.

normalized |

oBkyriouaer/OTKIII0OYAET OTIIPABKY TOJIBKO HOPMAIM30BAHHBIX JIAL] 0€3 UCXOHBIX
KaJIpOB. 3HaUeHue 10 yMoJdaHuio: false.

overall_onl

vBydepubiit pexkum. OTOPaBIATH JJis JUNA OJUH KAJIP HAUIYUIIEr0 Ka4eCTBa.
3HadeHne o yMOJTIaHuIo: true.

play_speed

Ecnu menbie Hysis, TO CKOPOCTH HE OIPAHUYUBAETCS. B OCTAJIBHBIX CJIydasX
IIOTOK YUTAETCH CO CKOPOCThIO play_speed. He npumennmo 11t MOTOKOB € Ka-
Mep BUIEOHAOIIOICHMSI.

realtime_pg

soememy1ia tperralia peaJbHOrO BpeMeH!. BKiIlouaeT OTIpaBKy JIydIlnero Kaapa
B TeUeHWe rnepuoma BpeMeHun realtime_post_interval. Ecmu false, mywmmit
K&JIp WINETCs JIAHAMUYECKN B IMOPHAJKE BO3PACTAHUS KA4eCTBA. JHAYEHUE IO
yMorganuio: false.

realtime_pqg

sOrfiirstdmmediat €bp3y 1ocse ero MOsIBIEHUs B II0JI€ 3PEHUs] BUJIEOKAMEPDI
(pexkuM peasbHOro BpeMeHH). 3Hadenue 1no ymosrdanuio: false.

realtime_pg

stoimeeruat pe:xnma peasbHOro BpeMeHu. llepmos BpemeHu B ceKyHIaX, B Te-
YeHHe KOTOPOro JIETEKTOP JIUI] BEIONPAET JIydInuil Kajp U3 TPeKa U OTIPABJISET
ero B KoMmroneHnT findface-facerouter. 3nadenue 110 ymMosrdanuio: 1.

router_body

Maccus gononHuTe/bHbIX noJieit B POST-3amnpoce ¢ n3obpakeHuem Jmi@a B
dopmare [‘kmou=3nauenne”|. Ilo yMOJIaHUIO IOMOJHUTENbHBIE TI0JS HE Ie-
pelaroTCs.

roi Brurrouaer ornpasky #Ha CepBep Juil, 0OHADYKEHHBIX TOJBKO BHYTPHU UHTEPE-
cytomeit obsractu WxH-+X+Y. Tlo ymonuanuio o61acTb He 3a/aHa.
rot Bxiouaer merekTMpoBaHWE W OTC/IEXKUBAHUE JIMIL TOJBKO BHYTDH 3aJIaHHON

upsimoyrosibHoit obactu WxH-+X+Y. Mcnonp3yiiTe HaHHYIO ONIUIO, ITOOBI
YMEHBINTh Harpy3ky Ha findface-video-worker. Ilo ymosdanuro obsactb
He 3aJ]aHa.

11.1.

outer, disdab
O pO0OHO O

H;onmmﬂmz&dﬂbKo TIOJIHBIE KaJIPbl 0€3 HOPMaJIM30BAHHBIX M300parKeHui. e
KOMMNOHe
BKmoanTe 3TOT ITapaMeTp, He II0OCOBETOBABIINCH C HAIllell KOMaHJIOU, TaK Kak
OH MOKET IMOBJIUSATH Ha paboTy Beell cucrembl. 3HadeHne 10 ymoadanuio: false

(OTHpaBKa KaK ITOJIHBIX Ka/JIPpOB, TaK 1 HOPMaJIN30BaHHBIX I/1306pa}K€HI/IIU/I).

router full

OrmmenoneTs ToaabLIe Kandihl B bopviate PNG . a e 8 bopvaTte JPEG . kak veTa-
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1. Ecom Bol BeiOpasm naker findface-video-worker-cpu ¢ yckopenuem na CPU, wucrosbsyiite daiin
koudurypamnun /etc/findface-video-worker-cpu.ini:

## read streams from file, do mot use VideoManager
## type:string env:CFG_INPUT longopt:--input
input =

## exit on first finished job, only when --input specified
## type:bool env:CFG_EXIT_ON_FIRST_FINISHED longopt:--exit-on-first-finished
exit_on_first_finished = false

## batch size
## type:number env:CFG_BATCH_SIZE longopt:--batch-size
batch_size = 4

## http server port for metrics, 0=do not start server
## type:number env:CFG_METRICS_PORT longopt:--metrics-port
metrics_port = 0

## resize scale, 1=do not restize
## type:double env:CFG_RESIZE_SCALE longopt:--resize-scale
resize_scale = 1.000000

## maxzimum number of streams
## type:number env:CFG_CAPACITY longopt:--capacity
capacity = 10

## command to obtain videomanager's grpc ip:port
## type:string env:CFG_MGR_CMD longopt:--mgr-cmd
mgr_cmd =

## wvideomanager grpc ip:port
## type:string env:CFG_MGR_STATIC longopt:--mgr-static
mgr_static = 127.0.0.1:18811

## ntls server ip:port
## type:string env:CFG_NTLS_ADDR longopt:--ntls-addr
ntls_addr = 127.0.0.1:3133

## debug: save faces to dir
## type:string env:CFG_SAVE_DIR longopt:--save-dir
save_dir =

## minimum face size
## type:number env:CFG_MIN_FACE_SIZE longopt:--min-face-size
min_face_size = 60

## preinit detector for specified resolutions: "640x480;1920x1080"
## type:string env:CFG_RESOLUTIONS longopt:--resolutions
resolutions =

## worker labels: labels = k=v;group=enter
## type:string env:CFG_LABELS longopt:--labels
labels =

## use timestamps from SEI packet
## type:bool env:CFG_USE_TIME_FROM_SEI longopt:--use-time-from-set
use_time_from_sei = false

(continues on next page)

250 Fnasa 11. Mpunoxexuns



FindFace Security, Boinyck 4.3

(mpomosKeHre ¢ NpeAbLAyIeil CTPAHHIb)

## reader frame buffer size
## type:number env:CFG_FRAME_BUFFER_SIZE longopt:--frame-buffer-size
frame_buffer_size = 128

## skip count
## type:number env:CFG_SKIP_COUNT longopt:--skip-count
skip_count = 2

## streamer/shots webserver port, 0O=disabled
## type:number env:CFG_STREAMER_PORT longopt:--streamer-port
port = 18999

## streamer url - how to access this worker on streamer_port
## type:string env:CFG_STREAMER_URL longopt:--streamer-url
url = 127.0.0.1:18999

## path to liveness fnk
## type:string env:CFG_LIVENESS_FNK longopt:--liveness-fnk
fnk =

## path to mormalization for liveness
## type:string env:CFG_LIVENESS_NORM longopt:--liveness-norm
norm =

## liveness internal algo param
## type:double env:CFG_LIVENESS_INTERVAL longopt:--liveness-interval
interval = 1.000000

## liveness internal algo param
## type:number env:CFG_LIVENESS_STDEV_CNT longopt:--liveness-stdev-cnt
stdev_cnt = 1

## use shared decoder for imotion (experimental)
# type:bool env:CFG_IMOTION_SHARED_DECODER longopt:--imotion-shared-decoder
shared_decoder = false

## posting faces threads
## type:number env:CFG_SEND_THREADS longopt:--send-threads
threads = 8

## posting faces mazimum queue size
## type:number env:CFG_SEND_QUEUE_LIMIT longopt:--send-queue-limit
queue_limit = 256

(continues on next page)
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## interpolate undetected bbozes in track
## type:bool env:CFG_TRACKER_INTERPOLATE_BBOXES longopt:--tracker-interpolate-bbozes
interpolate_bboxes = true

## maz face miss duration, sec
## type:double env:CFG_TRACKER_MISS_INTERVAL longopt:--tracker-miss-interval
miss_interval = 1.000000

## overlap threshold
## type:double env:CFG_TRACKER_OVERLAP_THRESHOLD longopt:--tracker-overlap-threshold
overlap_threshold = 0.250000

## path to pedestrian detector fnk
## type:string env:CFG_MODELS_BODY_DETECTOR longopt:--models-body-detector
body_detector =

## path to detector fnk
## type:string env:CFG_MODELS_DETECTOR longopt:--models-detector
detector = /usr/share/findface-data/models/facedet/cheetah_fast.cpu.fnk

## path to quality fnk
## type:string env:CFG_MODELS_QUALITY longopt:--models-quality
quality = /usr/share/findface-data/models/faceattr/quality.vl.cpu.fnk

## path to morm for quality fnk
## type:string env:CFG_MODELS_NORM_QUALITY longopt:--models-norm-quality
norm_quality = /usr/share/findface-data/models/facenorm/bee_fast.cpu.fnk

## path to nmorm200 fnk, for face send
## type:string env:CFG_MODELS_NORM_200 longopt:--models-norm-200
norm_200 =

## path to morm_crop2z fnk, for face send
## type:string env:CFG_MODELS_NORM_CROP2X longopt:--models-norm-crop2c
norm_crop2x = /usr/share/findface-data/models/facenorm/crop2x.v2_maxsize400.cpu.fnk

## path to cache directory
## type:string env:CFG_MODELS_CACHE_DIR longopt:--models-cache-dir
cache_dir = /var/cache/findface/models_cache

Ecau Bol Boibpasm naker findface-video-worker-gpu c yckoperunem Ha GPU, ucrosbsyiite daiin
koudurypanun /etc/findface-video-worker-gpu.ini.

## cuda device number
## type:number env:CFG_DEVICE_NUMBER longopt:--device-number
device_number = 0

## apply getprop patch
## type:bool env:CFG_PATCH_GETPROP longopt:--patch-getprop

(continues on next page)
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patch_getprop = false

## read streams from file, do not use VideoManager
## type:string env:CFG_INPUT longopt:--input
input =

## exit on first finished job, only when --input specified
## type:bool env:CFG_EXIT_ON_FIRST_FINISHED longopt:--exit-on-first-finished
exit_on_first_finished = false

## batch size
## type:number env:CFG_BATCH_SIZE longopt:--batch-size
batch_size = 8

## http server port for metrics, 0=do not start server
## type:number env:CFG_METRICS_PORT longopt:--metrics-port
metrics_port = 0

## resize scale, 1=do not restize
## type:double env:CFG_RESIZE_SCALE longopt:--resize-scale
resize_scale = 1.000000

## maxzimum number of streams
## type:number env:CFG_CAPACITY longopt:--capacity
capacity = 30

## command to obtain videomanager's grpc ip:port
## type:string env:CFG_MGR_CMD longopt:--mgr-cmd
mgr_cmd =

## wvideomanager grpc ip:port
## type:string env:CFG_MGR_STATIC longopt:--mgr-static
mgr_static = 127.0.0.1:18811

## ntls server ip:port
## type:string env:CFG_NTLS_ADDR longopt:--ntls-addr
ntls_addr = 127.0.0.1:3133

## debug: save faces to dir
## type:string env:CFG_SAVE_DIR longopt:--save-dir
save_dir =

## minimum face size
## type:number env:CFG_MIN_FACE_SIZE longopt:--min-face-size
min_face_size = 60

## preinit detector for specified resolutions: "640x480;1920x1080"
## type:string env:CFG_RESOLUTIONS longopt:--resolutions
resolutions =

## worker labels: labels = k=v;group=enter
## type:string env:CFG_LABELS longopt:--labels
labels =

## use timestamps from SEI packet
## type:bool env:CFG_USE_TIME_FROM_SEI longopt:--use-time-from-sei

(continues on next page)
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use_time_from_sei = false

## reader frame buffer size
## type:number env:CFG_FRAME_BUFFER_SIZE longopt:--frame-buffer-size
frame_buffer_size = 128

## skip count
## type:number env:CFG_SKIP_COUNT longopt:--skip-count
skip_count = 0

## streamer/shots webserver port, 0O=disabled
## type:number env:CFG_STREAMER_PORT longopt:--streamer-port
port = 0

## streamer url - how to access this worker on streamer_port
## type:string env:CFG_STREAMER_URL longopt:--streamer-url
url = 127.0.0.1:9999

## path to liveness fnk
## type:string env:CFG_LIVENESS_FNK longopt:--liveness-fnk
fnk =

## path to mormalization for liveness
## type:string env:CFG_LIVENESS_NORM longopt:--liveness-norm
norm =

## liveness internal algo param
## type:doudble env:CFG_LIVENESS_INTERVAL longopt:--liveness-interval
interval = 1.000000

## liveness internal algo param
## type:number env:CFG_LIVENESS_STDEV_CNT longopt:--liveness-stdev-cnt
stdev_cnt = 1

## use shared decoder for imotion (experimental)
## type:bool env:CFG_IMOTION_SHARED_DECODER longopt:--imotion-shared-decoder
shared_decoder = false

## posting faces threads
## type:number env:CFG_SEND_THREADS longopt:--send-threads
threads = 8

## posting faces mazimum queue size
## type:number env:CFG_SEND_QUEUE_LIMIT longopt:--send-queue-limit

(continues on next page)
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queue_limit = 256

## interpolate undetected bbozes in track
## type:bool env:CFG_TRACKER_INTERPOLATE_BBUXES longopt:--tracker-interpolate-bbozes
interpolate_bboxes = true

## maxz face miss duration, sec
## type:double env:CFG_TRACKER_MISS_INTERVAL longopt:--tracker-miss-interval
miss_interval = 1.000000

## overlap threshold
## type:double env:CFG_TRACKER_OVERLAP_THRESHOLD longopt:--tracker-overlap-threshold
overlap_threshold = 0.250000

## path to pedestrian detector fnk
## type:string env:CFG_MODELS_BODY_DETECTOR longopt:--models-body-detector
body_detector =

## path to detector fnk
## type:string env:CFG_MODELS_DETECTOR longopt:--models-detector
detector = /usr/share/findface-data/models/facedet/cheetah_fast.gpu.fnk

## path to quality fnk
## type:string env:CFG_MODELS_QUALITY longopt:--models-quality
quality = /usr/share/findface-data/models/faceattr/quality.vl.gpu.fnk

## path to morm for quality fnk
## type:string env:CFG_MODELS_NORM_QUALITY longopt:--models-norm-quality
norm_quality = /usr/share/findface-data/models/facenorm/bee_fast.gpu.fnk

## path to nmorm200 fnk, for face send
## type:string env:CFG_MODELS_NORM_200 longopt:--models-norm-200
norm_200 =

## path to morm_crop2z fnk, for face send
## type:string env:CFG_MODELS_NORM_CROP2X longopt:--models-norm-croplc
norm_crop2x = /usr/share/findface-data/models/facenorm/crop2x.v2_maxsize400.gpu.fnk

## path to cache directory
## type:string env:CFG_MODELS_CACHE_DIR longopt:--models-cache-dir
cache_dir = /var/cache/findface/models_cache

## decode video on cpu
## type:bool env:CFG_VIDEO_DECODER_CPU longopt:--video-decoder-cpu
cpu = false

IMTonb3oBarensckas HacTpoiika findface-video-worker na CPU/GPU Bbinosmsiercst ¢ HCIOIB30Ba-
HIEM CJIeIYOIINX apaMeTPOB:
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CPU \ GPU Onucaxne

capacity MaxkcumasbHOe KOJITIECTBO BHUIEOIOTOKOB, 006pabaThIBaEMBbIX
findface-video-worker.
H/u cpu IIpu meobxommmocTy gekoauposarh Buaeo Ha CPU.

H/u device_niheep ucmosbzyemoro GPU-ycrpoiicrsa.

exit_on_first_fiffimhad eciu ykaszan input) Boiiitu nocie 3aBepiienus nepsoro job-3ananusi.

input O6pabarbiBaTh BHJIEONOTOKU U3 (ailjia, UTHOPUPYs JaHHbIE IIOTOKOB, ITOCTYIIa~
romue oT findface-video-manager.

labels Merku, ucmonb3yembie jist NpuBsS3Ku dk3eMmivigpa findface-video-worker k
ompejiesientoit rpymnmne kamep. Cm. [lpusaska epynnot kKamep K IK3EMNAADY
findface-video-worker.

liveness -> Iyrs k gerexropy orcusoir Jjur (Liveness).

fnk

liveness -> IIyTh K HOPMAJIU3ATOPY, UCIOJbL3YEMOMY B neTekTope ocucuir iy (Liveness).

norm

mgr-cmd Komanya jyia nonyvenus: IP-anpeca komnonenra findface-video-manager (om-
[MOHAJIBHO BMECTO mgr-static).

mgr-static IP-agpec  cepsepa  findface-video-manager, KOTODBII  OOECIIEINBAET
findface-video-worker HaCTpOHKAMM ¥ CIHCKOM BHJEOIIOTOKOB I 00-
paboTKm!.

min_face_size | MuHuMaIbHBIN 0OHADYKUBAEMBII pa3Mep JIAIA.

ntls-addr IP-anpec u nopt cepsepa findface-ntls.

resize_scale MacmmrabupoBaTh BUIEOKAIPHI C 33 JAHHBIM KOI(DOUITIEHTOM.

save_dir (s ornagku) CoxpansaTb OOHAPYKEHHBIE JIUIA B 33 JaHHBIA KATAJIOT.

streamer -> IP-agpec u mopr a71 moctyna K sudeocmene.

port, url

Job-3apanus

Cepsuc findface-video-manager Boimaer findface-video-worker Tak Ha3blBaeMoe job-3ajiaHue, 3a1a9y
Ha 00paboTKy BHIE0, KOTOPas COJIEPKUT IapaMeTPhl KOH(MUTYypaIllUU U CBEJIEHUs O BUJIEOIIOTOKE.

CymectByer 2 Tura job-3a1aHmnii:

e KamMmepa:

curl http://127.0.0.1:18810/job/ffsec-camera:22 | jq

{
"id": "ffsec-camera:22",
"enabled": true,
"stream_url": "rtsp://ntech:!Ntech110172.20.77.33:654/000000010000babe0000accc8e9e3ab8/1live
n

"labels": {3},
"router_url": "http://127.0.0.1/video-detector/frame",
"single_pass": false,
"stream_settings": {
"ffmpeg_params": [],
"md_threshold": 0.002,
"md_scale": 0.3,
"fd_frame_height": -1,
"uc_max_time_diff": 30,
"uc_max_dup": 3,
"uc_max_avg_shift": 10,
"det_period": 8,

(continues on next page)
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"realtime": false,
"npersons": 4,
"disable_drops": false,
"tracker_threads": 4,
"parse_sei": false,
"image_arg": "photo",
"additional_headers": [],
"additional_body": [],
"api_timeout": 15000,
"api_ssl_verify": true,
"post_uniq": true,
"min_score": -2,
"min_d_score": -1000,
"realtime_dly": 500,
"realtime_post_perm": false,
"rot": "",
"roi": "",

"draw_track": false,

"send_track": O,

"min_face_size": 0,

"max_face_size": O,

"overall": true,

"only_norm": false,

"max_candidates": O,

"jpeg_quality": 95,

"ffmpeg_format": ""
}’
"stream_settings_gpu": {

"play_speed": -1,

"filter_min_quality": 0.45,

"filter_min_face_size": 1,

"filter_max_face_size": 8192,

"normalized_only": false,

"jpeg_quality": 95,

"overall_only": false,

"use_stream_timestamp": false,

"ffmpeg_params": [],

"router_timeout_ms": 15000,

"router_verify_ssl": true,

"router_headers": [

"Authorization=Token 7db297c4107518b52b4e2195b72c5947"

1,

"router_body": [1,

"start_stream_timestamp": O,

"imotion_threshold": O,

"rot": "",

"roi": "",

"realtime_post_interval": 1,

"realtime_post_every_interval": false,

"ffmpeg_format": "",

"disable_drops": false,

"router_full_frame_png": false,

"router_disable_normalized": false,

"crop_fullframe_rot": false,

"realtime_post_first_immediately": false

(continues on next page)
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"status": "INPROGRESS",
"status_msg": "",
"statistic": {

"processed_duration": 5729.5728,

"faces_posted": 43,

"faces_failed": O,

"faces_not_posted": O,

"processing_fps": 15.589469,

"frames_dropped": O,

"frames_processed": 87121,

"frames_imotion_skipped": O,

"decoding_soft_errors": O,

"frame_width": 1920,

"frame_height": 1200,

"job_starts": 1
},
"restream_url": "ws://127.0.0.1:18999/stream/ffsec-camera:22",
"shots_url": "http://127.0.0.1:18999/shot/ffsec-camera:22",
"worker_id": "tevmenova-ntechlab_gpu_2al1fd5290195670b689d8e01e93b673c",
"version": "btls8kjmbinv2hqc4qgl"

® BUJICOAPXUB:
curl http://127.0.0.1:18810/job/ffsec-video-archive:1 | jq
% Total % Received J, Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 2094 0 2094 0 0 2044k 0 —-t--i1-- —-i--i-- —-i--i-- 2044k
{
"id": "ffsec-video-archive:1",
"enabled": true,
"stream_url": "file:///var/lib/findface-security/uploads/videos/1.bin",
"labels": {
"camera_group_id": "1",
"camera_id": ""
1,
"router_url": "http://127.0.0.1/video-detector/frame",
"single_pass": true,
"stream_settings": {
"ffmpeg_params": [J,
"md_threshold": 0.002,
"md_scale": 0.3,
"fd_frame_height": -1,
"uc_max_time_diff": 30,
"uc_max_dup": 3,
"uc_max_avg_shift": 10,
"det_period": 8,
"realtime": false,
"npersons": 4,
"disable_drops": false,
"tracker_threads": 4,
"parse_sei": false,
"image_arg": "photo",
"additional_headers": [],
"additional_body": [],
"api_timeout": 15000,
"api_ssl_verify": true,
(continues on next page)
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"post_uniq": true,
-2,
"min_d_score": -1000,
"realtime_dly": 500,
"realtime_post_perm":
llrot " . nn .

"min_score":

false,

"roi":
"draw_track": false,
"send_track": O,
"min_face_size": O,
"max_face_size": O,

"overall": true,

"only_norm": false,
"max_candidates": O,
"jpeg_quality": 95,
"ffmpeg_format": ""

},

"stream_settings_gpu": {
"play_speed": -1,
"filter_min_quality": 0.45,
"filter_min_face_size": 1,

8192,

"normalized_only": false,

"jpeg_quality": 95,

"overall_only": false,

"use_stream_timestamp": false,

"ffmpeg_params": [],

"router_timeout_ms":

nn
3

"filter_max_face_size":

15000,
"router_verify_ssl": true,
"router_headers": [

"Authorization=Token 7db297c4107518b52b4e2195b72c5947"
1,
"router_body": [],
"start_stream_timestamp": O,
"imotion_threshold": O,
"rot": "",
"roi": "",
"realtime_post_interval": 1,
"realtime_post_every_interval": false,
"ffmpeg_format": "",
"disable_drops": true,
"router_full_frame_png": false,
"router_disable_normalized": false,
"crop_fullframe_rot": false,
"realtime_post_first_immediately": false

})
"status": "INPROGRESS",
"status_msg": "",

"statistic": {
"processed_duration": 291,
"faces_posted": 335,
"faces_failed": O,
"faces_not_posted": O,
"processing_fps": 359.69928,
"frames_dropped": O,
"frames_processed": 8731,

(continues on next page)
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"frames_imotion_skipped": O,

"decoding_soft_errors": O,

"frame_width": 1280,

"frame_height": 720,

"job_starts": 1
}’
"restream_url": "ws://127.0.0.1:18999/stream/ffsec-video-archive:1",
"shots_url": "http://127.0.0.1:18999/shot/ffsec-video-archive:1",
"worker_id": "tevmenova-ntechlab_gpu_2a1fd5290195670b689d8e01e93b673c",
"version": "bt1tm3bm51nv2hqc4ghO"

Kaxkmoe job-3a1anme numMeer cJie/Iyiomiye mapamMmeTpsb:

id: id job-3amanusi.
enabled: cTaTyC aKTUBHOCTH.
stream_url: URL/aapec Bumeonoroka uiau daiiia mjis 06paboTKu.

labels: MeTKH, II0 KOTOPBIM OyJIeT OCYIIECTBJISITCS 0OpabOTKa OOHApPY’KEHHBIX JIUI B KOMIIOHEHTE
findface-facerouter (findface-security B cranmaprHoil kondurypanun FindFace Security).

single_pass: ecau true (mo ymosuanuio false), To He nepesaiyckarb oO6pabOTKY IIOTOKA B CJIydae
OTITHOKM.

router_url: IP-azpec u nopr komnonenta findface-facerouter (findface-security B cranzapr-
Ho#t KoH(uryparuu FindFace Security), B KOTOpbIA KoMIloHeHT findface-video-worker orupasiger
OOHApY2KEeHHBIE JIUIA [IJTsi TIOCeYomel 00paboTKu.

stream_settings: MCIOIB3yeTCsT TOMBKO Ijist OOPATHONW COBMECTUMOCTH.

stream_settings_gpu: mapaMeTpsl BUIEOIOTOKA, IybsmpyIoue napamempo: B daitjie KOHPUTyparun
findface-video-manager (06saJast IPK 3TOM HPUOPUTETOM ).

status: craryc job-3amanus.
Status_msg: TOMOJHUTENbHAS HHPOPMAIS O cTaTyce job-3aIanus.

statistic: craTucTuka BHITOJIHEHHUs job-3a1aHust (IPOJOJKATETHHOCTD IPOIEcca 06paboTKI, KOJIIe-
CTBO OTIIPABJIEHHBIX U HEOTIIPABJIEHHBIX JIUI, K& IPOBasl 4aCTOTa 00PabOTKM, KOJIMIECTBO 0OpabOTaHHBIX
U IPOILYIIEHHBIX KAJPOB, BpeMs Hadaja 00paboTKu U T. 1.).

worker_id: id sk3emmisipa findface-video-worker, BBIIOJHSIONETO job-3aanme.

11.1.6 findface-ntls

JlokanbHbIil cepBep Jauien3upoBanus findface-ntls — 3T0O cepBUC, KOTOPBIN yCTAHABINBAETCS Ha, BHIOPAH-
HOM (DU3UYIECKOM CepBepe U CJIyKUT jjis Bepudukanuu Jjurensun FindFace. s Bepudukanmum ucmoib3y-
IOTCS CJIeAyIOoNe UCTOYHUKHU:

Cnobamwubrit cepsep sunensuit NtechLab. Corykut jij1s1 IUIIEH3UPOBAHUST B CETAX € JOCTYTIOM B MHTED-
HET, B TOM YHCJIE C JIOCTYIIOM 9Yepe3 IIPOKCU-CEPBED.

Kumroa aHHapaTHOfI 3alllUThI. CJIy}KI/IT JJId JIMIEH3UPOBaHUA B 3aKPbIThIX CEeTAX.

s ynpasnenns: findface-ntls ucnons3yiite ocHoBHOI BeO-uHTepdetic FindFace Security. locTymabr cie-
JIYIOIIIE BO3MOYKHOCTH:

MIPOCMOTP CITMCKA MPUOOPETEHHBIX (DYHKITHIH,

IOIPOCMOTD CITMCKa TEKYHINUX OFpaHI/I‘{eHI/IIL/'I7
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e 3arpys3ka (aiiya JuneHsun,

® IIPOCMOTP CIIUCKa IOJKJ/IIOYCHHBIX B JaHHBIII MOMEHT KOMIIOHCHTOB.
JINneH3upyIoTCs Ciie Iy onue KOMIOHEHTHI:

e findface-tarantool-server,

e findface-extraction-api,

e findface-video-manager,

e findface-video-worker.

Baxkno: Ilocie pa3pbiBa coejinnenus MexK Ty cepBepoM JintieH3upoBanus findface-ntls u uIeH3UPyeMbIM
KOMIIOHEHTOM WJIA MEXKJy cepBepoM jureHsupoBanus findface-ntls u rirobaJbHBIM CEPBEPOM JIUIIEH3UPO-

BaHUsl, BpeMsi pabOThI KOMIIOHEHTa COCTaBJIsieT 6 IacoB.

Hactpoitka kommonenTa findface-ntls BeimosHsgeTCsS Uepe3 daitn koudurypannn /etc/findface-ntls.

cfg.

# Listen address of NTLS server where services will connect to.
# The format is IP:PORT

# Use 0.0.0.0:PORT to listen on all interfaces

# This parameter is mandatory and may occur multiple times

# if you need to listen on several specific interfaces or ports.
listen = 127.0.0.1:3133

# Directory with license files.

# NTLS use most recently generated one.

# Note: "recentness" of a license file is detected not by
# mtime/ctime but from its internal structure.
#
#

This parameter <s mandatory and must occur exactly once.
license-dir = /opt/ntech/license

# You can specify prozy which NTLS will use to access

# global license server. The syntaxz is the same that ts used by curl.

# Proxzy 1is optional
#prozy = hitp://192.168.1.1:12345

# This is bind address for NTLS web-interface.

# Note: there're no authorization or access restriction mechanisms
# in NTLS UI. If you need one, consider using nginT as proTy
# with .htaccess / ip-based ACLs.

# This parameter may be specified multiple times.

ui = 127.0.0.1:3185

TlonbzoBaTenbckast HacTpoiika findface-ntls BBIMOIHAECTCS € UCIOIB30BAHUEM CJIEIYIONINX TAPAMETPOB:
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Mapa- | Onucaxnue
mMeTp
license larasmor nisa xpanenns daitia JTUIEH3UN.

listen| [P-ampec cepsepa, ¢ KOTOPOro OCYINECTBJIsIETCS OOpaIleHre JIUIEH3UPYEMBIX KOMIIOHEHTOB B
findface-ntls. g Toro urobbl pa3pemurs obparienue ¢ jgwboro IP-amgpeca, ycranoBure 3Ha-
yenue 0.0.0.0:3133.

proxy | IP-aapec u mopr npokcu-cepsepa (OIMIMOHAIBHO).

ui IP-azpec cepBepa, ¢ Koroporo Oyzmer moctymen Beb-untepdeiic findface-ntls. Jms Toro 9Todn
Pas3penmTh JOCTYII CO BCeX 3/pecoB, U3MeHuTe 3Hadenue Ha ‘‘0.0.0.0°".

11.1.7 findface-security

Kowmmonenr findface-security obecmedmBaeT JOCTYII KOHEYHOTO IIOJb30BATENS K QOYHKIUSIM SIpa
FindFace. OrBeuaer 3a B3anmoseiictsue mex;ty sipoM FindFace Core u BeG-unTepdeiicoMm, a Takzxke GyHKIH-
OHMPOBAHNE CUCTEMBI KaK €JMHOT0 11es10r0, peanusyer HTTP- u Be6-cokersr (BMecte ¢ Django), oGHOBIIEHNE
0a3bl JJAHHBIX U 6COTYKU.

Kowmnonenr findface-security takxke BbimoHger GyHKmuu kommnoHenta findface-facerouter (uacTb
anpa FindFace), 3ajaBas npasuia 06paboTku o6HAPYKEHHBIX Jull. OH IOJydaeT PaMKy C JIHMIOM U HOD-
MaJIM30BaHHOE U300payKeHUe JINIA BMECTe ¢ MCXOAHBIM KaJpPOM U JAPYTUME JIAHHBIME (HAIIPUMEp, JATOW U
BpeMeHeM JieTeKnun) oT ceppuca findface-video-worker u nepeHanpasisieT UX Jyis JajbHeitmeii o6pabor-
ku B ceppuc findface-sf-api.

Hacrpoiika kommonenta findface-security BoimosHsiercst depe3 daiti  koHbwurypamuun /etc/
findface-security/config.py.

sudo vi /etc/findface-security/config.py

FindFace Security configuration file

This config file is written in Python's syntax and interpreted at FindFace Security
service startup. You have to restart the service in order to apply changes.

If you have any questions or suggestions, please contact us at support@ntechlab.com

GENERAL SETTINGS

H OH O HF H K H O H HH

# enables additional logs
DEBUG = False

# media files directory
MEDIA_ROOT = "/var/lib/findface-security/uploads"

# static files directory
STATIC_ROOT = "/var/lib/findface-security/static"

# language code
LANGUAGE_CODE = 'en-us'

# time zone
TIME_ZONE = 'UTC'

(continues on next page)
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# Database is used by FindFace Security to store cameras,
# camera groups, watchlists and so on. Only PostgreSQL is supported.
DATABASES = {
'default': {
'"ENGINE': 'django.db.backends.postgresql',
'DISABLE_SERVER_SIDE_CURSORS': True,
'NAME': 'ffsecurity',
'PORT': 5439, 'USER': 'mtech', 'PASSWORD': 'EEgXlepjmz05YwJr2jcJFq38iJRAIRAS'

# Signature key for session encryption
# Use pwgen -sncy 50 1|tr "'" "." to generate your own unique key
SECRET_KEY = '85d3d81db97cc7b71a80276662463b06"'

#
FINDFACE SECURITY SETTINGS

**

#

# SERVICE_EXTERNAL_ADDRESS is prioritized for FFSecurity webhooks and Genetec plugin.
# EXTERNAL_ADDRESS is used instead if SERVICE_EXTERNAL_ADDRESS is not provided.

# You must provide either SERVICE_EXTERNAL_ADDRESS or EXTERNAL_ADDRESS in order

# to be able to work with FFSecurity webhooks and Genetec plugin.
SERVICE_EXTERNAL_ADDRESS = 'http://172.17.46.149'

# EXTERNAL_ADDRESS is used to access objects created inside FFSecurity via external,
—1links.
EXTERNAL_ADDRESS = ''

# - Base FFSecurity settings -

FFSECURITY = {
# findface-video-worker authorization token
'VIDEO_DETECTOR_TOKEN': '82107bd615991854996937d9b6698966" ,

# base face matching confidence threshold
'CONFIDENCE_THRESHOLD': 0.739,

# episodes specific matching threshold that is used to join faces in an episode
'EPISODES_THRESHOLD': 0.689,

# minimum face quality sufficient to add it to a dossier
'MINIMUM_DOSSIER_QUALITY': 0.45,

# skip all unmatched faces
' IGNORE_UNMATCHED': False,

# matched events older than EVENTS_MAX_MATCHED_AGE will be automatically
# deleted (every night at 1:17 am by default)
'EVENTS_MAX_MATCHED_AGE': O,

# same as above but for unmatched events
'EVENTS_MAX_UNMATCHED_AGE': 30,

# same as EVENTS_MAX_MATCHED_AGE but for matched full frame images only (thumbnails
—won't be deleted)

(continues on next page)
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'EVENTS_MAX_FULLFRAME_UNMATCHED_AGE': 30,

# same as above but for unmatched full frame images only (thumbnails won't be,
—deleted)
'EVENTS_MAX_FULLFRAME_MATCHED_AGE': 30,

# same as above but for counter records
'COUNTER_RECORDS_MAX_AGE': 30,

# same as above but for person events (if no person events left in person, it is
—deleted too)
'PERSON_EVENTS_MAX_AGE': 90,

# when closing episode, delete all events except the best episode event
'EPISODE_KEEP_ONLY_BEST_EVENT': False,

# NTLS licence server url
'NTLS_HTTP_URL': 'http://127.0.0.1:3185"',

# findface-video-worker face posting address,

# it must be set to either FFSecurity EXTERNAL_ADDRESS (by default)
# or findface-facerouter url (in some specific cases)

'ROUTER_URL': 'http://127.0.0.1',

# send serialized dossiers, dossier-lists, camera and camera groups in webhooks
'VERBOSE_WEBHOOKS': False,

'THUMBNAIL_JPEG_QUALITY': 75,

# FFServer services urls

'VIDEO_MANAGER_ADDRESS': 'http://127.0.0.1:18810',
'SF_API_ADDRESS': 'http://127.0.0.1:18411"',
'FFCOUNTER_ADDRESS': 'http://127.0.0.1:17300',

# additional events features.

# make sure that corresponding extractors

# are licensed and enabled at findface-extraction-api config file.

# available features are: gender, age, emotions, beard, glasses, medmask.
'"EVENTS_FEATURES': [],

# feature specific confidence thresholds
'LIVENESS_THRESHOLD': 0.75,
'EMOTIONS_THRESHOLD': 0.25,
'BEARD_THRESHOLD': 0.7,

# counters full frame saving optioms:

# “always® - save always
# “detect” - save only if faces or silhouettes have been detected
# "never® - never save full frames

'COUNTERS_SAVE_FULLFRAME': 'always',
' COUNTERS_FULLFRAME_JPEG_QUALITY': 75,
' COUNTERS_THUMBNAIL_JPEG_QUALITY': 75,

# max camera frames_dropped percent
'"MAX_CAMERA_DROPPED_FRAMES': {'yellow': 0.1, 'red': 0.3},
# max camera faces_failed percent

(continues on next page)
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'"MAX_CAMERA_FAILED_FACES': {'yellow': 0.1, 'red': 0.3},
# -- Persons configuration --
# rrule (recurrence rule) for scheduling persons clusterization

# WARNING: all scheduling works with UTC time and NOT aware of any timezone
'PERSONS_CLUSTERIZATION_SCHEDULE': 'RRULE:FREQ=DAILY;INTERVAL=1;WKST=MO;BYHOUR=0;

—BYMINUTE=0"',

# face to person matching confidence threshold
'PERSONS_CONFIDENCE_THRESHOLD': 0.739,

# minimum required face quality for person creation
'PERSON_EVENT_MIN_QUALITY': 0.45,
# minimum required number events in episode for person creation

'PERSON_EVENT_MIN_EPISODE_EVENTS': 1,

# maximum concurrent video manager jobs for video archives processing
'MAX_VIDEO_ARCHIVE_JOBS': 3,

# -- Optional parameters --

# Edit CUSTOM_FIELDS section to customize dossier content.

# Below is an example for integration FindFace Security with Sigur.
# 'CUSTOM_FIELDS': {

# 'dossier_meta': {

# 'items': [

# {

# 'name': 'personid',

# 'default': '',

# 'label': 'PersonID',

# 'display': ['list', 'form'],

# 'description': 'Sigur person ID'
# T,

# {

# 'name': 'firstname',

# 'default': '',

# 'label': 'First Name',

# 'display': ['list', 'form'],

# 'description': 'Sigur first name'
# +

# {

# 'name': 'lastname',

# 'default': '',

# 'label': 'Last Name',

# 'display': ['list', 'form'],

# 'description': 'Sigur last name'
# 3,

# {

# 'name': 'version',

# 'default': '',

# 'label': 'Version',

# 'display': ['list', 'form'],

# 'description': 'Sigur photo version'
# }

(continues on next page)
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# 1,

# 'filters': [

# {

# 'name': 'personid',

# 'label': 'Sigur person ID filter',
# 'field': 'personid'

# }

# 1

# 1

# 3,

# maximum event age in seconds than could be added to an episode.
# 'EPISODE_SEARCH_INTERVAL': 60,

# If none of these events matched, new episode is created.

# maximum episode duration (episode is closed after)
# 'EPISODE_MAX_DURATION': 300,

# if no new event added to an episode during this timeout, episode will be closed.
# 'EPISODE_EVENT_TIMEOUT': 30,

# maximum created thumbnail width
# 'THUMBNAIL_MAX_WIDTH': 320,

# social backend url. Contact support for additional information.
# 'SOCIAL_BACKEND': None,

# 'SOCIAL_HEADERS': {},
# unacknowledged events notification interval
# 'UNACKNOWLEDGED_NOTIFY_INTERVAL': 1,
# - FindFace Security user interface configuration dictiomnary -

FFSECURITY_UI_CONFIG = {
"features": {"temperature": True}l},

"event": {
"features": {
"f_gender_class": ["male", "female"],
"age": {
"f_age_gte": "",
"f_age_lte": ""
},
"f_emotions_class": ["angry", "disgust", "fear", "happy", "sad", "surprise",
< "neutral"],
"f_glasses_class": ["none", "eye", "sun"],
"f_beard_class": ["none", "beard"],
"f liveness_class": ["real", "fake"],
"f_medmask_class": ["none", "correct"],
}
}
}
# -- ASGI-server configuration --

# consult support before changing these settings.

(continues on next page)
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# per worker thread pool size.
ASGI_THREADS = 32

UVICORN_SETTINGS = {
# worker processes count, 'auto' sets it to logical cpu count

'workers': 'auto',
'host': 'localhost',
'port': 8002,

# websocket worker processes count,

# 'auto' sets it to logical cpu count, but not more than 8.
'ws-workers': 'auto',

'ws-host': 'localhost',

'ws-port': 8003,

# disable unused services to increase
# overall system performance in some cases.
SERVICES = {
"ffsecurity": {
"episodes": True,
"webhooks": True,
# use queue manager to prevent drops of video archive events
"video_archive_events_manager": True,
"persons": False,

FINDFACE SECURITY PLUGINS

Uncomment lines below to enable plugins. Please consult documentation for
a plugin specific settings.

H O H

**

=============== Ayxxon
INSTALLED_APPS.append('ffsecurity_axxon')

**+

FFSECURITY['AXXON'] = [
{
'name': 'server_name',
'api': 'http://example.com/',
'rtsp': 'rtsp://example.com:554/',
'user': 'user',
'password': 'password',

H O H H H K H

**+

FFSECURITY_UI_CONFIG['dossier'] = {
'video': True,

**

# ===—============ Qenetec
# INSTALLED_APPS.append('ffsecurity_genetec')

(continues on next page)
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# Sova
# INSTALLED_APPS.append('ffsecurity_sova')

# Sigur
# keep in mind, that SIGUR plugin also uses CUSTOM_FIELDS and THUMBNAIL_MAX_WIDTH,
—settings

# INSTALLED_APPS.append('ffsecurity_sigur')

# SIGUR = {

# 'LOGIN': 'admin',

'PASSWORD': 'admin',

'MF_SELECTOR': 'biggest', # what to do with several faces in sigur person photo;y
—allowed ['biggest', 'reject']

# 'ONLY_RT_EVENTS': True # only events with bs_type == realtime

#
#

# ======= CryptoPRO authentication =======

INSTALLED_APPS.append('ffsecurity_cproauth')

REST_FRAMEWORK ['DEFAULT_AUTHENTICATION_CLASSES'] = [
'ffsecurity.auth.TokenAuthentication',
'ffsecurity_cproauth.auth.CryptoProOrTokenAuthentication'

H O O H H

# ========== DossierLists sync ===========
# INSTALLED_APPS.append('ffsecurity_sync')

# token must be identical on master and slave
use pwgen -s 64 1
SYNC_TOKEN = 'change_me'

H#

SYNC_TIME = {
# 24 hour format
'hour': 3,
'minute': O,

H ¥ O H B

# ============== Puppeteer ===============
# INSTALLED_APPS.append('ffsecurity_puppeteer')

# PUPPETEER_CONFIG = {

# 'UNSAVED_RESULTS_DELETION_TIMEQUT': 3600, # maximum lifetime of search
—results not saved involuntarily

# 'puppets': [

# {

# 'id': 'first_puppet', # puppet ID

# 'url': 'http://1.1.1.1:8010/', # puppet URL

# 'token': 'first_puppet_token', # use pwgen -s 64 1 (should,,
—match the token in puppet)

# 'facen_model': 'ifruit_320' # face model in puppet

# +,

# {

# 'id': 'second_puppet',

# 'url': 'http://1.1.1.1:8010/',

(continues on next page)
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},

H O O H H

# 'token': 'second_puppet_token',

#

# # if remote installation has a different face model than the one used in
—FFSecurity -

# # you need to specify its name and ExtractionAPI URL where thej

—corresponding face model is specified
'facen_model': 'grapefruit_480',
'extractor': 'http://127.0.0.1:18667',

ITosnb30oBarenbekast HaCTpOfIKa findface—security BBIIIOJIHACTCA C UCIIOJIB30BaHUEM CJICYIONINX ITapaMeT-

poB:

Mapametp

Onucanne

BEARD_THRESHOLD

IIpucyrcrBre Ha JuIle GOPO/IBI OIEHUBAECTCS C OIPEIEJIEHHOI [I0CTOBEPHOCTHIO.

CONFIDENCE_THRESHOLD

HOpOFOBaH CTelleHb CXOXKeCTU JJId BepI/I(i)I/IKaI_II/II/I JINII B COOBLITHSIX.

COUNTERS_FULLFRAME_JPEG_QUALITY

Kadectso JPEG 1OJTHBIX KaJIpOB B CYETINKAX.

COUNTER_RECORDS_MAX_AGE

Bospact zamnmceit cuerunka, npu JOCTUXKEHUN KOTOPOT'O MPOUCXOIUT UX ABTOM:

COUNTERS_SAVE_FULLFRAME

ITapaMeTpbl cOXpaHeHWs! MOJHBIX KaJIPOB IPU PaboTe CUETINKOB: always (Bcer

COUNTERS_THUMBNAIL_JPEG_QUALITY

Kagecrso JPEG munnariop B cuerdmkax.

CUSTOM_FIELDS

PackommenTupyiite n m3mMennTe pasest, YTOObI HACTPOUTDH COJIEPXKAHUE JIOCHE.

DATABASES (paszedn)

Hacrpoiiku 6a3bl gaHHBIX. 3amoHUTE ciieaytonmm obpasom: 'PORT': 5439,

EMOTIONS_THRESHOLD

IIpucyrcrBre aMornit OlleHUBAETCS € OIPEIEIEHHOI TOCTOBEPHOCTHIO. B 3aBucCI

EPISODE_EVENT_TIMEQOUT

MaxkcumaabHOe BpeMsI B CEKYHIaX ¢ MOMEHTa J0OaBJIEHUS TOCIEIHEr0 COOBITH:

EPISODE_KEEP_ONLY_BEST_EVENT

HpI/I 3aKPbITHUH IIIN30/1a YIaJIATh B HEM BCE COOBITHS 38 MCKJIIOYEHUEM Jryqmoier

EPISODE_MAX_DURATION

MakcumaabHast IPOAOJIZKUTEJIBHOCTD 33012 B CEKyHIaX. IIo ucreyenun 3Tor

EPISODE_SEARCH_INTERVAL

HepI/IOﬂ BpeMeHu, HpeﬂmeCTByIOHLHfI CO6I)ITI/IIO, B TedeHue KOTOpOoro cucreMa u

EPISODES_THRESHOLD

IToporosas cremeHnb cxoKeCcTH it BEPUMUKAIIH JIUI, B SITN30aX.

EVENTS_FEATURES

Hepe‘{I/ICJII/ITe 3/1eCb MO/ieJIn JIJisd paCIIO3HaBaHUA anI/I6yTOB JINITa, KOTOPbIE€ BHI

EVENTS_MAX_FULLFRAME_MATCHED_AGE

To »xe, aro EVENTS_MAX_MATCHED_AGE, TOJIBKO [IJIsI TIOJTHBIX KaJPOB.

EVENTS_MAX_FULLFRAME_UNMATCHED_AGE

To ke, uro EVENTS_MAX_UNMATCHED_AGE, TOJIBKO JIJIsl TIOJIHBIX Ka/IPOB.

EVENTS_MAX_MATCHED_AGE

Bozpacr cobbitust ¢ coBuaienneM, Ipu JTOCTUKEHIH KOTOPOTO JIOJIKHO ITPOUCX(

EVENTS_MAX_UNMATCHED_AGE

Bospacrt cobbiTust 63 coBnageHusi, Ipu JOCTUKEHUN KOTOPOIrO JIOJZKHO ITPOKC

EXTERNAL_ADDRESS

Buemnwnit IP-anpec win URL, KoTopsiit OyeT UCIIOIB30BaH IS TOCTYTa K Bel

EXTRACTION_API

IP-anpec cepsepa findface-extraction-api.

IGNORE_UNMATCHED

Orrirouaer 3anuch coObITHs B 6a3y JAHHBIX, €CJIU OOHAPYKEHHOE JIUIO OTCYTC

LIVENESS_THRESHOLD

JleTeKTOp »KUBBIX JIUI] OIIEHUBAET >KUBOCTH JIMIIA C OIPEIEJIEHHON JTOCTOBEPHOC

MAX_CAMERA_DROPPED_FRAMES

IIBeTOBOE TIPECTABIEHNE CTATYCOB KAMEDPDI (7KeJITHII 1 KPACHBIH) HA OCHOBAHY

MAX_CAMERA_FAILED_FACES

IBeToBOE IIPEICTABICHEE CTATYCOB KaMepbl (JKeJIThIl 1 KPACHDIH) Ha OCHOBAHY

MAX_VIDEO_ARCHIVE_JOBS

MaxkcumaabHOe KOJIUIeCTBO OJHOBPEMEHHBIX 3aaHuil Ha 00paboOTKy BHICOAPX]

MINIMUM_DOSSIER_QUALITY

MunnmanbHOEe KadecTBO Jinna Ha (ororpadun B mocke. Kcam KagecTBo uia X

NTLS_HTTP_URL

IP-azpec cepsepa findface-ntls.

PERSONS_CLUSTERIZATION_SCHEDULE

Pexyppenrnoe npasuio (RRULE), 3anaromiee paciucanue miaHoBoii KjiacTepu

PERSONS_CONFIDENCE_THRESHOLD

HOpOI‘OBaH CTEIIeHb CXO2KECTU JIJId IIPUHATUA pElIeHud O IIPUHAJIJIE2KHOCTH JINI

PERSON_EVENT_MIN_EPISODE_EVENTS

MunrMaabHOE KOJMIeCTBO COOBITHH B SMU30/[aX, YIACTBYIONINX B KJIACTEPU3AL

PERSON_EVENT_MIN_QUALITY

MunumajbHOE KadecTBO JIAII, UCIIOJIb3YEMBIX B KJlaCT€pU3alluU IIE€PCOH. He mer

PERSON_EVENTS_MAX_AGE

Bozpacr cobbiTuit pacmosnaBanust M€PCOH, IPU JIOCTUKEHIH KOTOPOTO IIPOUCXO

ROUTER_URL

IP-anpec cepsepa findface-security, KOTOpHIil OyJeT HOIy4YaTh OOHAPYKEHH

SERVICE_EXTERNAL_ADDRESS

(Omrmonansuo) IP-azpec, nproOpUTETHO UCIIOJIB3YEMBIH B BEOXYKAX U UHTErPAl

11.1. MNoapobHo o KOMNoHeHTax

269


mailto:support@ntechlab.com

FindFace Security, Boinyck 4.3

MapameTp

Onucaxne

SF_API_ADDRESS

IP-agpec cepsepa findface-sf-api.

THUMBNAIL_JPEG_QUALITY

Kauecrso JPEG munnariop.

THUMBNAIL_MAX_WIDTH

MaxkcumasbHast MUPUHA MAHAATIOPHI.

VERBOSE_WEBHOOKS
VIDEO_DETECTOR_TOKEN
VIDEO_MANAGER_ADDRESS

OTnpaBisTh B 6€0TyKar CEPUAIM30BAHHBIE JOCHE, CIIMCKUA HADJIIOIEHNS, KAMEP
[Ipuymaiite TOKEH U yKaXKHUTe €ro B JAHHOM IapaMeTpe, 9ToObl aBTOPU30BaTE
IP-anpec cepsepa findface-video-manager.

11.1.8 findface-facerouter

Baxxno: Kowmmnonenr findface-facerouter He BXOAUT B cOCTaB CTaHIapTHON kKoHurypamuu FindFace
Security. IIpu HeobxomumocTn ucnosb3yiire ero st uarerpamun. Cum. [loav3osamenverkue naazumoL.

Kowmmonent findface-facerouter mpescrapisier coboit cepBHC, Uepe3 KOTOPBIN 3aal0TCsI MpaBUaa obpa-
00TKU OOHAPYKEHHBIX Ha BUjieo Juil. [IpaBuia 3a7ai0TCsd B BUJIE MTOJb30BATEIBCKAX IIJIATTHOB.

Kowmmonenr findface-facerouter mpuHUMAET HOPMAJIM30BAHHBIE H300PAXKEHUS JIMI[ BMECTE C WCXOJI-
HBIM KaJIpOM u JApyroii wuudopmMaimeil (Hampumep, JaToifi U BPEMEHEM JeTeKIUH) OT KOMIIOHEHTa
findface-video-worker. B obmem ciaydae mo3Bosisier 00pabaThIBATD JUIA TPOU3BOIBLHBIM CIIOCOOOM, B TOM
quciie OTIPABIATH UX HAIPAMYIO B IAPTHEPCKOe NpuiioxkeHne. B 6a30B0il peasin3anuy nepeHanpaBIster ux
B KoMmnoHeHT findface-sf-api jjsa naspHeiineir 0OpabOTKH B COOTBETCTBHUU C 33/[@HHBIMU ITPABUJIAMI.

ITonueiit cincok dyHKIWMit:
® 3aaHVe IPaBUJI 00pabOTKN OOHAPYKEHHDIX JIUI HA BHUJIEO,

® [iepeHAllpaBiIeHre OOHAPYZKEHHBIX JHI[ B KoMIOHeHT findface-sf-api wim apyroii cepsuc (B TOM
9HCJIe CTOPOHHEE TPUIJIOXKEHNE) JIsl TTOCJIEIYoIel 06paboTKu.

Hacrpoiika ommonenta findface-facerouter BoimosiHsieTcs depe3 aiin  koudwuryparun /etc/
findface-facerouter.py.

# main.py options:

# debug

## debug - debug mode
# detector ="

## detector - Detector to use if client fails to provide normalized face

## (nnd).Use "nnd" if you need to detect faces in such requests. Empty value
## rejects requests without facel.

False

# host = !

## host - host to listen

# port = 18820

## port - port to listen

# sfapi_url = 'http://localhost:18411"'

## sfapi_url - SF-API URL
# version = False

## version - print version
# plugin_dir.py options:

[

# plugin_dir =
## plugin_dir - Plugin directory for plugin_source='dir'

(continues on next page)
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# abstract_define.py options:

# plugin_source = 'dir'
## plugin_source - Plugin source (dir)

# log.py options:

# log_file_maz_size = 100000000

## log_file_maz_size - maxz size of log files before rollover
# log_file_num_backups =10

## log_file_num_backups - number of log files to keep

# log_file_prefiz = None

## log_file_prefiz - Path prefixz for log files. Note that <f you are running
## multiple tornado processes, log_file_prefiz must be different for each of
## them (e.g. include the port number)

# log_rotate_interval =1

## log_rotate_interval - The interval value of timed rotating
# log_rotate_mode = 'size'

## log_rotate_mode - The mode of rotating files(time or size)
# log_rotate_when = 'midnight’

## log_rotate_when - specify the type of TimedRotatingFileHandler interval other
## options:('S', 'M', 'H', 'D', '"WO'-'W6')

# log_to_stderr = None

## log_to_stderr - Send log output to stderr (colorized tf possible). By default
## use stderr if --log_file_prefiz is not set and no other logging is

## configured.

# logging = 'info'

## logging - Set the Python log level. If 'none', tornado won't touch the

## logging configuration.

ITombzoBaTennckass Hacrpoitka findface-facerouter BBIIOTHSETCS C UCIOJB30BAHUEM CJIEIYIONINX ITapa-
METPOB:

Mapamertp Onncaxne

sfapi_url | IP-azgpec u mopt cepBepa findface-sf-api.

plugin_dir | Karajor ¢ miarnHaMu, OnpejessiioNMME [IPABHIa 06pabOTKN OOHAPYZKEHHBIX Ha BUJIEO
JINIL,

11.2 ®aiin c napameTpamMu yCTaHOBKMU

IIpu ycranoske FindFace Security n3 mHCcTasuisiTopa mapaMeTpbl YCTAHOBKHA aBTOMATHIECKH COXPAHSIIOTCS B
daitn /tmp/<findface-installer-*>.json. Bel MoxkeTe OTpeaKTUPOBATH JAHHBIH (hailyl 1 UCIIOIH30BATH
ero nipu ycranoske FindFace Security na qpyrux cepBepax, He oTBedast Ha BOIIPOCHI MHCTAJIISTOPA TIOBTOPHO.

Coser: Ilompobuast nudopMalms 06 HHCTAIATOPE IPUBEIEHA B pasjeie Pa36epmule6aHUe U3 KOHCONDHO20
UHCMAANAMODA..

Baxkno: Ob6s3aresbHo yuaure moss * . config, exp_ip u int_ip nepen ycranoskoit FindFace Security na
cepepe ¢ apyrum [P-anpecom.
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{
"findface-tarantool-server.config": {
"shard-003": {
"TNT_FF_LISTEN_PORT": "8103",
"TNT_META_SCHEME": "meta_scheme",
"TNT_FF_LISTEN_IP": "127.0.0.1",
"TNT_EXTRA_LUA": "\ndofile(\"/etc/findface-security/tnt_schema.lua\")\n",
"TNT_FF_NTLS": "127.0.0.1:3133",
"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-003",
"TNT_LISTEN": "127.0.0.1:32003",
"TNT_META_INDEXES": "meta_indexes"
},
"shard-004": {
"TNT_FF_LISTEN_PORT": "8104",
"TNT_META_SCHEME": "meta_scheme",
"TNT_FF_LISTEN_IP": "127.0.0.1",
"INT_EXTRA_LUA": "\ndofile(\"/etc/findface-security/tnt_schema.lua\")\n",
"TNT_FF_NTLS": "127.0.0.1:3133",
"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-004",
"TNT_LISTEN": "127.0.0.1:32004",
"TNT_META_INDEXES": "meta_indexes"
1,
"shard-008": {
"TNT_FF_LISTEN_PORT": "8108",
"TNT_META_SCHEME": "meta_scheme",
"TNT_FF_LISTEN_IP": "127.0.0.1",
"TNT_EXTRA_LUA": "\ndofile(\"/etc/findface-security/tnt_schema.lua\")\n",
"TNT_FF_NTLS": "127.0.0.1:3133",
"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-008",
"TNT_LISTEN": "127.0.0.1:32008",
"TNT_META_INDEXES": "meta_indexes"
}!
"shard-001": {
"TNT_FF_LISTEN_PORT": "8101",
"TNT_META_SCHEME": "meta_scheme",
"TNT_FF_LISTEN_IP": "127.0.0.1",
"INT_EXTRA_LUA": "\ndofile(\"/etc/findface-security/tnt_schema.lua\")\n",
"TNT_FF_NTLS": "127.0.0.1:3133",
"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-001",
"TNT_LISTEN": "127.0.0.1:32001",
"TNT_META_INDEXES": "meta_indexes"
1,
"shard-006": {
"TNT_FF_LISTEN_PORT": "8106",
"TNT_META_SCHEME": "meta_scheme",
"TNT_FF_LISTEN_IP": "127.0.0.1",
"TNT_EXTRA_LUA": "\ndofile(\"/etc/findface-security/tnt_schema.lua\")\n",
"TNT_FF_NTLS": "127.0.0.1:3133",
"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-006",
"TNT_LISTEN": "127.0.0.1:32006",
"TNT_META_INDEXES": "meta_indexes"
3,
"shard-005": {
"TNT_FF_LISTEN_PORT": "8105",
"TNT_META_SCHEME": "meta_scheme",
"TNT_FF_LISTEN_IP": "127.0.0.1",
(continues on next page)
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"TNT_EXTRA_LUA": "\ndofile(\"/etc/findface-security/tnt_schema.lua\")\n",
"TNT_FF_NTLS": "127.0.0.1:3133",
"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-005",
"TNT_LISTEN": "127.0.0.1:32005",
"TNT_META_INDEXES": "meta_indexes"
}’
"shard-002": {
"TNT_FF_LISTEN_PORT": "8102",
"TNT_META_SCHEME": "meta_scheme",
"TNT_FF_LISTEN_IP": "127.0.0.1",
"TNT_EXTRA_LUA": "\ndofile(\"/etc/findface-security/tnt_schema.lua\")\n",
"TNT_FF_NTLS": "127.0.0.1:3133",
"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-002",
"TNT_LISTEN": "127.0.0.1:32002",
"TNT_META_INDEXES": "meta_indexes"
1,
"shard-007": {
"TNT_FF_LISTEN_PORT": "8107",
"TNT_META_SCHEME": "meta_scheme",
"TNT_FF_LISTEN_IP": "127.0.0.1",
"TNT_EXTRA_LUA": "\ndofile(\"/etc/findface-security/tnt_schema.lua\")\n",
"TNT_FF_NTLS": "127.0.0.1:3133",
"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-007",
"TNT_LISTEN": "127.0.0.1:32007",
"TNT_META_INDEXES": "meta_indexes"

}
}’
"findface-video-worker.variant": "cpu",
"product": "security",

"ignore_nolicense": true,
"findface-sf-api.config": {
"extraction-api": {
"extraction-api": "http://127.0.0.1:18666"
3,
"limits": {
"allow-return-facen": true
3,
"listen": "127.0.0.1:18411",
"storage-api": {

"shards": [

{

"slave": "",

"master": "http://127.0.0.1:8101/v2/"
1,
{

"slave": "",

"master": "http://127.0.0.1:8102/v2/"
},
{

"slave": "",

"master": "http://127.0.0.1:8103/v2/"
},
{

"slave": "",

"master": "http://127.0.0.1:8104/v2/"
},

(continues on next page)

11.2. ®aiin c napameTpamMun ycTaHOBKU 273




FindFace Security, Boinyck 4.3

(mpomosKeHre ¢ NpeAbLAyIeil CTPAHHIb)

{
"slave": "",
"master": "http://127.0.0.1:8105/v2/"
1},
{
"slave": "",
"master": "http://127.0.0.1:8106/v2/"
1,
{
"slave": "",
"master": "http://127.0.0.1:8107/v2/"
}’
{
"slave": "",
"master": "http://127.0.0.1:8108/v2/"
}
]
}
1},
"findface-extraction-api.variant": "cpu",

"memcached.config": {
"listen_host": "127.0.0.1",
"max_memory": 1024,
"item_size": 16

1,

"type": "stand-alone",

"findface-video-worker.config": {

"streamer": [

"port = 18999",

"url = 127.0.0.1:18999"
1,
"FKVD_WRK_CAP": "10",
"FKVD_MGR_ADDR": "127.0.0.1:18811",
"FKVD_NTLS_ADDR": "127.0.0.1:3133"

1,

"findface-security.config": {
"SERVICE_EXTERNAL_ADDRESS": "http://172.17.46.98",
"FFSECURITY": {

"ROUTER_URL": "http://127.0.0.1"
},
"ntech_password": "dGPOQc3yTAKbpa9jP5BueakzxJWcH61I"

1,

"findface-counter.config": {

"listen": "127.0.0.1:17300",
"database": {

"connection_string": "dbname=ffcounter host=/var/run/postgresql sslmode=disable"
}

1,

"findface-extraction-api.config": {
"extractors": {

"models": {
"quality": "faceattr/quality.vO.cpu.fnk",
"face": "face/ifruit_320.cpu.fnk",
"gender": "",
"emotions": "",
"age": ""

(continues on next page)
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}’

},

}’

"instances": 2

"normalizers": {

},

"instances": 2

"listen": "127.0.0.1:18666",
"detectors": {

}’

"quality_estimator": true,
"instances": 2

"license_ntls_server": "127.0.0.1:3133"

"inter_ip.advertised": "127.0.0.1",
"findface-ntls.config": {

"NTLS_LISTEN_UI": "127.0.0.1:3185",
"NTLS_LICENSE_DIR": "/opt/ntech/license",
"NTLS_LISTEN": "127.0.0.1:3133"

}’

"facen_model": "face/ifruit_320.cpu.fnk",
"ext_ip.advertised": "172.17.46.98",
"findface-data.models": [

./findface-data-age.vl-cpu_3.0.0_all.deb",
./findface-data-age.vl-gpu_3.0.0_all.deb",
./findface—data—beard.vO—cpu_3.0.0_all.deb",
./findface-data-beard.vO-gpu_3.0.0_all.deb",
./findface—data—detector—cheetah—cpu_3.0.0_all.deb",
./findface—data—detector—cheetah—fast—cpu_B.0.0_all.deb",
./findface-data-detector-cheetah-fast-gpu_3.0.0_all.deb",
./findface—data—detector—cheetah—gpu_3.0.0_all.deb",
./findface—data—detector—mtcnn—cpu_3.0.0_all.deb",
./findface-data-emotions.vl-cpu_3.0.0_all.deb",
./findface—data—emotions.v1—gpu_3.0.0_a11.deb",
./findface—data—gender.v2—cpu_3.0.0_all.deb",
./findface-data-gender.v2-gpu_3.0.0_all.deb",
./findface—data—glassesB.vO—cpu_S.0.0_all.deb",
./findface-data-glasses3.v0-gpu_3.0.0_all.deb",
./findface-data-ifruit-160-cpu_3.0.0_all.deb",
./findface—data—ifruit—160—gpu_3.0.0_all.deb",
./findface-data—ifruit—320-cpu_3.0.0_all.deb",
./findface-data-ifruit-320-gpu_3.0.0_all.deb",
./findface—data—liveness.v3—cpu_3.0.0_a11.deb",
./findface-data-liveness.v3-gpu_3.0.0_all.deb",
./findface-data-medmask3.v2-cpu_3.0.0_all.deb",
./findface—data—medmaskS.v2—gpu_3.0.0_all.deb",
./findface-data-normalization-ant.v2-cpu_3.0.0_all.deb",
./findface-data-normalization-ant.v2-gpu_3.0.0_all.deb",
./findface—data—normalization—bee—fast—cpu_3.0.0_all.deb”,
./findface-data-normalization-bee-fast-gpu_3.0.0_all.deb",
./findface-data-normalization-bee.v2-cpu_3.0.0_all.deb",
./findface—data—normalization—bee.V2—gpu_3.0.0_a11.deb",
./findface-data-normalization-crop2x.v2-maxsize400-cpu_3.0.0_all
./findface-data-normalization-crop2x.v2-maxsize400-gpu_3.0.0_all
./findface—data—pedet—edie—rc2—cpu_3.0.0_all.deb",
./findface-data-pedet-edie-rc2-gpu_3.0.0_all.deb",
./findface-data-quality.vO-cpu_3.0.0_all.deb",

.deb",
.deb",

(continues on next page)
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"./findface-data-quality.vO-gpu_3.0.0_all.deb"

1,
"python3-pil.variant": "avx2",
"components": [
"findface-data",
"memcached",
"etcd",
"redis",
"postgresql",
"pgbouncer",
"jq",
"python3-pil",
"findface-ntls",
"findface-extraction-api",
"findface-sf-api",
"findface-counter",
"findface-upload",
"findface-video-manager",
"findface-video-worker",
"findface-security",
"findface-tarantool-server"
1,

"pgbouncer.config": {

"ntech_password": "dGPOQc3yTAKbpa9jP5BueakzxJWcH61I"

1,
"findface-facerouter.config": {
"host": "127.0.0.1",
"plugin_source": "dir",
"port": "18820",
"sfapi_url": "http://127.0.0.1:18411",

"plugin_dir": "/etc/findface-facerouter-plugins"

}’
"tnt_instances": 8,
"postgresql.config": {

"ntech_password": "dGPOQc3yTAKbpa9jP5BueakzxJWcH61I"

}a
"inter_ip.bind": "127.0.0.1",
"findface-video-manager.config": {
"ntls": {
"url": "http://127.0.0.1:3185/",
"enabled": false
},
"rpc": {
"listen": "127.0.0.1:18811"
},
"listen": "127.0.0.1:18810",
"master": {
"self _url_http": "127.0.0.1:18810",
"self _url": "127.0.0.1:18811"
}
},
"ext_ip.bind": "0.0.0.0"
}
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11.3 Mopaenn HelipoHHbIX ceTeii

B stom pa3zsesne BbI HaitmeTe CBOAHYIO MH(POPMAIIAIO IO MOJEISIM HEHPOHHBIX ceTell, CO3MaHHBIM B HAIeit
Jraboparopuu u ucmosibsyeMbiM B FindFace Security:

ITpumeuanune: Kouduryparus mis tecra npousoguresbroctu Ha CPU u GPU:
e CPU - Intel® Core™ i7-5930K CPU @ 3.50GHz x 12
e GPU - GeForce GTX 1080

Baxkno: [Ipu uncroii yctanoBke 6MOMETPUIECKONH MOJIEIBIO IO YMOJTIAHUIO sBjsieTcs ifruit_320.

Mogenb CPU, FPS \ GPU, FPS Twun HelipoHHOIA ceTn
face/ifruit 160 TectupoBanue B mporecce Buomerpus jnna

face/ifruit 320 TectupoBaHue B 1porecce

faceattr/age.vl 14.99 529.35 PacnosnaBanue Bo3pacTa
faceattr/beard.v0 15.03 532.05 Pacnosnasanne 60po/ib
faceattr/emotions.v1 10.99 235.59 PacnosnaBanne smormit
faceattr/gender.v2 15.01 523.22 Pacnoznasanue moJia
faceattr/glasses3.v0 15.01 529.64 PacnosnaBanue 04KoB
faceattr /medmask3.v2 Obnapy:KeHre MeIUIUHCKON MaCKH
faceattr/liveness.alleyn | Tecruposanue B uponecce ApronomubIil ceppuc Liveness
faceattr/quality.vl TecTupoBanue B Iporecce OreHKa Ka4ecTBa JIAIA

11.4 Xpanunuwa panHbix FindFace Security

B atom pasgene:

e Cnucox Iparusuu

o [unepeu buomempuueckol 6a3v. daGHHVLT

11.4.1 Cnucok xpaHunnuy

FindFace Security ucronb3yer cieayromnpe XpaHUIAIA JaHHBIX:

e Buomerpudeckas 6a3a JaHHBIX Ha ocHOBe Tarantool, B KOTOpoit XpaHATCS 6GHOMeTpHUIecKre 00PasIibl
(BEKTODPBI IPU3HAKOB) U COOBITUSI UIACHTU(MUKAIN JIAILL.

e OcHoBHast 6a3a JIaHHBIX CUCTeMbI Ha OCHOBe PostgreSQL, B KOTOpOIi XpaHsITCsl BHYTPEHHUE JaHHBIE
CHCTEMBI, JIOChe, YUYETHBIE 3aIMCHU I10JIb30BaTesell 1 HACTPONKHN KaMep.

e Karajor /var/lib/findface-security/uploads, B KOTOPOM XPaHSITCS 3arpyzKeHHBIE B JI0Che (HPOTO-
rpadun, Bugeodailiibl 1 apredakTbl cOObITUIl (II0JIHBIE KAJPbl, MUHUATIOPHI JIAI U HOPMAJIM30BAHHbBIE
n300parKeHusl JINIL).
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e Karasor /var/lib/ffupload/, B KOTOPOM XPaHATCH TOJIBKO TaKhe apTedaKThl COObITUI, KAK MUHUA~
TIOPBI JIAII.

11.4.2 lanepen buomeTpuyeckoii basbl AaHHbIX

B 6uomerpuueckoit 6a3e mammbix Ha ocHOBe Tarantool ects 3 rasepeun:
e ffsec_dossier_face: bmomeTpudeckue 00Opa3Iiibl, n3BjaedeHHbIe U3 (poTorpaduit B 10CHE.
e ffsec_events: OmoMmerpuyeckue o0pasIlbl, U3BJIEUEHHbIE U3 JIUI, OOHAPYKEHHBIX Ha BHUJIEO.

e ffsec_persons: HEHTPOUIBI IIEPCOH (BUPTYaJbHbIE OHOMETPUYECKHE 00PA3Ibl, YCPEIHEHHbIE 110 BCEM
JILLAM [IEPCOHBI) U METa[AHHbIE.

11.5 Onuwnn pesepBHOro kKonnpoBaHusi 6a3bl JaHHbIX

st pe3epBHOrO  KONUPOBaHUsI OMOMETpPUYIECKO# 0a3bl JaHHBIX BaM  IOHAIOOUTHCS — YTUJIUTA
findface-storage-api-dump. JlanHast yTusinTa MOXKeET ObITH 3allyIIEHA CO CJIECLYIONMMU OIITUSIMIU:

IIpumeuanue: Ber moxkere  maifitm mompobHyr0  wHAMOPMAIUIO IO HUCIOJb30BAHUIIO
findface-storage-api-dump B pa3zzene Pesepsroe Konuposarue U 60CCMAHOBAECHUE TPAHUAUUL OGH-
MU .

findface-storage-api-dump --help

Usage of findface-storage-api-dump:

-cache string

Cache type: inmemory, redis or memcache (default "memcache")
-cache-inmemory-size int

Maximum number of items in ARC cache (default 16384)
-cache-memcache-nodes value

Comma-separated list of memcache shards (default 127.0.0.1:11211)
-cache-memcache-timeout duration

Specifies read/write timeout (default 100ms)
-cache-redis-addr string

Host:Port address (default "localhost:6379")
-cache-redis-db int

Database to be selected after connecting to the server.
-cache-redis-network string

Network type, either tcp or unix (default "tcp")
-cache-redis-password string

Optional password. Must match the password specified in the requirepass server;

—configuration option.

-cache-redis-timeout duration

Specifies dial/read/write timeout (default 5s)
-config string

Path to config file
-config-template

Output config template and exit
-continue-on-errors

Continue on errors instead of exiting
-cpu-profile string

Enable CPU profile and set output file

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

-extraction-api-extraction-api string
Extraction API address (default "http://127.0.0.1:18666")
-extraction-api-timeouts-connect duration
extraction-api-timeouts-connect (default 5s)
-extraction-api-timeouts-idle-connection duration
extraction-api-timeouts-idle-connection (default 10s)
-extraction-api-timeouts-overall duration
extraction-api-timeouts-overall (default 35s)
-extraction-api-timeouts-response-header duration
extraction-api-timeouts-response-header (default 30s)
-limits-allow-return-facen
Allow returning raw feature vectors to detect responses if 7return_facen=true
-limits-body-image-length int
Maximum length of image supplied in request body (default 33554432)
-limits-deny-networks string
Comma-separated list of subnets that are not allowed to fetch from (default "127.0.0.0/8,
—192.168.0.0/16,10.0.0.0/8,::1/128,fe00::/8")
-limits-url-length int
Maximum supported url length in bytes (default 4096)
-listen string
IP:port to listen on (default ":18411")
-normalized-storage-enabled
Enables normalize saving (default true)
-normalized-storage-s3-access-key string
Access key for the object storage
-normalized-storage-s3-bucket-name string
833 storage bucket name
-normalized-storage-s3-endpoint string
S3 compatible object storage endpoint
-normalized-storage-s3-operation-timeout int
Storage operations (Get,Put,Delete) timeout in seconds (default 30)
-normalized-storage-s3-public-url string
Storage public url
-normalized-storage-s3-region string
Storage region
-normalized-storage-s3-secret-access-key string
Secret key for the object storage
-normalized-storage-s3-secure
If 'true' API requests will be secure (HTTPS), and insecure (HTTP) otherwise (default true)
-normalized-storage-webdav-timeouts-connect duration
normalized-storage-webdav-timeouts-connect (default 5s)
-normalized-storage-webdav-timeouts-idle-connection duration
normalized-storage-webdav-timeouts-idle-connection (default 10s)
-normalized-storage-webdav-timeouts-overall duration
normalized-storage-webdav-timeouts-overall (default 35s)
-normalized-storage-webdav-timeouts-response-header duration
normalized-storage-webdav-timeouts-response-header (default 30s)
-normalized-storage-webdav-upload-url string
webdav storage for normalized, disable normalized if empty string (default "http://127.0.0.
~+1:3333/uploads/")
-normalized_storage string
Normalized storage type: webdav, s3 (default "webdav")
-output-dir string
Output directory (default ".")
-storage-api-max-idle-conns-per-host int
storage-api-max-idle-conns-per-host (default 20)

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

-storage-api-timeouts-connect duration
storage-api-timeouts-connect (default 5s)
-storage-api-timeouts-idle-connection duration
storage-api-timeouts-idle-connection (default 10s)
-storage-api-timeouts-overall duration
storage-api-timeouts-overall (default 35s)
-storage-api-timeouts-response-header duration
storage-api-timeouts-response-header (default 30s)

11.6 Onuwnn BoccTtaHoBNeHUs Ga3bl AaHHbIX

st BoccTaHOBJIEHUST OMOMETPUYECKON 0a3bl JAHHBIX U3 PE3€PBHON KOIMU BaM IOHAJIOOUTCS yTHIIATA
findface-storage-api-restore. lannas yTuanTa MOXKeT OBITH 3aIIyIIEHA CO CJIEYIONMME OIIIUSIMU:

Ilpumevuanue: Bor moxkere  mafitm  moapoOHYIO  MHMOPMAITUIO M0  HUCIOJH30BAHUIO
findface-storage-api-restore B pazzeiie Peszepsroe KONupoGaHuEe U  BOCCMAMOBACHUE TPAHUAUUL
darHvLT.

findface-storage-api-restore --help

Usage of findface-storage-api-restore:

-cache string

Cache type: inmemory, redis or memcache (default "memcache")
-cache-inmemory-size int

Maximum number of items in ARC cache (default 16384)
-cache-memcache-nodes value

Comma-separated list of memcache shards (default 127.0.0.1:11211)
-cache-memcache-timeout duration

Specifies read/write timeout (default 100ms)
-cache-redis-addr string

Host:Port address (default "localhost:6379")
-cache-redis-db int

Database to be selected after connecting to the server.
-cache-redis-network string

Network type, either tcp or unix (default "tcp")
-cache-redis-password string

Optional password. Must match the password specified in the requirepass server

—configuration option.

-cache-redis-timeout duration

Specifies dial/read/write timeout (default 5s)
-config string

Path to config file
-config-template

Output config template and exit
-cpu-profile string

Enable CPU profile and set output file
-dont-create-gallery

Don't create gallery, fail if doesn't exist
-extraction-api-extraction-api string

Extraction API address (default "http://127.0.0.1:18666")
-extraction-api-timeouts-connect duration

extraction-api-timeouts-connect (default 5s)

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

-extraction-api-timeouts-idle-connection duration
extraction-api-timeouts-idle-connection (default 10s)
-extraction-api-timeouts-overall duration
extraction-api-timeouts-overall (default 35s)
-extraction-api-timeouts-response-header duration
extraction-api-timeouts-response-header (default 30s)
-limits-allow-return-facen
Allow returning raw feature vectors to detect responses if ?return_facen=true
-limits-body-image-length int
Maximum length of image supplied in request body (default 33554432)
-limits-deny-networks string
Comma-separated list of subnets that are not allowed to fetch from (default "127.0.0.0/8,
-192.168.0.0/16,10.0.0.0/8,::1/128,fe00::/8")
-limits-url-length int
Maximum supported url length in bytes (default 4096)
-listen string
IP:port to listen on (default ":18411")
-normalized-storage-enabled
Enables normalize saving (default true)
-normalized-storage-s3-access-key string
Access key for the object storage
-normalized-storage-s3-bucket-name string
S3 storage bucket name
-normalized-storage-s3-endpoint string
S3 compatible object storage endpoint
-normalized-storage-s3-operation-timeout int
Storage operations (Get,Put,Delete) timeout in seconds (default 30)
-normalized-storage-s3-public-url string
Storage public url
-normalized-storage-s3-region string
Storage region
-normalized-storage-s3-secret-access-key string
Secret key for the object storage
-normalized-storage-s3-secure
If 'true' API requests will be secure (HTTPS), and insecure (HTTP) otherwise (default true)
-normalized-storage-webdav-timeouts-connect duration
normalized-storage-webdav-timeouts-connect (default 5s)
-normalized-storage-webdav-timeouts-idle-connection duration
normalized-storage-webdav-timeouts-idle-connection (default 10s)
-normalized-storage-webdav-timeouts-overall duration
normalized-storage-webdav-timeouts-overall (default 35s)
-normalized-storage-webdav-timeouts-response-header duration
normalized-storage-webdav-timeouts-response-header (default 30s)
-normalized-storage-webdav-upload-url string
webdav storage for normalized, disable normalized if empty string (default "http://127.0.0.
—1:3333/uploads/")
-normalized_storage string
Normalized storage type: webdav, s3 (default "webdav")
-rename string
Ignore dump header and use this string as gallery name
-storage-api-max-idle-conns-per-host int
storage-api-max-idle-conns-per-host (default 20)
-storage-api-timeouts-connect duration
storage-api-timeouts-connect (default 5s)
-storage-api-timeouts-idle-connection duration
storage-api-timeouts-idle-connection (default 10s)

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

-storage-api-timeouts-overall duration
storage-api-timeouts-overall (default 35s)

-storage-api-timeouts-response-header duration
storage-api-timeouts-response-header (default 30s)
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